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What is Foldr?

Foldr provides a secure gateway between your existing network shares, cloud storage and your
connected devices.

The solution has been designed to be lightweight, quick to deploy and easy to administer. Users will
be able to access network resources quickly, securely and from virtually any device using an HTML5
web app, Windows & macOS drive mapping applications and native mobile Android and iOS apps.
Foldr provides features to allow users able to access, edit and securely share files and folders with
users inside and outside of the organisation. Additional features include password control/reset,
device approval, MFA and WebAuthn authentication, single sign-on, search, automation and more.

Virtual Appliance

The Foldr appliance is delivered as a pre-configured, performance optimised and ready-to-run virtual
machine which has all required software dependencies already installed. The virtual appliance is quick
to deploy and can be run on most popular virtualisation platforms such as VMware, Microsoft Hyper-
V, Nutanix AHV, Citrix XenServer, Parallels and VirtualBox.

Physical Server / Bare metal Support

The Foldr appliance may also be installed directly on dedicated hardware by imaging the provided disk
image onto HDD/SSD. We do not maintain a list of supported hardware due to the varying nature of
drivers / chipsets used across vendors, however the small form-factor Intel NUC branded devices work
well for smaller environments.

Security

Foldr uses HTTPS exclusively for all user interaction with the server. The Foldr appliance has been
designed with security in mind and at the time of writing scores an A+ grade on the widely recognised
Qualys SSL labs server test. The server can conform to PCl, HIPPA and NIST SSL requirements and
the appliance is updated regularly in terms of both product and operating system security updates.
These may be delivered automatically or manually requested over the Internet. Alternatively, updates
may be installed using an ISO file provided by support.

The solution does not synchronise or retain files within the appliance itself or send traffic via any cloud
service that is not under your control. Foldr is a point-to-point solution between your user’s devices,
the self-hosted server, and your storage infrastructure. Foldr has been designed to make the most of
what you already have in place; users authenticate with their existing credentials and all existing
security permission structures and ACLs are automatically respected with no additional configuration.
All user activity is logged within a local configuration database up to a maximum of two years and the
logs are searchable by user / date and are exportable.

Foldr provides various security features to help ensure your data is secured against unauthorised
access such as device approval, built-in or third-party multi-factor authentication, WebAuthn support,
PIN/Passcode and Touch ID support in the apps. Any sensitive information stored within the Foldr
appliance is encrypted using robust and proven technologies. Corporate or personally owned mobile
devices that are lost or stolen can be revoked quickly from the Foldr administrative web interface,
blacklisting the device and thereby removing access to corporate resources. Web based user access
may be also limited to approved devices.

Active Directory domain password policies are respected and Foldr provides support for expired
passwords, password complexity and allows users to change their password from the web, desktop or
mobile apps. Foldr enables an administrator to permit delegated (trusted) users to reset others
passwords in the organisation and finally offers self-service Active Directory password reset in the
event of a user forgetting their network password.
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Foldr v4 introduces separate appliances modes for backend infrastructure (database), client access and
search roles where appliances responsible for hosting the system configuration may be held upon a
central non-internet facing system inside your security perimeter and satellite client access VMs can
be presented to users from the DMZ. Backend infrastructure appliances can be clustered for
scalability and resilience and in larger deployments client access appliances can be placed behind a
load balancer if required.

Benefits

Foldr gives IT administrators a drop-in solution that can be up and running quickly, provisioning access
to personal home folders or any other SMB network shares from corporate or personally owned
devices. Foldr can also present Google Drive, One Drive, SharePoint, Dropbox, Amazon S3 and Box
cloud storage alongside traditional on-premise SMB file server or WebDAYV shares. Shared cloud
accounts may be presented to multiple users simultaneously from Google Drive, Dropbox or Box as
well as traditional network shares.

Office documents can be edited seamlessly in a locally installed MS Office application or edited in
browser-based Office Online or Google Apps (Docs, Sheets or Slides), regardless of the file's location.
Files are saved back to the originating network and, in the case of Google Apps, converted back to
Office format so users may continue working on files in their native application.

On-premise or cloud-based resources can be bookmarked for quick and easy access from web and
mobile platforms.

Users can now access resources that were otherwise difficult to access without resorting to using
VPNs or unintuitive mobile apps. Chromebooks, Android, macOS and iOS devices can now be easily
integrated into the existing Active Directory based infrastructure whilst retaining control. Users can
access Foldr via web, mobile apps for iOS / Android and finally through drive mapping applications for
Windows and macOS.

Files can be shared easily with others inside and outside of the organisation in a secure manner.
Project folders and work hand-in areas can be easily created on your existing storage allowing users to
collaborate or submit files back to others. The sharing options extend to those provide access to
resources securely for others external to the organisation. The public/external sharing features can be
useful for sharing content that is either too sensitive or simply too big to email. Foldr is also able to
process email and receive files that are attached to messages and route these to the appropriate
shared folder.

Foldr provides password management, two-factor authentication and a powerful unified search
feature that can search on-premises and cloud storage to find documents quickly, no matter where
they are stored. Foldr expands upon its search features with custom fields, OCR and an optional
Captur module to provide contextual metadata and allow you to extract, classify, process and search
data from your documents, where ever they are stored. Foldr also provides an optional scripting and
module to automate business tasks.

Foldr also includes a powerful Single Sign-On (SSO) solution. Supporting the industry standard SAML
v2 standard, Foldr can act as an Identity Provider to web services such as Office 365, Google G-Suite
and many others. This provides a convenient way for users to sign into external services using their
familiar Active Directory credentials - either through automatic redirection back to Foldr to
authenticate the session or via a dashboard of compatible web services. Should the organisation
already use another IdP such as Active Directory Federated Services, Foldr can run in Service Provider
mode to allow integration with the existing IdP. Foldr also provides an optional Kerberos SSO feature
for web, Windows and macQOS apps.

Finally, your data remains on your servers, freeing organisations of the data protection and security
issues that can be obstacles to adopting cloud solutions.
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System Requirements

Microsoft Active Directory or Azure Active Directory for authentication. Local Foldr accounts are also
supported.

SMB shares - Windows Server 2003 > Server 2022 or NAS/Linux/macOS hosted SMB shares.

Cloud storage providers - Google Workspace (Google Drive, Team Drives), Office 365 (OneDrive,
SharePoint, Teams), Azure SMB, Amazon AWS S3, Dropbox, BackBlaze B2 & Box.

Deploy on-premise using VMware ESXi, Workstation, Fusion, Microsoft Hyper-V, Citrix XenServer,
Nutanix AHV, Oracle VirtualBox, and Parallels Desktop are supported.

Deploy in the cloud in Amazon AWS EC2, Azure Cloud, Digital Ocean and others.

Virtual appliance minimum system requirements: 2 vCPU, 4GB RAM, up to 100GB free hard disk
space. (Appliance will consume less than 10GB when deployed and dynamically grow as required)

Larger deployments with over 50 concurrent users should consider upgrading the appliance as
required (4 vCPU and 8GB RAM is typically recommended but depends on usage)

Optional Search appliance minimum system requirements: 2 vCPU, 4GB RAM, up to 100GB free hard
disk space. (Appliance will consume less than 10GB when deployed and dynamically grow as required)

Suitable hardware to run the chosen virtualisation platform.

8
& Foldr



1. Importing the Virtual Appliance

VMware ESXi

Download the VMware appliance ‘Foldr-latest.ova’ and save it locally. Contact support@foldr.io or
your reseller for more information on how to obtain the latest OVA.

From the vSphere client, click Right click on the host/cluster and select Deploy OVF Template and
browse to the Foldr-latest.ova file. Proceed through the deployment wizard; the number of steps
shown is dependent on whether you are connected to a vCenter management server or directly to an
ESXi host. Select a suitable Host and Datastore for the Foldr VM, and the Network that Foldr will
connect to. The Foldr virtual machine disk may be thin provisioned if preferred.

Once the OVA has been imported, the disk size should be increased. Right click on the VM and select
Edit Settings. Increase the disk size from 10GB to 100GB.

Power the appliance on and after an automatic setup routine is run, the system will reboot and finally
boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

The v4 appliance ships with third party VMware Tools installed, you will be unable to update these
using the VMware client.

A dedicated KB article for ESXi deployment is available here.

Microsoft Hyper-V

Download the Hyper-V appliance ‘Foldr-latest-HV.zip’ and save it locally on your Windows server.
Extract the contents of the zip and move the VHDX file to a suitable location. Using the Hyper-V
Management console, create a new/blank Virtual Machine by right clicking on the host or using the
Actions panel on the right of the screen.

Proceed through the wizard, selecting VM type as Generation 2, giving it a suitable name and location
for the Virtual Machine files; assign 4096MB of RAM and a valid network connection. Two vCPU
cores are recommended as the minimum processor specification.

When presented with the ‘Connect Virtual Hard Disk’ screen, select ‘Use an existing virtual hard disk’
and browse to the VHDX file from step 2. Click Finish and allow the VM to be provisioned. Please
note that Legacy Network Adapters are not supported.

IMPORTANT - Before powering on the virtual machine, edit the Foldr server settings by right clicking
on the VM > Settings. Under Security > Secure Boot > Template, change the selected template from
Windows to Microsoft UEFI Certificate Authority. Failure to make this change will result in the VM
being unable to boot. Click OK to confirm changes.
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https://kb.foldr.io/foldr-support/deploying-the-foldr-server-on-vmware-vsphere-esxi/

Start the virtual machine and after an automatic setup routine (during the first system boot), the VM
will reboot and finally boot to a login screen menu. This may take several minutes.

The system disk now needs to be expanded - select Option 1 and enter the password ‘password’ with
no quotes. Once at the console prompt, run the following command to expand the disk so the full
100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

A dedicated KB article for Hyper-V deployment is available here.

Other Hypervisors

Citrix XenServer

Download Foldr-latest-XS.ova and save it locally on a workstation running the XenCenter client.
Extract the XVA file from the zip and select File >> Import from within XenCenter. Proceed through
the deployment wizard selecting a host and storage repository.

Once the OVA has been imported, the disk size should be increased. In the VM settings in XenCenter,
increase the disk from 10GB to 100GB.

Power the appliance on and after an automatic setup routine is run, the system will reboot and finally
boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

XenTools - By default XenTools are not installed. If you wish to install these drivers for optimum
performance, you must firstly power down the VM, attach a virtual optical drive in XenCenter and
select the built-in ‘xs-tools’ ISO. Once the VM has booted you can install XenTools by running
‘install-xen-guest-utils’ command when logged into the VM console.

VMware Fusion

VMware Fusion uses the same OVA file as used for ESXi. To import the Foldr appliance select the
OVA from:

FILE > IMPORT > Choose File
You will then be prompted where to save the VM and the import process will begin. Note - it is
recommended that you do not attempt to move the location of the Foldr VM directory and the files

contained within it once you have started the VM.

Once the OVA has been imported, the disk size should be increased. In the VM settings in VMware
Fusion, increase the disk from 10GB to 100GB.

0
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https://kb.foldr.io/foldr-support/deploying-the-foldr-server-on-hyper-v-gen-2-uefi-secure-boot/

Power the appliance on and after an automatic setup routine is run, the system will reboot and finally
boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

It is recommended that you add the VMware Fusion bundle associated with the Foldr appliance to the
OS X ‘Startup Items’ so it will power up automatically when the OS X user is signed in. This can be
achieved by:

Apple Logo > System Preferences > Users & Groups > Login Items > ‘+' button > Browse to
/Users/Username/Documents/Virtual Machines/Foldr-VM-Bundle.

Oracle VirtualBox

Download the latest Foldr-latest.ova and open the VirtualBox console. Click File > Import Virtual
Appliance > Open Appliance and browse to the OVA file. Review the default settings, these are ideal
for most installations and if necessary modify the path where the Virtual Machine files will be stored.
Agree to the licence terms by clicking the Accept button. The OVA is imported and the Foldr virtual
machine will be created.

Once the OVA has been imported, the disk size should be increased. In the VM settings in XenCenter,
increase the disk from 10GB to 100GB.

Power the appliance on and after an automatic setup routine is run, the system will reboot and finally
boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

Parallels Desktop

Download the latest Foldr-latest-PD.zip - Extract the zip file and move the two files contained within
to a suitable location on the OS X computer. Launch the Parallels Desktop application and select the
Import Existing Virtual Machines button or File > Open. Browse to and select the Foldr.vmx file and
the appliance will be converted and imported into Parallels .pvm format. Once this has completed the
appliance will be accessible from the Virtual Machines Directory.

Ignore the warning regarding Parallels being unable to determine OS type and continue.

Once the VMX has been imported, the disk size should be increased. In the VM settings in XenCenter,
increase the disk from 10GB to 100GB.

Power the appliance on and after an automatic setup routine is run, the system will reboot and finally
boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
1
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the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting.

IMPORTANT - In older versions of Parallels Desktop (v13 and earlier) you should change the default
network adapter type within Parallels before Foldr will be able to connect to the network.

Click on the settings cog for the Foldr v4 appliance > Network > Advanced > Select Intel PRO ®
1000MT

To make a Parallels virtual machine to start automatically, follow the instructions shown here
(http://kb.parallels.com/en/114824).

1
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Nutanix AHV

Download the latest Foldr-latest-AHV.zip - Extract the zip file which contains a single VMDK file. Log
into the Nutanix Prism web interface and select the settings cog icon > Image Configuration. Using
the + Upload Image button give the Image a suitable name, selecting DISK as the Image Type and
finally select Upload a file / Choose File under Image Source.

Allow the image to upload. Once uploaded the image is then automatically 'processed' for several
minutes and you will not be able to use the image until this operation has completed. Check the
recent tasks icon to see the progress of these operations

Now that the vmdk Image has been uploaded and processed, the virtual machine can be created. In
the VM view, click + Create VM (top right). Give the VM a suitable name and assign a minimum of 2
vCPU and 4GB RAM.

Scroll down and click + Add Disk - From the Add Disk dialog > Operation section, select Clone from
Image Service ensuring you have the correct Image selected and finally click ADD. Add at least one
network connection to the VM by clicking the Add New NIC button. Click Save.

In the Prism VM view and click Manage Guest Tools. Enable and Mount Nutanix Guest Tools and
Click Submit.

Increasing the disk size

Once imported, and before powering the VM on, the VM disk must be increased in size in Nutanix
from 10GB to 100GB. Once this has been done, power the appliance on and after an automatic setup
routine is run, the system will reboot and finally boot to a login screen menu.

The system disk now needs to be expanded - select Option 1 on the console login screen and enter
the password ‘password’ with no quotes. Once at the console prompt, run the following command to
expand the disk so the full 100GB is usable to the system:

expand-disk

Confirm the command with y and hit return. The server will reboot automatically, and the server will
be ready for configuration after restarting..

To install the Nutanix Guest Tools, sign into the Foldr console, either directly through the Prism
interface or by an SSH client such as PuTTY (SSH port 2082) - log in using default admin account:

fadmin / password
Issue the following command to begin the installation:
install-nutanix-guest-tools

Once the tools have finished installing, you should be placed back at the shell prompt. Reboot the VM
using either the power options in the Prism interface or the 'reboot' command on the console.

Microsoft Azure

To deploy the Foldr appliance in the Microsoft Azure cloud service firstly download the latest Hyper-V
appliance( Foldr-latest-HV.zip and save it locally. Extract the contents of the zip and move the VHD
file to a suitable location.

Azure requires the virtual hard disk to be fixed in size rather than thin provisioned / dynamic. To do
this run PowerShell as an Administrator and execute the conversion cmdlet:

3
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Convert-VHD -Path <path-to-extracted-vhd> -DestinationPath <path-to-converted-vhd> -VHDType
Fixed

Wait for the conversion to complete.

Create an Azure storage account if you do not already have one and upload the fixed VHD to a Blob
Storage container in your storage account as a page blob. There are several ways to achieve this, but
Azure Storage Explorer is probably the most convenient.

Next, create an Image from the VHD:

1. In the Azure portal, browse to All Services > Images > Add.

2. Provide a name, subscription and resource group and then select Linux as the OS Disk.

3. Browse to the VHD that was previously uploaded to Blob Storage.

4. Click Create

Next, create the Foldr VM from the Image.

1. In the Azure portal, go to All Services > Virtual Machines > Create a virtual machine.

2. Provide a name, subscription and resource group etc, then select Browse all images and disks > My
Items and select the image created earlier.

3. Configure the VM size to meet your requirements.

4. Enter a username and password. These credentials will be ignored but are required fields.

5. Permit the recommended inbound ports (80, 443).

6. If other configuration is required then perform it, otherwise click Review + create to deploy.
7. Wait for the deployment to complete.

Add the remaining inbound ports on Networking (30537, 2082). Power on when complete and then
refer to section 2 to configure the appliance in Foldr Settings.

A dedicated online KB article is available for deploying the Foldr server in Azure.

Headless Setup (Microsoft Azure or Amazon Cloud)

Foldr can be installed and configured on a cloud platform that does not provide traditional console
access to the virtual machine.

The steps involved are:

1. Deploy the Foldr virtual machine using the steps required for the chosen platform and power the
VM on. Azure specific deployment instructions are available below.

As part of the VM deployment you may need to specify what network ports are required. The
following ports are recommended:

TCP 80 (HTTP)
TCP 443 (HTTPS)
TCP 30537 (SSL- Foldr Settings)

4
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https://kb.foldr.io/foldr-support/deploying-the-foldr-server-in-azure/

TCP 2082 (custom SSH port)

2. Power on the VM and after several minutes, it should be accessible using the IP address acquired
via DHCP.

3. Log into the appliance Foldr Settings web admin Ul the default fadmin credentials:

Username: fadmin

Password: password

5
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2. Foldr Settings (https://address-of-foldr:30537/settings)

Once the system has been powered on, it will run through a one-time internal setup routine and
reboot. When it is ready to be configured and has restarted, you will be presented with the main
system login screen.

NOTE - The system'’s IP address will be shown at the top of the console screen.

To manage the appliance visit h

Welcome to the Foldr Appliance 4
Welcome to the Foldr Appliance 4

3. Shutdown Appliance

K 0K >

The web based administrative portal (Foldr Settings) where the system is configured is available at:

https://address-of-foldr:30537/settings. Only administrative users can sign into the Foldr Settings
portal.

The Foldr server runs an mDNS service, so providing your device is within the same subnet as the
Foldr server, the administrative web interface should be reachable at

https://foldr.local:30537/settings

B Foldr Settings - Foldr HD Beta * =+

<« C A Motsecure | bps/ffoldrlocal: 30537 fsettings/

Coanf = -y My o an

If the system is not reachable using https://foldr.local:30537/settings, this may be due to the client
being in a different subnet/VLAN or working remotely over WAN/VPN.

If Foldr server is not accessible using foldr.local, you can either browse directly to Foldr Settings using
its IP address as shown at the top of the console screen.

To manage the appliance wisit https://192, 168.H. 254/ =e



https://address-of-foldr:30537/settings
https://foldr.local:30537/settings

NOTE - If 'no IP address' is shown in the console, you should log into the console using the credentials
below and use the 'netconfig' command menu to configure the network.

Default admin credentials

USERNAME: fadmin

PASSWORD: password

The Foldr server has a single local admin account, however it is possible to delegate other users (on-
premise Active Directory or local Foldr users) to sign in as an administrative user. This can be
configured within Foldr Settings > Users & Groups> Administrators)

NOTE - If you browse to the local IP address of Foldr and append /settings the browser is redirected
automatically to port 30537. Please note that the Foldr Settings configuration portal will not be available
externally if you have not opened / forwarded TCP 30537, however it is best practice to keep the admin web
Ul for internal / local use only.
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SIGN IN

Reset Your Passwoard

By using this software you agree to the End User License Agreement
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Foldr Settings web Ul:

Foldr Settings

Server Time: 12 May 2022 15:29:21 Helle fadmin

8 Appliance Appliance 4.23.1.22
[ Integrations
Status Metwork Services Date & Time Updates Infrastructure
582 Users & Groups
& Files & Storage General System Processes
M Devices & Clients License Server Downloads 2
. Installation 1D C) = \ersion 4,23.1.22 i
& Security [ Foldr for iOS

€c956261511cc5535a601b568bag258 « Booted Thu, 12 May 2022 15:25

* Uptime 4 minutes S
/% Your license is not valid P . P
[ organization: * CPU Intel(R) Xeon(R) Silver 4110

B3 Single Sign On

7 Notifications

® Expires: CPU @ 2.10GHz, 2 cores
* Memaory 4 GB (3973644288 bytes) & Foldr for macOS
& Customise Drop a new license key here or click to = Hypervisor Family vmware
install + Hard Disk 96 GB, 6 GB used # Foldr for Android
€} Backup & Restore
B4 Foldr for Gmail
L2 Activity

B Logs

+ our Foldr appliance is up to date.

It is recommended that you now change the fadmin account password using the top-right menu >
Change Password

Server Time: 12 May 2022 15:31:58 Hello fadmin
5 Change Password
@15 Test Settings
Bl Appliance
End User License Agreement

Credits

t signed in & Sign Out

Network Configuration

All aspects of the server's network configuration can be configured in Foldr Settings, in the Appliance >
Network tab.
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Appliance 4.24.0.7
Status Metwork Services Date & Time Updates Infrastructure

Configuration Firewall

Configure IPvd

Manually

10.1.2010

Metmask

255.255.255.0

DNS

foldr.domain.ocal

External Hostname - Optional - Separate multiple entries with spaces

Configure network settings that are applicable to your network. IP address, subnet mask, default
gateway, preferred and secondary DNS servers.

When this has been completed and the settings saved, enter a suitable hostname using a fully
qualified name relevant to the internal Active Directory domain. i.e. foldr.yourdomain.internal

It is important that all network settings, including the hostname and the system time/date/zone are
configured correctly before attempting to proceed further with the installation. The system hostname
should be statically configured or set using a Pointer (PTR) record in the reverse lookup zone on your

9
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internal DNS system, should you wish to use DHCP. A static IP configuration is always recommended.

IMPORTANT - If the Search Domain is not configured, a correctly configured fully qualified
hostname on the appliance is vital for a successful Foldr installation as the hostname suffix is
automatically used as the search domain for internal unqualified DNS queries. This assists with
resolving short/unqualified paths for shares, home folders and so on.

External Hosthame

If your users will be connecting to Foldr using a different URL to the internal hostname, you should
configure this here. The external hostname is typically configured to the Foldr server's public
address/URI. Once configured Foldr will reject any connections made to the server that use a
hostname that it different from the internal or external hostname (or IP address) and it is also
important to configure the external hostname correctly as it is used with generated links inside email
notifications when sharing files/folder. Some legacy third-party WebDAYV clients that may warn of
compatibility issues without an external hostname being configured.

NOTE 1 - If the IP address of the Foldr appliance is modified, it is applied immediately when clicking
‘Save’, please adjust the URL in your browser to reflect changes to the IP configuration and log back in.

NOTE 2 - The default appliance time zone is UTC, adjust to local time zone as required within
Appliance > Date & Time.

NOTE 3 - You can also configure all network settings from the appliance console if required using the
‘netconfig’ command which will present an easy-to-use menu.

elcome to the Foldr appliance console. To view the available commands type "7V
<enter>

Foldr - localhost:” fadmin$ netconfig

Show Current Configuration (scroll with Shift-PgUp/PgDown)
Exit this program
Default Gateway
Hostname
DNS
Proxy Server
IP Address Allocation for eth@
Enter a menu number [B]1: _

Adding Additional Network Interfaces

The virtual appliance supports a maximum of 4 network interfaces and by default a single interface is
available. In environments where additional NICs are required, in addition to adding the extra network
interfaces at the hypervisor level (VMware, Hyper-V etc) you must also add support for these NICs on
the console before they can be configured. All network configuration done via the web interface
applies to ethO. To configure any other interfaces, you must use the netconfig menu on the
appliance console.

To add a new interface, issue the following command after adding the new virtual hardware in your
chosen platform. Please note that ethO already exists after deployment so eth1 - eth3 are valid

options:

Example - Add 3 additional interfaces to Foldr:

0
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add-interface ethl
add-interface eth2
add-interface eth3

Static Routes
Static routes can be configured for the default network interface during initial setup; however, the
administrator can modify or configure routes for any network interface from the appliance console

using the set-routes command.

Example - again ethO-3 are valid providing the interfaces have been added correctly.

set-routes ethO

Static Routes for ethd

<Cancel>

Use the tab key to switch between route configuration and Save / Cancel.
Modifying the built-in firewall

If you have added more network interfaces or in more complex network environments, such as one
running a load balancer in front of multiple Foldr client access appliances, it may be necessary to
modify the built-in firewall (IPTables). From the console, the fadmin account has access to add and
remove firewall rules using standard iptables commands. More information on iptables and
example commands are available here

For the rules to be persistent after applying software updates, they must be commented with -m
comment --comment "foldr-admin" asshown below. Example command:

iptables -A INPUT -m comment --comment "foldr-admin" -i ethl -p tcp --dport
443 -j ACCEPT

Once your rules have been configured, you must SAVE them, or they will be lost when the next system
restarts. To commit your changes run the following command:

iptables-save

1
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https://wiki.centos.org/HowTos/Network/IPTables

Appliance Time Settings

Accurate system time is important for any network device and is vital for Foldr's SSO and two-factor
authentication features to function correctly. The Foldr appliance can obtain its system time from
either the host it runs upon (VMware only) or use an external time source using NTP (Network Time
Protocol). Time settings are configured from Foldr Settings > Appliance > Date & Time.

If NTP is selected as the time source, and the ntpd service is enabled/running, the appliance system
time can be forced to sync with an NTP server using the following console command:

time-sync NTP-server-ip-address

Dedicated KB article for configuring NTP and forcing a time sync can be found here.
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https://kb.foldr.io/foldr-support/configuring-ntp-correcting-the-server-time-force-sync/

Configuring a Proxy Server
If your network environment uses a proxy server to reach the Internet this can be configured within

Foldr Settings > Appliance > Network > HTTP Proxy.

HTTP Proxy

proxy.foldr.io

(K]
s
.
[e]

Username - Optional

Password - Optional

Alternatively, the proxy can be configured from the netconfig menu on the appliance console
(option 5)

Password:
elcome to the Foldr appliance console. To view the available commands type "7V

<enter>

Foldr - localhost:” fadmin$ netconfig

Show Current Configuration (scroll with Shift-PgUp/PgDown)
Exit this program
Default Gateway
Hostname
DNS
Proxy Server
IP Address Allocation for eth@
Enter a menu number [B]1: _

If a proxy server is used, it must also be configured on the appliance for the Google and OneDrive
integration features to work correctly. The software update mechanism also will attempt to connect
to the default online update URL via the configured proxy server.

HTTPS inspection/filtering - proxies, web filters and firewalls

Any upstream HTTPS inspection web filtering service (MITM) will cause issues with the following
features and as such the Foldr appliance should be whitelisted / excluded from SSL filtering.

Foldr server updates, Let's Encrypt SSL certificate installation and Office 365 and Google Workspace
integrations may be affected if Foldr is running behind a security device that is using HTTPS
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inspection.

Email Settings & Notifications

The Foldr appliance can alert the administrator to updates and provide users with notifications for the
sharing and password reset features. Email settings should be configured within Foldr Settings >
Integrations > Services > Messaging > Email as appropriate.

Foldr Settings

Appli .
& Appliance Integrations
|§b Integrations
Services Service Accounts

%8R Users & Groups

.
& Files & Storage
Devices & Clients Messaging
&) Security AWS
E3 Single Sign On 'n' ClickSend

- 2 :

| Email
@ Notifications

\:,. Nexmo
MasHEED

o Telegram Messenger
&? Customise @ Twilio
“) Backup & Restore

Example settings for Office 365 shown below:

4
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Services » Mall

Server Details Motifications

Mail Server Settings

SMTP Server
smtp.office.363

Port
587
Encryption Type

TLS

Username

notifications@company.com

Password

The Notifications tab should also be configured with the sender address and where system
notifications should be sent to (typically monitored by the Foldr admin)
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Services » Mall

Server Detalls Motifications

User Notifications

Send emails from this address

Sender display name

Foldr

Administrator Notifications

Send appliance notifications to this address

admin@company.com

Click SAVE CHANGES

You can now attempt to send a test message from the Integrations > Mail > Server Details screen.

SEND TEST MESSAGE

If the message is sent successfully, you should now enable Email Notifications from within the
Notifications tab as shown below. This will allow sharing and other Foldr features (such as MaSH) to
send email when necessary.

6
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Foldr Settings Server Time: 20 Jul 2022 10:13:02 Hello fadmin

Appli . -
& Appliance Notifications
[ Integrations
Channels Events Templates
%8R Users & Groups
&2 Files & Storage £4 Email
Devices & Clients Enable -
& Security
3 Single Sign On
SMs
&l Notifications
Enable )
masHED L 0

Click SAVE CHANGES

If email settings are configured, the Foldr server will automatically email to alert the administrator of
the following:

1. Pending licence expiration.

2. If an appliance system update is available (requires Updates to be configured to check automatically
within Foldr Settings > Appliance > Updates).

3. If an appliance update is available and has been installed successfully.

Users may also receive email notifications when items have been shared with them or files have been
submitted to shared folders and as part of the Active Directory self-service password reset

feature. These features are configured elsewhere and may be found in the administration guide or
online KB.
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https://kb.foldr.io/

3. Licencing the Server

Once signed into Foldr Settings interface, the licence key should be applied.
Applying the Licence

Within the Appliance > Status > General tab, a licence key can be applied by dragging and dropping the
licence file from your local desktop file system into the web browser as shown below. Release the
licence file when the box turns green. Alternatively use the text link in the box to open the Explorer /
Finder file picker.

— License

Installation 1D []
cc956261511cc5535ea601b568bad258

/™ Your license is not valid

[ Organization:

@© Expires:

Nron g new licence Few here ar click to inctall
LAY b TIEVY HLETISE -\.Q. HeEl e ﬂ' L L EF T LUl

The End User Licence Agreement prompt will be displayed. Click Yes, Accept to agree to the terms of
the EULA and apply the licence. To view the content of the EULA, click the text link in the prompt.

End User License Agreement

By using this software you agree to the End Ls nse Agreement

‘ Mo, cance YES. ACCEPT

The unique details for the licence key will be displayed in the summary window as shown below.

If the licence is for an on-premise Active Directory or Azure AD deployment, the relevant option will
become visible under Integrations > Authentication.

Note the ‘Domain’ should match the Active Directory FQDN. In the example below, the Active
Directory domain name is company.internal
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License

Installation 1D [
cc956261511cc5535ea601b568ba8258

&) Your license is valid
Organization: Foldr HQ
5% Domain: company.internal
(® Expires: 12/05/2025

Dran a1 pewe e

LANGHDY O FieEVy LLLET]

nciall
WSl

If you are configuring Foldr from a legacy Windows Server using Internet Explorer, you must disable
IESC (Internet Explorer Enhanced Security Configuration) within Server Manager.

It is recommended that administration / configuration is done using a desktop machine using a modern
web browser (such as Edge, Chrome or Firefox) rather than a server.
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4. Creating an internal DNS host (A) record

Unlike a domain bound machine/server, Foldr does not automatically create an internal DNS host
record, so this needs to be done manually. A correctly configured A record on the internal network

lookup zone is important for SMB performance.

1.0n a Windows
Server that hosts the File Action View Help
DNS Server rolg & 2= RE 6 =
(usually a Domain T
Controller), B F MuW-vDC-001
click START > RUN > = [ Forward Lookup Zones
[+ = _msdcs.minnow.it

ty.pe dnsmgt.msc and o [—
click OK [# || Reverse Lookup Zones

[+ | Conditional Forwarders

# (3] Global Logs

2. Expand ‘Forward
Lookup Zones’ > right File Action View Help

click on the internal @ |23 RE = | HE
domain and select ‘New T

Host (A or AAAA).

= F MNw-vDC-001

[= || Forward Lookup Zones
- | _msdcs.minnow.it
ETE——

Ignore the zone with
the prefix ‘_msdcs.’

: “L Update /er Data File
&3} Re
" = e Reload
& G Gh  MewHost (Aor ARAA)..

New Alias (CMAME). ..
Mew Mail Exchanger (MX)...

Mew Domain...

Mew Delegation. ..

Other Mew Records...
3. Assign a suitable S <]
hOStna me a nd pOi nt the Mame (uses parent domain name if blank):
record at the E3
priv ate / i ntern al I P Fully quflified d.omain name (FQDM):

ddress of the Foldr [iciwamont.
a
1P address:

Server. I 192.166.1.253]

[V Create associated pointer (PTR) record

™ allow any authenticated user to update DNS records with the
Same owner name

Add Host Cancel

If you have a reverse lookup zone configured on the network, leave ‘Create associated pointer (PTR)

record’ checked, otherwise uncheck it and click ‘Add Host'.

You should now be able to ping foldr.yourdomain.internal (or foldr.minnow.it in the example above)

from other devices on the network.
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DNS & SSL certificate considerations

Foldr ships with a self-signed SSL certificate to ensure that all user and admin sessions are encrypted,
however a downside to this is that client browsers (and the companion Foldr apps) would not consider
the certificate ‘trusted’ as it is not provided from a known certificate authority. This will result in trust
warnings such as the one shown below (Example showing Chrome browser)

A

Your connection is not private

Attackers might be trying to steal your information from 172.217.169.46 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy,

Advanced Back to safety

As part of the setup process, the administrator should replace the default SSL certificate with a signed
certificate from a trusted provider such as GoDaddy, Verisign or benefit from the built-in support in
the Foldr server to obtain fully validated signed certificates from the Let’s Encrypt service at no
charge. Signed certificates can only be issued for a public domain URI/common name and as such
users connecting to Foldr using the internal hostname or IP address will always receive certificate
warnings.

Creating the internal DNS record above will ensure that the Foldr server runs optimally against on
premise SMB file servers, however where the public domain differs from the internal domain, this is
not optimal for the users accessing the Foldr service. As all user activity takes place over SSL/TLS, it is
important to consider the SSL certificate that is installed on the server and as such it is desirable that
that users do not receive SSL/TLS trust warnings in their browsers / Foldr apps. Typically, this would
be achieved by ensuring users connect to the public (Internet) address of the Foldr appliance when
accessing the service, but by default in most environments, this would involve the users request
leaving the local network and coming back in from the public Internet.

This is not an efficient use of bandwidth.
The solution is to configure the local DNS service so you can resolve the public address of Foldr to the
private/internal IP address. This will allow the SSL to validate in the user’s browser or app and keep

their connection inside the local network.

The steps below assumes that Foldr will be made available using the example public address of
https://foldr.public-domain.com - and that a suitable SSL certificate is going to be installed.

1. On a Windows Server that hosts the DNS Server role (usually a Domain Controller),
click START > RUN > type dnsmgt.msc and click OK

2. Create a new Forward Lookup Zone

1
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https://foldr.public-domain.com/

& DNS Manager

File  Action  Wwiew Help

e 2Elc=HE

£, DNS

= 3 MMwW-vDC-001
B =

Wiet 3

Refresh
Export List...

_Help Foldr.io

3. Proceed through the New Zone wizard

New Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps vou create a new zane For your DMNS
SEFVEr,

i
v

& zone translates DMS names to relaked data, such as IP
addresses or netwark, services,

To continue, click Next,

= Back I ek = I Zancel |

4. The default zone options are suitable in most cases, click Next.

Mew Zone Wizard E3

Active Directory Zone Replication Scope ;‘

o can select how wou wank DR data replicated throughout vour network,
9

Select how vou want zone data replicated:

" To all NS servers running on domain controllers in this Forest: minnows,it
% To all DNS servers running on domain contrallers in this domain: minnaw.it
" To all domain contrallers in this domain (For Windows 2000 compatibility): minnow.it

1 T alll domain contrallers specifiedin the scope of this directary: partition:

i

< Back I Mexk = I Cancel
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5. Name the zone with the public FQDN that users will access Foldr.

New Zone Wizard E

Zone Name ;‘
what is the name of the new zone? '
ks

The zone name specifies the portion of the DNS namespace For which this server is
authoritative, It might be vour organization's domain name (for example, microsoft, com)
or a portion of the domain name (For example, newzone.microsaft,com). The zone name is
nok the name of the DNS server,

ZONE Name:

fFoldr. public-darnain. com

< Back I MNext = I Cancel |

6. In most cases the default options can be used (as shown), click Next.

New Zone Wizard E

Dynamic Update ;‘
¥ou can specify that this ONS zone accepts secure, nonsecure, or No dynamic
updates, Ed

Dynamic updates enable DMS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you wank to allow:

% allow only secure dynamic updates (recommended For Active Direckory)
This option is available only For Active Directory-integrated zones.,

" allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are acceptad From any clignt.
This option is a significant security vulnerability because updates can be
= accepked from unkrusted sources,

" Do not allow dynamic updates
Dynamic updates of resource records are not accepked by this zome. You must update
these records manually.

< Back I MNext = I Cancel

7. Click Finish.
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New Zone Wizard | x|

i
Sy .

Completing the New Zone Wizard

vou have successfully completed the Mew Zone Wizard, ¥ou
specified the follawing settings:

Mame:  foldr, public-domain, com ﬂ
Type: Active Direckory-Inkegrated Primary
Lookup bvpe: Forward
=
Mote: You should now add records to the zone or ensure

that records are updated dynamically, You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

< Back I Firish I Zancel

8. Expand the newly created zone and create a new Host/A record using the context menu.

File  Action  ‘iew  Help

& DNS Manager

IR EEEEEI EEEE

=

ninnow.it

F

Global Logs

| Reverse Lookup Zone:
| Conditional Farwarder

=, DNS Mame -
B 5 MMw-vDC-001 =|(same as parent Folder)
=l FQFWEFd Lookup Zones =|(same as parent Folder)
= _Msdcs minnaw, it §—|(same as parent Folder)

[Update Server Data File
Reload

Meva Alias (CHAMED...

Mews Mail Exchanger (M), ..
Mew Domain, .

Mews Delegation. ..

Other New Records. ..

all Tasks »

Wiew 4

Delete
Refresh
Export List. ..

Properties

Help
|

9. The host name should be left BLANK and the IP address pointing at the internal IP address of the

Foldr server.
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Mame {uses parent domain name if blank):

Fully qualified domain name (FODM):

I Foldr, public-domain. com,

IP address:
| 192,168.1,10|

¥ Create associated pointer (PTR) recard

[ allow any authenticated user to update DS records with the
SEME OWINEr Name

Add Host I Zancel |

The steps are now complete. Users should now be able to connect to Foldr using the public address
from inside the organisation network, it will resolve internally and be accessed across the local
network and the SSL certificate will validate (providing a signed certificate has been installed).
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5. Authentication (LDAP)

Now that the system is licenced and the DNS record has been created, you can configure the
authentication settings.

Active Directory

The server must be licenced with a suitable licence key before Active Directory authentication can be
configured.

Browse to Foldr Settings > Integrations > Active Directory (LDAP). If Active Directory is not being used,
this section can be skipped, and local user accounts created directly in the Users & Groups tab in Foldr
Settings.

Integrations

Services Service Accounts

Authentication

Active Directory (LDAP) Authentication Settings

Click the Servers field, to configure one or more domain controllers that Foldr will use to authenticate
users:

Authentication

Directory Type
Microsoft Active Directory =

I Servers I

LDAP Search DMN(s) - One per-line




The domain controller(s) should be prefixed with Idap:// or Idaps:// (if enabled) and use either the
FQDN or IP address of the server. For example:

Idap://domain_controller.company.internal
Note - Idap:// prefix)
Multiple servers may be configured, and these should be separated with a space. For example:
Idap://dc-01.company.internal Idap://dc-02.company.internal
LDAP Search DN:
The Search DN should now be configured. This setting configures Foldr with a starting point to search
for users and groups.
Authentication

Directory Type

Microsoft Active Directory =

Idap://dc-01.company.internal

LDAP Search DMN(s) - One per-line

I DC=company,DC=internal I

W

The example shown above will search for users and groups from the root of the Active Directory
domain (so all OUs contained within are considered). It is possible to specify multiple Search DNs to
allow the admin to target specific OUs in the domain, but in most cases, it is best to configure the root
as the Search DN.

While the Search DN could be used to also control which users are allowed to sign into Foldr, there is
a dedicated area to control access to Foldr in Foldr Settings > Security > Permissions.

LDAPS Support

If the Active Directory domain supports LDAPS, this should be used. Simply prefix the LDAP Server
address with ‘Idaps://' - You can optionally append a port; if this is not done Foldr will use the default
LDAPS port of 636.

Example LDAPS Settings:

7
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Authentication

Directary Type

Microsoft Active Directory =

Idaps://dc-01.company.internal

LDAP Search DM(s) - One per-line

DC:compan}r_.DC:interna“

A

LDAPS is a requirement for any of the Active Directory password features in Foldr (password change
control, delegated or self-service password reset)

Enabling LDAPS on a Windows domain controller is typically done by default after installing the
Domain Certificate Services > Enterprise CA role in Server Manager. However, there are other
methods and considerations to be made when enabling this feature in your Active Directory
infrastructure:

https://www.petri.com/enable-secure-ldap-windows-server-2008-2012-dc

Azure Active Directory (AAD)

The server must be licenced with a suitable licence key before Azure AD authentication can be
configured.

To allow Foldr to authenticate natively against AAD, an app registration for Foldr must be created in
the Azure portal, APl permissions are configured, and an application ID and client secret must be
copied from Azure and saved onto the Foldr server.

1. Log into the Azure portal at https://portal.azure.com using a suitable administrative account

2. Create an App Registration for Foldr, by clicking Azure Active Directory > App Registrations > +
New Registration

In the New Registration screen, give the app a suitable name, leave the supported account types as
default (Accounts in this organizational directory only) and configure a Redirect URI using the platform
type ‘Web' using a Redirect URI configured as follows:
https://address-of-folder/services/microsoft/connect

Replacing address-of-foldr with the public FQDN of Foldr.

Finally, confirm by clicking Register.

8
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https://www.petri.com/enable-secure-ldap-windows-server-2008-2012-dc
https://portal.azure.com/

4. The Overview panel will be displayed. From this, take a note of the ‘Application (client) ID* - this
will be required later.

B overview
“~ Essentials
&4 Quickstart

Display name © Auth Testing

#" Integration assistant - .
Application {client) ID I ccD024af-5954-4735-95df-9e65be190b22 I

Manage Object ID ' beb%6bce-485f-4ac4-9254-48fd16cd 1dad

& Branding & properties Directory (tenant) ID o ed1f3e65-3f26-423e-a008-07aa3435fb2f
. . jpes : My organization only

—3 Authentication Supported account types © My organization only

5. From the Overview panel, click the Redirect URI link

Client credentials ' 0 certificate_1 secret

Redirect URIs 1 web, 0 spa 0 public client

Application 1D URI » Add an Application 1D URI

hanaged application in l... © 4.21.0.6 Testing

Add a second Redirect URI for:

https://address-of-foldr/services/microsoft/signin

Replacing address-of-foldr with the public FQDN of Foldr.

6. Click Certificates & secrets from the left-hand panel > + New Secret

7. Enter a description, select a suitable expiration lifetime, and finally click ADD.
The new client secret will be displayed.

IMPORTANT - You should take a copy of the key at this point (the VALUE) as you cannot retrieve it
again later, however new keys can be generated later, if required.

8. Click API Permissions > + Add a permission

9
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9. Select Microsoft Graph

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

N~
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mohbility + Security, and Windows 10,

Access Azure AD, Excel, Intune, Outlock/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
single endpoint.

10. Click Delegated Permissions
Select the following Delegated permissions from the Directory, Files and User sections:

Directory.Read.All
Files.ReadWrite
Files.ReadWrite.All
User.Read

Click the Application Permissions box at the top of the Permissions selection panel (or go back to the
App Registration overview and use API Permissions > Add a permission > Microsoft Graph >
Application Permissions)

Select the following Application permissions from the Directory, GroupMember and User sections:
Directory.Read.All

GroupMember.Read.All

User.Read.All

Once the Permissions have been selected. Click Add Permissions to confirm.

11. The permission summary will now be shown showing the updated delegated and application
permissions.
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Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of
the consent process. The list of configured permissions should include all the permissions the
application needs. Learn more about permissions and consent

Add a permission ~ Grant admin consent for minnowit
API / Permissions name Type Description Admin co

~ Microsoft Graph (7)

Directory.Read. All Delegated  Read directory data Yes
Directory.Read All Application  Read directory data Yes
Files.ReadWrite Delegated  Have full access to user files Mo
Files.ReadWrite.All Delegated  Have full access to all files user can access Mo
Grouplember.Read.All - Application  Read all group memberships Yes
User.Read Delegated  Sign in and read user profile MNo
User.Read.All Application  Read all users' full profiles Yes
< >

12. Click the GRANT ADMIN CONSENT for <organisation> button.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part
include all the permissions the application needs. Learn more about permissions and consent

Add a permission I ~ Grant admin consent for Minnow IT LTD I

API / Permissions name Type Description

Click Yes on the confirmation prompt.

Do you want to grant consent for the requested permissions for all accounts in Minnow IT
LTD? This will update any existing admin consent records this application already has to
match what is listed below.

13. A success message will then be shown

Enabling Azure AD in Foldr
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Ensure the Licence key has been applied to the system (Appliance > Status > General > Licence) before
proceeding.

1. Click the Integrations tab and select Microsoft Azure under the Authentication section

Foldr Settings

Appli .
& Appliance Integrations
[ab Integrations
Services Service Accounts
28R Users & Groups
&2 Files & Storage Authentication
Devices & Clients A Microsoft Azure
& Security
&3 Single Sign On Cloud
IEL',} Motifications Amazon AWS/53 storage
Box
22 Customise :
Dropbox

' Backup & Restore
Google G Suite

- ..
2 Activity Microsoft Qutlook Add-In

SRS

Microsoft Teams (Beta)

B Logs

2. Enable the Integration by using the toggle

Integrations » Microsoft Azure

3. Copy and Paste the Client ID and Application Key values created earlier in App Registration in
Azure.
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Integrations » Microsoft Azure

Enable

Tenant 1D
ed1f3e68-3126-423e-a009-07aa3439fb2f

I Client ID

I Application Key

Files

Allow web app users to edit remote documents

Upload Chunk Size in MB

1

60

Client ID = Application (client) ID in Azure
Application Key = Client secret in Azure

4. Save Changes

AAD authentication is now configured, and users should be able to sign into the Foldr web, mobile and
desktop apps using their Office 365 credentials. If MFA is enabled on the account in Office 365, the

user will need to complete this to sign into Foldr.
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Local Users

Local users may be created on the Foldr server itself where no Active Directory or Azure AD
environment exists, or local users may be used in conjunction with on-premise AD or Azure AD users.

Where a per user licence is being used, each local user will consume 1 user licence slot in the same
way as an Active Directory or Azure AD user. A built-in mechanism is available on the Foldr server to
automatically delete local users that have been inactive for a configurable duration. When a local user
is deleted, either manually or as part of the above schedule its user licence will become available again.

Local users may use SSO, security features such as 2FA/WebAuthn and be presented SMB shares or
cloud storage platforms as usual. However, where SMB shares are being used, a service account must
be configured on the share and the ‘Use service account for all access’ toggle must be enabled.

Local users can be created in Foldr Settings > Users & Groups

Click + Add New > User

Foldr Settings Server Time: 1 Jul 2022 13:42:07  Hello fadmin =

& Appliance Users & Groups
sk Integrations
Users Groups Administrators
%88 Users & Groups
+ Add Mew
& Files & Storage I 8 User i

[® Devices & Clients 528 Bulk Actions
Mame T; pe Last SIgITEL T =

Specify the username, display name, and password options. Note the type is ‘LOCAL'.

The username should ideally be set to a UPN/email address style format, although short usernames
may be used, if preferred.

4
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User

Lzername

Type

Local =

Dizplay name

Mew Password

Repeat Mew Password

User must change password at next sign-

in

Email details to user @)

‘ Cancel ‘

If the email settings have been configured to allow the Foldr server to send email, you may also enable
the ‘Email details to user’ toggle to send a welcome email (this will be sent to the username)

Click Create
Local Groups

Local groups may be created on the Foldr server for the purpose of:

1. Grouping users together to apply Foldr permissions on those users or enabling features (type =
local)

2. Grouping users together for the purpose of sharing files/folders with other local users on the server
(type = sharing)

Typically local groups would only need to be created in Foldr, if existing groups in Active Directory or
Azure AD don't already exist, or if the admin wishes to create groups for a specific purpose without
creating groups on the external directory service.
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Local Foldr groups can be created in Foldr Settings > Users & Groups > Groups tab

Click + Add New

Server Time: 1 Jul 2022 13:48:16 Helle fadmin

Foldr Settings

B Appliance Users & Groups

A Integrations
Users Groups Administrators

228 Users & Groups
+ Add New I
\d

& Files & Storage

Give the group a suitable name and use the Members tab to populate the group with users.

Local groups may be populated by either Active Directory, Azure AD or Local Foldr Users.

Group
Details Members Delegates
lame
Type
Local -
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6. Service Accounts

For Active Directory deployments, as part of the setup process, you should now configure the main
appliance operations service account. There are three main types of service account in Foldr, these
are:

1. Appliance operations service account (Important)

In an Active Directory deployment, a domain-based account is used to read the AD domain, query
group membership to resolve permissions and search for users / groups within the administrative and
user facing app interfaces. The main appliance service account is created within Integrations > Service
Accounts and must then be selected within Integrations > Active Directory. The service account
username MUST use the UPN format of username@domain.fqdn using type 'Username/Password'.

This type of service account is not required for Azure AD deployments.

IMPORTANT - Failure to configure a service account will cause authentication issues against Active
Directory when users attempt to sign into any of the apps. If local accounts or Azure AD is being used,
this service account is not required. However even in a mixed environment, using Active Directory
and Local Foldr users, a valid service account must be configured even for local users to sign in
successfully. In the event of LDAP authentication issues, or the service account not being configured
or with an incorrect password, users will see the following error.

Whoops!

Failed to authenticate with directory. Please check your LDAP configuration

' ; - o, %

and/or Service Account credentials.

2. Share based service accounts

This type of service account is used primarily to facilitate file sharing, public links or Inbox (receive
email) features. A share-based service account can use either Active Directory based or standalone
credentials if the target storage system is not bound to the domain. If they are required, share-based
service accounts can be selected within Files & Storage > Edit-Share > Access tab > Service Account
within each share configuration screen. The main appliance service account can also be used where a
share-based service account is used, or separate service accounts can be created if necessary. More
information is available in the full administration guide & KB.

Where local users are being used, a service account must be set on all SMB shares in conjunction with
the ‘Use service account for all access toggle’ to present SMB shares to local Foldr users.

3. Cloud platform service accounts
In any deployment type (Active Directory, Azure AD or local accounts) the administrator may also

configure a service account that is used by Foldr to interact with third-party cloud services, such as
Google Workspace, Office 365, Dropbox, Box or Amazon AWS/S3 etc. Generally, a cloud-based

4R A
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service account is used to either automatically provision a user’s personal cloud storage to them or
present one cloud account storage location to multiple users simultaneously. More information is
available in the full administration guide & KB.

Multiple service accounts can be configured as required within Integrations > Service Accounts.

Creating the Service Account for Appliance Operations

As mentioned previously, with an on-premise Active Directory deployment, to enable Foldr to function
correctly and search the directory service, query group memberships and provide more advanced
capabilities such as delegated / password reset control and file sharing, the Foldr administrator must
provide the system with at least one Active Directory based service account.

It is recommended that you create dedicated service account(s) specifically for use with Foldr, rather
than use existing user accounts. While not mandatory, these accounts should ideally:

1. Use a complex password

2. Have the ‘password never expires’ flag set.

Account options:

[ User must change password at next logon ﬂ
™ User cannot change password

........

¥ Password never expires

........

[ Store password using reversible encryption ;I

3. Have minimal permissions required for the functionality required. Membership of the built-in
Domain Users group is sufficient for basic functionality (authenticating users) for the main system
service account configured within Foldr Settings > Integrations > Active Directory (LDAP).

4. Be restricted from logging onto domain computers. This can be done centrally via Group Policy
using the ‘Deny Logon Locally’ option under Computer Configuration\Windows Settings\Security
Settings\Local Policies\User Rights Assignment\

A standard Active Directory account that is solely a member of ‘Domain Users’ should have sufficient
privileges to read the domain for basic functionality such as authenticating users. File sharing, public
links, delegated password control and self-service password reset will require additional service
account permissions.

To create the main appliance service account, browse to Foldr Settings > Integrations > Service Accounts
and click + Add Service Account.

All Active Directory based service accounts should be configured using:
Type = Username and Password
Username must be using the UPN of the account. For example:

username@company.internal

Do not use DOMAIN\username or other format to specify a Foldr service account.
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Service Account

Type

Username and Passwaord

Foldr AD Service Account

faldr.sa@company.internal

‘ Cancel ‘

Integrations » Active Directory (LDAP)

Settings Search Filters

Service Account

UPDATE

If the Active Directory domain uses custom UPN suffixes for integration with other services, it is
recommended to default Active Directory domain suffix is used for the service account.

Click Save and navigate to Integrations > Active Directory (LDAP) and select the service account to be
used for appliance operations.

I Foldr AD Service Account - foldr.sa@company.internal

IMPORTANT - In an Active Directory deployment, a service account must be set in Integrations >
Active Directory (LDAP). Failure to configure a service account will result in authentication issues for all
users and other features will not function as expected.

The basic configuration for Active Directory is now complete, and you should proceed to test
authentication using the Test Settings function (see section 6)

IMPORTANT - In an Active Directory deployment, a service account must be set in General > LDAP >
Service Account. Failure to configure this service account will cause various issues with both
administrative and user facing features.
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Testing Authentication

Note - This section applies only to Active Directory and local user accounts in Foldr. Azure AD
authentication is not compatible with the Test Settings feature.

Now the appliance has been configured to authenticate against Active Directory (or using local
accounts), and a service account has been configured, you can test authentication using the ‘Test
Settings’ feature. Test Settings is accessible in the top-right menu in Foldr Settings.

19 May 2022 13:23:15 Hello fadmin =
£ Change Password
& Test Settings

El Appliance

&1 End User License Agreement

&7 Credits

iloads
&> Sign Cut

A username and password prompt will be shown. Enter either an Active Directory username (short
format/sAMAccountNAme is accepted) or a local Foldr account and the password. Ideally an Active
Directory user will have a home folder configured to test SMB connectivity.

Click the Test Settings button. The Foldr server will perform various tests, including DNS (including
local and AD domain), authentication for both the service account and user entered in to Test Settings,
group membership, SMB connectivity to the home folder (if present) and HTTP tests for online
services such as Google, Office 365 and Let's Encrypt).

When the test is complete a results dialog will be displayed. Note that if no home folder is configured
for the user entered, or online services such as Google Workplace or Office 365 are not
configured/enabled, the Test Results dialog will not show that section of the results output.

An example excerpt of the Test output is shown below:
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Let's Encrypt

- Started 103651
) Success - R3.
- Compilete 10:36:51
- Time Q08352 seconds

U Started 10:36:51
& Configured
) Success administrator@minnow.it

LDAPS

10.1.1.43
CONNECTED{ 88080083 )

cCertificate chain
@ 5&/ON=MNE-VDC- 281 i nnow. It
15 /DC=1t,/DC=md nnow, Ci=md nnow- k- VDC-881-C

- Complete 1003651

User

- Started 10-36:51
) Success demo.user@minnow.it

Groups (3]
2% Foldr Users {builtin)

321 Filter Test {ldzp)
224 Senior Management (dap)

- Complete 10:36:51
- Time 007611 seconds

B GENERATE SUPPORT BUNDLE

If there is an issue with any step in this process it will be highlighted by the test procedure.
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7. Presenting Storage to Users

Users can now authenticate but were they to sign into Foldr at this point no storage locations would
be available to them. The administrator should now configure the storage locations that you wish to
users to access (i.e., SMB file shares, home folders, cloud storage etc.)

All storage locations are configured within Foldr Settings > Files & Storage

Foldr Settings

Appliance
[xb Integrations

2R Users & Groups

& Files & Storage

Devices & Clients

Active Directory (SMB) Home Folders

Foldr can automatically discover and connect user accounts to their corresponding home folder,
providing one is configured within Active Directory:

Active Directory Users & Computers > Properties of User object > Profile Tab > Home Folder > Connect

To perform automatic home folder provisioning, a single storage items can be configured as using the
Storage Address variable %homefolder%

Storage » Add New

Details Access Search and Data Advanced

Home Folder

I “shomefolderss I

lcon

folder-remote
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If user's home folders are not configured in Active Directory and presented to users using other
methods (for example, login scripts or Group Policy Preferences) the administrator can add one or
more additional shares as necessary to map share paths to user’s home folder locations as required.

The standard environment variable %username% is supported so you can bulk provision home folders

to suit the network environment.

Wile-server.company.internalishare'\Ssusernamese

SMB Shares

To present network shares other than the home folder, add another share and configure the Storage

Address as required.

Storage » Add New

Details Access Search and Data Advanced

Mame

Storage Address

lcon

folder-remote
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Name: This is the name of the storage item that is presented to the end user in the Foldr web, mobile
or desktop apps

Storage Address: Enter the fully qualified network path to the share, prefixed with smb:// - This
should be configured as shown below:

smb://file server FQDN or IP address/share name
Example: smb://fileserver1.company.internal/Resources

Windows style UNC paths are accepted and are automatically converted into a compatible format by
the appliance:

\\fileserverl.company.internal\Resources is automatically converted to

smb://fileserver1.company.internal/Resources

DFS Shares

DFS Shares are supported, however DFS shares must be configured fully qualified and use folder
targets as shown:

smb://company.internal/namespace_root/folder_name_or_folder_target

Unqualified DFS paths or incorrectly configured DFS environments (such as storing user data in the
namespace root share) may not work as expected through Foldr.

Office 365 Storage Objects

(Applies to Azure AD deployments)

Office 365 storage can be added to Foldr regardless of the authentication type (Active Directory,
Azure AD or local users). The following steps apply ONLY to Azure AD deployments.

The steps to configure Office 365 storage for Active Directory and local authentication deployments
can be found later in this guide, or on the support knowledge base at https://kb.foldr.io

1. Navigate to the Files & Storage tab in Foldr Settings
2. On the Storage tab, click + Add New

3. To configure the storage item for OneDrive, give it a suitable name and using one of the following
built-in variables as the Storage Address:

%onedrive% = All files and folders in the user’s OneDrive

%onedrivewithshared% = As above but in addition will include a folder containing items that are
shared with the user in Office 365. These are accessed in Foldr using a subfolder in the root of the
user's OneDrive labelled ‘Shared with Me’ as shown below.

%onedriveshared% = Only the users shared items in Office 365 will be shown in this storage item in
Foldr.

4. Create additional storage objects in Foldr Settings > Files & Storage for SharePoint sites as required
using the same steps above but using a Storage Address of:

%sharepoint%(tenant.fqdn/sites/site-name)
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A dedicated online KB article is available regarding presenting specific SharePoint sites and document
libraries at https://kb.foldr.io

5. Create additional storage objects in Foldr Settings > Files & Storage for Teams as required using the
same steps above but using a Storage Address of %teams%

The integration is now complete, and users should be able to sign into Foldr using their Office 365

credentials. If MFA is enabled on the account in Office 365, the user will need to pass this to sign into
Foldr.

WebDAV

WebDAV shares are supported and must be prefixed with https:// as shown in the example below:

https://webdav-server/share-name

The storage configuration screen (Advanced tab) provides an optional NTLM authentication toggle
which is required with some LMS/VLE systems.

Azure File Shares (SMB)

In the Microsoft Azure platform, an administrator can create SMB shares directly from the
management portal without the need to deploy Windows file server VMs to provision SMB
shares. These shares are supported and can be presented in the Foldr interface.

The Foldr appliance can either run on-premise, or in Azure to connect to Azure Storage, however the
smb-mode on the appliance must be set to modern to ensure SMB3 is used. Run the following
command on the appliance console:

smb-mode modern

Create the Azure File Share within the storage account as usual and click Connect from the ellipsis (...)
menu

Home > Storage accounts > foldrstorage

g foldrstorage | File shares # X
Storage account
|,‘" Search (Ctrl+/) | « 1 File share "1_-‘ Refresh
N
= Overview File share settings
W Activity log Active Directory: Not configured Soft delete: Disabled Share capacity: 5 TiB
L J Tags

Search file shares by prefix (case-sensitive) (@ ) Show deleted shares

/? Diagnose and solve problems

Ao Access Control (1aM)

Name Modified Tier Quota
W Data migration n .

{48 foldr-azure-share 7/1/2021, 9:24:24 AM Transaction optimized .

o Properties
Events
s Storage Explorer (preview) & Edit quota
Connect I

Data storage Ii?

Containers (D) Edit metadata

& File shares View snapshots
T Queues [] Delste share

0F Tables
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The Connect panel will display and the share’s username/password and storage address is shown as
below:

Connect X

foldr-azure-share

PowerShell terminal:

Crive letter

E: >

Authentication method
O Active Directory

@ Storage account key

o Connecting to a share using the storage account key is only appropriate for admin access,
Mounting the Azure file share with the Active Directory identity of the user is preferred,
Learn more

fconnectTestResult = Test-MetConnection -ComputerMame
foldrstorage file.core windows.net -Port 445
if ($connectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exe /C "cmdkey fadd:™foldrstorage file.core windows.net™

# Mount the drive

Mew-PSDrive -Mame 7 -PSProvider FileSystem -Root
\foldrstorage.file.core.windows.net\foldr-azure-sharell -Persist
elze

Write-Error -Message "Unable to reach the Azure storage account via port 445,
Check to make sure your organization or ISP is not blocking port 443, or use Azure
P25 VPN, Azure 525 WPM, or Express Route to tunnel SME traffic over a different
pﬂr.tlll

H

Username: foldrstorage

Password: yN1cF4T47ww93VEq8dhSspOpYkIFnF4fol/aPFWt1tpkZxDS8vysoQOmCMdKcylfC3v+HC
sCXvNt90B3QQRmMNw==  (do not include the *” characters that surround the password)
Storage path: \\foldrstorage.file.core.windows.net\foldr-azure-share

Create a new service account in Foldr Settings > Integrations > Service Accounts with the type
‘Username and Password' using the username and password above.
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Service Account

Type

Username and Password =

Description

Azure Storage Account

Username

foldrstorage

Password

Create a new share in Foldr Settings > Files & Storage for the Azure File Share.

Enter a suitable share name and use the storage address as taken from the Azure Connect dialog

Shares & Storage » Add New

Details Access Search and Data Advanced

Mame

Azure File Share

Storage Address

YWoldrstorage.file.corewindows.net\foldr-azure-share

lcon

folder-remote
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Click SAVE CHANGES. The storage address will automatically change to
smb://foldrstorage.file.core.windows.net/foldr-azure-share.

Click the Access tab, and select the Azure Storage Account as the service account and enable the
toggle to ‘Use service account for all access'

Shares & Storage » Azure File Share [55]

Details Access Search and Data Advanced Tools

Permissions
+ Add User or Group

.
i:‘ Foldr Users m m

Service Account

Azure Storage Account - foldrstorage

Use service account for all access m

Controlling visibility of the Azure File Share

Notice that the built-in group ‘Foldr Users' is configured by default under the Access tab > Permissions
section. This represents all users in Foldr and with this configuration, all users would have access to
the Azure File Share. To control visibility/access to the Azure File Share, delete the Foldr Users group
object and search for suitable users/groups under Permissions > +Add User or Group, granting
read/write permission as required.

Click SAVE CHANGES and the Azure File Share should now be accessible to users within Foldr.

Other Cloud Storage (Google Drive - OneDrive/SharePoint/Teams - Dropbox -
Box - AWS S3)

The administrator can present various cloud storage platforms to users alongside on-premise SMB
shares. All cloud services integration is disabled by default and must be enabled/configured by the
administrator.
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Foldr v4

# My Files

A My Bockmarks

Once enabled and configured, users will be able to access their cloud account in the same way as any
other share / drive presented in the Foldr interface. i.e. Files can be uploaded, downloaded, or moved
across shares/cloud providers from web app, iOS or Android apps, through a mapped drive or
WebDAV client.

Users can share files and folders with others and can bookmark files / folders regardless of the
platform or cloud provider. This allows quick and easy access to regularly used files with no regard to
their location, whether on-site or in the cloud.

Depending on the cloud platform being used, documents may be edited from either local Office
applications, through Google G Suite (Docs, Slides or Sheets) or Office Online (web-based Word, Excel
and PowerPoint). Files in Box or Dropbox can be edited may be edited in Google G Suite or Office
Online if these services are also enabled.

Through the integration provided in Foldr v4, all cloud storage providers except for OneDrive can also
optionally present the same storage account to multiple users (or everyone in the organisation). This
allows the administrator to create entire shared drives in the cloud from services which typically only
serve personal storage accounts.
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Google Drive & Shared Drives

Google G-Suite integration is disabled by default and requires the Foldr administrator to enable and
configure this feature, see section 17 for more information.

If the administrator has made Google Drive available a user's Google Drive will be presented in the
interface alongside the other shares and Google Team Drives, if available. Additional Google
integration also allows users to edit G Suite and Microsoft Office documents held on both Google
Drive and local SMB shares seamlessly in Google's editor apps (Docs, Slides or Sheets). Office
documents are imported / converted on the fly and all changes are saved back to the network
automatically as you would expect when using Google Docs natively.

Google Drive offers the same functionality as on-premise SMB shares through Foldr. i.e. Files and
folders can be shared, renamed, deleted, uploaded (drag and drop from desktop) or downloaded from
Google Drive. Docs, Slides and Sheets may be downloaded to the local desktop as Word, PowerPoint
or Excel as required.

Please note that Google Drive is not available using if a user connects to the Foldr server using a
WebDAV client due to use of non-standard file naming and path conventions for data stored upon this
cloud platform.

Shared Google Drives (Present one Drive to multiple users)

Along with personal Google Drive areas, Foldr can also to present a single, personal Google Drive
storage area to groups of users in the same way that you have traditionally done with shared on-
premise SMB shares / network drives. This can be done alongside any Google Shared Drives that may
be in use to provide departmental collaborative storage locations and granular permissions may be
applied to shared areas using share permissions within Foldr itself.

Multiple (shared) Google Drives can be presented to users as required.

OneDrive, SharePoint & Teams Cloud Storage (Office 365)

OneDrive for Business (includes education customers) storage, SharePoint sites and Teams can be
presented to the user. Once the administrator has completed the Office 365 integration steps (section
17) the OneDrive or SharePoint sites will become available in the user’s My Files section of the
interface once they have linked their Microsoft account.

Additional Office 365 integration allows users to edit Microsoft Office documents held on both local
SMB shares and 365 storage seamlessly in Office Online (web-based versions of Word, Excel or
PowerPoint. When editing a file hosted on local SMB storage all changes are saved back to the
original network location after editing in Office Online.

Office 365 storage offers the same functionality as on-premise SMB shares through Foldr. i.e. Files
and folders can be shared, renamed, deleted, uploaded (drag and drop from desktop) or downloaded.

Using Foldr for Windows or macOS desktop apps, Office 365 storage can be presented to users in
Windows Explorer or Finder as a regular network drive.
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Dropbox and Box Cloud Storage
Both personal and shared Dropbox or Box storage accounts can be presented to a user. Once the
administrator has completed the Dropbox /Box integration steps (section 17) the cloud account will

become available in the user’'s My Files screen in the Foldr interface.

Dropbox and Box storage offers the same functionality as on-premise SMB shares through Foldr.
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Advanced Share Settings

Show Hidden Files (Advanced tab > Listing)

By default Foldr will not display hidden files. Enable this setting to allow users to view and access
hidden files.

Show hidden items

Use Service Account for All Access (Access tab > Service Account)

Configures the appliance to connect to the storage location using the service account provided on the
main share configuration tab. This can be useful for presenting storage that the signed in account may
typically not have permission to access, such as standalone NAS or other non-domain joined SMB
server. It could even be used to allow shares to be presented from another Active Directory domain
entirely to users. Finally, this option can be used with certain cloud integrations, such as shared
Google or Dropbox accounts.

Use service account for all access

Enable Full ACL Support (Access tab > Advanced)

This option is hidden by default as it is intended to be used in conjunction with a share-based service
account and the ‘use service account for all access’ switch. Once enabled, the Foldr server will parse
the NTFS permissions on the SMB share so that even though it is connecting to storage using service
account credentials, it will provide the user with the correct access level for their account. Typical
usage case for this option is when caching of passwords is disabled (within the Security tab) and shares
are being presented to all users via service accounts.

Please note that Foldr will a respect the user’s backend file server permissions without enabling this

setting, providing the toggle ‘use service account for all access’ isn't enabled.

Enable full ACL support (when using a service account

for access)
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Test Access Permissions for Contents - SMB only (Access tab > Advanced)

This option will force the appliance to check the permissions on items within the share and hide it from
view if the user does not have at least read access to it. (Similar to access-based enumeration in
Windows Server). Note that enabling this option may add a slight delay navigating into folders on the
share if they contain many items. This feature can be enabled within Files & Storage > Edit-Share >
Access tab.

Test access permissions for contents

Enable File Thumbnails (Advanced > Thumbnails)

Foldr can provide thumbnails of common image formats and PDFs to users connecting via the HTML5
browser interface or iOS app. Please note that you must also enable thumbnail support in the iOS app
settings to use this feature. This feature can be enabled within Files & Storage > Edit-Share > Advanced
> Thumbnails.

Transfers Listing Thumbnails Pointers

Enable thumbnails

Cuality
Medium =

Total size: 0 bytes

DELETE CACHED THUMBMNAILS

Use Alternate SMB mode (Access tab > Advanced)

May be required with some SMB storage systems (NAS) where the default SMB mode cannot be used.
With this option, the server uses the smbclient binary and parses the output, rather than the
libsmbclient natively.

Alternate SMB Mode

Use Short Domain Name for authentication (Access tab > Advanced)
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Some storage vendors (Netgear ReadyNAS, FreeNAS and others) require users to connect using the
short (NetBIOS) domain name rather than the full UPN (i.e. DOMAIN\username rather than
username@domain.internal)

To provide support for these storage devices, the administrator can enable the ‘Use short domain
name’ toggle on a share-by-share basis as required. This feature can be enabled within Files & Storage
> Edit-Share > Access tab.

Use short domain name for authentication

If the network uses a custom NetBIOS name, this can be specified within Appliance > Network.
NTLM Authentication (WebDAYV only)

Some third-party servers, such as the Firefly learning platform present shares using WebDAYV protocol
and require clients to connect using NTLM authentication.

To provide support for these solutions, the administrator can enable the ‘Use NTLM authentication’

toggle. This feature can be enabled within Files & Storage > Edit-Share > Access tab. Note the storage
path must be configured with the https:// prefix (and saved) for this option to be visible.

Use MTLM for authentication

Use Full UPN for Authentication

This feature can be enabled within Files & Storage > Edit-Share > Access tab. Note the storage path
must be configured with the https:// prefix (and saved) for this option to be visible.

Use full UPN for authentication

Image Optimisation

Foldr can automatically optimise JPEG and PNG images as they are uploaded by users. This will use
smart compression techniques to reduce the file size of images on upload with little noticeable
decrease in quality.

This feature only applies to images uploaded with the web, iOS & Android apps. Images uploaded via
the desktop apps are not subject to the optimisation process, if enabled.

This feature can be useful if users are uploading hundreds of images from smartphones to a media
type share and you do not need the images in their full/original raw file size.

This feature is enabled on a per-share basis and is configured within Foldr Settings > Files & Storage >
Edit-Share > Advanced tab > Transfers tab. Scroll down to the Uploads section.
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mailto:username@domain.internal

Optimise JPEG images |

| O
Optimise PNG images | O

Enable the required toggles to optimise JPEG and/or PNG images as required. The JPEG option
provides a quality slider, the lower the quality the smaller the resulting uploaded file size will be but
with poorer quality. 30-50% is a good starting point.

Optimise JPEG images a:|

Quality % - Reducing the quality will result in a smaller file at the expense of some
fidelity
0

Optimise PNG images




File size examples:

An 11MB PNG file will be reduced to 4MB if optimisation is enabled.
An example 7MB JPEG (typical smartphone camera image) file will be reduced to roughly 400KB at

40% quality.
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Group Drives

Group Drives allows an administrator to present storage locations that are typically only presented to
one user, such as SMB Home folders, OneDrive or Google Drive to another user / group of users -
Essentially presenting shares to one user in another users context. This allows the admin to provide
oversight and give managers, team leaders or teachers the ability to review users documents no matter
where they are stored.

An example use case for Group Drives in a business or educational scenario would be to allow senior
management / teaching staff to easily view all employee / student on-premise home folders and cloud
storage that is managed by the organisation’s IT department. When the manager/teacher signs into
Foldr they would see the following structure and Foldr will automatically present the sub-folder
structure inside the Group Drive based on the groups selected when configuring the share.

My Files

- Group Drive

— — Student 1

— — — SMB home folder
— — — OneDrive

— — Student 2
— — -SMB home folder
— — — OneDrive

— — Student 3
— — — SMB home folder
— — — OneDrive

The administrator can present one or as many shares as required inside the Group Drive for each user.
In this example, an SMB home folder and OneDrive are configured.

Service Accounts (SMB)

All on-premise (SMB only) pointer shares that are presented to another group of users (teaching staff)
must use a service account in conjunction with the ‘Use service account for all access toggle’ found
under the Advanced tab in the Share configuration screen.

The service account is used in the background when a user is interacting with a Group Drive to provide
access to an SMB share / home folder that they typically would not have permission to read/write
data.

Service accounts are NOT mandatory for cloud storage (OneDrive / Google Drive) as both manual and
automatic account linking options can be used. i.e. It will depend on the account linking mode being
used. In the case of manual linking, the user that ‘owns’ the cloud account will have to have linked their
account in Foldr before the manager / teacher user can access it via a Group Drive successfully.
Because of this, service accounts / automatic account linking is recommended.

Configuring an Example Group Drive

In this example, we will configure a group drive to allow all members of the ‘Teaching Staff’ Active
Directory Group read-only access all students Active Directory home folder and each student’s
OneDrive hosted in Office 365.

1. If they do not already exist, create shares in Foldr Settings > Files & Storage for the home folder and
OneDirive.
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If service accounts are not being used on an existing SMB home folder share, it is possible to create
another dedicated home folder share purely for the purpose of use in a Group Drive - NOTE -Each
SMB share being presented via Group Drives must use a service account and have ‘Use service
account for all access’ enabled under the Access tab.

Shares

Drag and drop to re-order your shares

Name Path

rj Home Folder %homefolder®
& OneDrive %onedrive®

2. Create a new storage item for the Group Drive in Foldr Settings > Files & Storage.

In this example, the group drive will be presented to users in an Active Directory group called
‘Teaching Staff’.

Name the Group Drive share as appropriate and use the Path / Share URI %foldrgroupdrive% and
select an appropriate icon.

Details Access Search and Data Advanced Tools

Student Home Folders = OneDrive

Sefoldrgroupdrivese

3. Navigate to the Access tab to control who will see the Group Drive in Foldr. Remove the default
Foldr Users group (everyone) by clicking the in-line X button.

¥
[ ]
P

L Foldr Users [ wiite | Resd | n

4. Click + Add User or Group, search for the group that should be presented the Group Drive in Foldr
and Allow the Read permission. Click Update. Should you want Teaching Staff to have write access
to the Student storage locations, the write permission should be included here.
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+ Add User or Group

‘ E Teaching Staff [ Read |

5. Click the Advanced tab > Pointers and Add a New Pointer

Details Access Search and Data Advanced Tools
Transfers Listing Thumbnails Pointers Checkouts Service
Hide share from main list e

+ Add Mew

Mone Configured

Add the Home Folder and OneDrive shares. i.e. The storage locations that the administrator wishes to
present Teaching Staff in the student’s context.

Details Access Search and Data Advanced Tools
Transfers Listing Thumbnails Pointers Checkouts Service
Hide share from main list '®

+ .":"'dd r‘HE".-‘-.'

rf'-,\ SME Home Folder Yhomefolderis

E OneDrive Sonedrived

6. In the Groups to Display field, search for the Students group and click Save
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Groups to display

Students|

f«] Students
INUTIE WU IHLIH'.'EI

Using the Group Drive

The Group Drive is now ready to use and users in the Teaching Staff Active Directory group will see
the Group Drive under My Files in all Foldr apps. Inside the Group Drive a sub folder will be shown for
each user that is a member of the Students Active Directory group. Inside each student folder will be
another sub-folder for each pointer configured, in this case one that links to their personal home folder
and another for the users OneDrive. Files can then be interacted with in the same way as another
share in Foldr.
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macOS app

¥ | | Students Home Folder + OneDrive Today at 13:35
v | | Bob Dylan - bob.dylan Today at 16:43
» | | Home Folder Today at 16:43
» [ OneDrive Today at 16:43
¥ |7 Fred Smith - fred.smith Today at 16:43
» | Home Folder Today at 16:43
» [ OneDrive Today at 16:43
¥ | Grace Hopper - grace.hopper Today at 16:43
» | Home Folder Today at 16:43
¥ | OneDrive Today at 16:43
» [ Coding club Today at 11:14
» || Documents Today at 11:14
» | Essay Today at 14:43
» || Homework Today at 11:14
» | | Photos Today at 11:14
= Square Booklet.pdf Today at 11:15
Web app

My Files » Students Home Folder + OneDrive » Grace Hopper - grace.hopper » OneDrive

# My Files
Q Search
MName
A My Bookmarks . Coding club
- Documents
B My Apps
- Homework
f* Shared By Me - Photos

Square Booklet. pdf
« Shared With MEm ﬂ

& My Groups
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Service Accounts (Share based)
Service accounts in the share configuration screen can be used for the following:

e Provide the backend credentials which are used by the appliance with file sharing and public
link functionality (applies to SMB shares).

e Provide the Cloud service account credentials to enable automatic drive provisioning
(automatic account linking) to users or for OneDrive, SharePoint, Teams, Google Drive and
Dropbox.

e Provide alternative credentials to connect to storage device, such as standalone / non-domain
bound devices such as Network Attached Storage (NAS) or macOS server. This is used in
conjunction with the ‘Use service account for all access’ toggle.

Note - Personal Google Drive and OneDrive do not require a service account to be configured for
user access or file sharing functionality from these storage locations.

Service Accounts for Sharing & Public Links (SMB shares)

Service Account

Foldr Service Account - service.account@minnow.it -

Use service account for all access O

A service account can be configured on a per-share basis, and this is generally used by the system for
file sharing purposes with SMB shares. Without a service account configured, file sharing will fail
when a user tries to interact with the shared item, as the server has no backend credentials to use to
read / write to the appropriate storage locations.

The account used for the service account must have the appropriate permissions on the file server for
the chosen sharing mode. More information is available in the Troubleshooting section of this guide.

Service Accounts for connecting to storage with alternative credentials (standalone NAS etc)

If the ‘Use service account for all access’ toggle is enabled, the appliance will use the Service Account
credentials provided to connect to the share. This can be useful for presenting storage running on a
standalone / non-domain bound storage device such as NAS or if you wish to connect to shares using
alternative credentials. An example use case would be to connect users to storage running on another
Active Directory domain.
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Service Account

MAS Access - admin -

Use service account for all access

When enabling this feature, it is important to remember that you are overriding the signed in user’s
security permissions and connecting with the service account credentials.

Share visibility and permissions can be controlled in the same manner as any other share using the
Share Permissions area - see below.
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Share Permissions & Share Visibility

Domain & file server security permissions are automatically respected by Foldr. When a user signed
into Foldr, in the default configuration, the appliance will attempt to connect to each configured share
to check if the user has permission to access it. Any share that a user does not have at least read
access to is automatically hidden from the interface.

Foldr continues to respect the existing security permissions / ACLs within shares down to the
individual file level. However, in some cases, the backend file server permissions are not as tightly
enforced as they should be and there may be operational reasons for not adjusting the permissions on
the file server. In this scenario, the Foldr administrator can ensure only appropriate Active Directory
users or groups are entitled to access the resource by using the ‘Share Permissions’ feature found at
the bottom of the Share configuration screen.

Note that ‘deny’ entries always override ‘allow’. The exception being where
individual user permissions override groups.

Share permissions can be configured for everyone (Foldr Users) or Active Directory users or groups
using the Permissions section within Foldr Settings > Files & Storage. The permissions screen is broken
into tabs for basic permissions, sharing, check outs and finally email (Inbox).

Permissions
Basic Sharing Checkouts Email

Read Fiome -
O these IPs and subnets

V.
Write Mane -
On these IPs and subnets

Y

m
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Basic Tab:

Read - User / Group will be permitted or denied file read, preview, and download actions providing
they have sufficient permissions on the backend storage.

Write - User / Group will be permitted or denied file write, modify, rename, move and upload actions
providing they have sufficient permissions on the backend storage. If write permissions are granted,
users will be able to use the Edit in Microsoft Office option from the web app to allow direct editing of
documents in the Foldr web app using locally installed Office applications on Windows and macOS.

Sharing Tab:

Share - User / Group will be allowed to share resources with others inside the organisation and give
others Hand In, Hand Out or Manage rights to the resource

Create Public Links - User / Group will be permitted or denied the ability to create Public links. Public
links are short URLs for use with others generally outside of the organisation

Create Secure Links - User / Group will be permitted or denied the ability to create Secure Links.
Secure links are similar to public links (short URLs to files / folders) but the user sharing the item can
specify who can access the resource through email invite and secure codes.

Create Secure Writable Links - As above, but the external user using the secure link will be able to
upload to the shared folder using the web app via drag and drop between desktop and browser. Foldr
will automatically organise files that are uploaded from external users to shared folders inside a
dynamically created subfolder for each user placed within a directory called ‘Foldr Uploads’ in the root
of the shared directory.

Check Outs Tab:

Check Out - User / Group will be allowed to check out files which marks them as being worked upon
for all other users. Others will be unable to edit files that have been checked out or overwrite them.

Mange Check Outs - User / Group will be able to remove the checked-out status on any file on the
share.

Email Tab:
Receive Emails (Inbox) - User / Group will be permitted or denied the ability to use the Inbox feature

when sharing a folder. Inbox allows a shared folder to receive files from email attachments received
directly to the Foldr appliance.
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The Foldr Users Group (Everyone)

:i- Foldr Users [ wiite Jll Resd | n

Throughout the administrative Foldr Settings area, a built-in security group labelled ‘Foldr Users' is
used to apply permissions to all users of the system.

As an example, when a new share is created, a default share permission entry for ‘Foldr Users’ with
Read & Write permissions is assigned. As stated, Foldr automatically respects the existing permissions
structures in place. If a user only has read access to the share in question (backend file server
permissions) they will only have read access to that resource, even if ‘Write’ permission is configured
to either their specific account, a group that the user is a member of or Foldr Users in the dialog box
above.

If the user does not have permission to access a share on the file server, it will be automatically hidden
from the Foldr interface, regardless of the fact that the Foldr Users group has read/ write.

Overriding Permissions

It is possible to override the backend file server permissions by connecting users to storage using
alternative credentials in the form of a storage service account. This could be useful to connect to a
storage location that a user may not typically have access to or could be hosted on a standalone

storage system such network attached storage (NAS).

To override a user’s permissions, select a service account on the advanced tab in the share
configuration screen in Foldr Settings and enable the toggle labelled ‘Use service account for all access’

Use service account for all access
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Changing the Order of Shares

The order that shares are presented to users can be changes by dragging and dropping a storage item
within Foldr Settings > Files & Storage to its desired location in the share list. Users will see the updated

storage list they next time they log into the Foldr web, mobile or desktop apps.

E Teams Yoteamsic

9 Marketing Department  smb://foldr.local/DF5/Departements,

E Sales SharePoint Yosharepoint’(foldr.sharepoint.com/Sales)
'.r Google Drive %googledrive%
IQ Dropbox Yodrophbox%

l.f Digital Ocean Spaces 53  s3://sfo2 digitaloceanspaces.com/foldr-downloads

Files & Storage
Storage Custom Fields Search Shared ltems
+ Add New
i
"~
./;\ SMB Home Folder %homefolder%%
- Marketing Department  smb://foldr.local/DFS/Departements/Marketing
E OneDrive onedrive
E Teams Soteams%
E Sales SharePoint Sosharepoint(foldr.sharepoint.com/Sales)
'. Google Drive %googledrive%
lg Dropbox %drophox%
lJ Digital Ocean Spaces 53 s3://sfo2.digitaloceanspaces.com/foldr-downloads
Files & Storage
Storage Custom Fields Search Shared Items
+ Add New
Y
~

./;\ SMB Home Folder Y%homefolder%
E OneDrive Y%onedrive%

7
& Fold

7
r



8. Sharing Content in Foldr

Foldr allows users to share individual files or entire folders with users or groups inside your
organisation and with external third parties via short URLs, called Public Links. Public links may
require no authentication at all to access them, or they can be secured by a static password, or the
recipients nominated by their email address. These are referred to as secure links.

By default, the ability to share content internally or externally is disabled and must be enabled by the
administrator on a storage item basis. To enable (or deny) file sharing, either add a permission entry
for the users or groups that you wish to permit / restrict the feature for, or edit the Foldr Users group
permission if you wish to apply the sharing feature to everyone.

IMPORTANT - Where files/folders are being shared from SMB shares, a service account must be
configured on the Access tab in Foldr Settings > Files & Storage and the service account must have
sufficient permissions to access the data stored upon it. The service account credentials are used
transparently to retrieve the file / folders on behalf of the recipient before delivering it to the user.
Likewise, where sharing recipients are allowed to upload to shared locations, the service account is
used to perform the write operations in the background.

Share vs Public Links & Secure Links

When enabling sharing In the sharing permissions dialog, ‘Share with others’ refers to sharing content
with other users inside the organisation. i.e. the user will need to sign into Foldr to access the shared
items. Shared files and folders will appear in a user’s ‘Shared with Me / Shared by Me’ as appropriate.

‘Create Public Links', if enabled, allows a user to create short URLs, called Public Links to share content
with third parties. By default, no authentication is required by the third party using a Public Link
however they may optionally be protected by a static password.

‘Create Secure Links' if enabled, allows a user to create public links as above, but the links are only
accessible by specific external users. These external users are identified by their email address and
receive notifications from the Foldr system that files have been shared with them. An external user
will be prompted to create an account password to access shared items the first time they try to
access a shared item. Standard secure links will provide read-only access to files being shared.

‘Create Secure Writable Links' if enabled, in conjunction with the permission above, gives the user
sharing a folder externally/publicly the option to allow an external user (i.e. the user interacting with a
secure link) the ability to upload files to the shared folder. The recipient cannot modify files directly
that are shared but can upload their own files to the shared folder. The Foldr server will automatically
organise files that are uploaded to secure shared folders using subfolders, one for each Sharee under a
root directory labelled ‘Foldr Uploads’. These are dynamically created when a user uploads their first
file back to the shared folder.

Example sharing Ul from Foldr web app:
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W Project Files

Share Public Link

Sharing

Description

Description

< >

Public Links are useful for sharing files securely with external organisations or those without an
account on your network. Using the granular permissions available you can select which specific users
or groups can Share or create Public Links and from which shares. Public links can be restricted so
only certain users can access content shared via short URLs.

Enabling Sharing Features for Users

Dedicated knowledgebase articles are available for enabling the various sharing modes in Foldr on the
online KB:

Share (with others inside the organisation)

Public Links

Secure Links

Sharing Categories

The Foldr administrator can create categories for use when users are sharing content with others.
Categories allow users to sort items that have been shared with them by type and allow for logical
organisation of content that is available under ‘Shared with Me’. A typical use would be to create a
category for each subject in an education environment or per project / department.

Categories can be configured within Foldr Settings > Files & Storage > Shared Items.
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https://kb.foldr.io/foldr-support/how-to-enable-sharing-for-users/
https://kb.foldr.io/foldr-support/enabling-public-links-for-users/
https://kb.foldr.io/foldr-support/enabling-secure-links-for-users/

Category

Mame

‘ Cancel ‘

Sharing Modes / Permissions

When a user shares a folder with others inside the organisation, they can choose from one of three
sharing modes. The default wording of the sharing modes is intended for education-based users.
These are 'Hand-out', '"Hand-in' and 'Manage'. In a business / corporate environment, these modes can
be changed so they labelled ‘Duplicate’, ‘Submit’ and ‘Manage’ respectively. The sharing mode can be
switched between Education and Business within the Customise section of the Foldr Settings
interface.

Hand-Out / Distribute (read only) - The folder and all files / subfolders within are available to view
/ download.

Hand-In / Submit (read all files & write back to a user specific sub-folder) - The folder and all files /
subfolders within are available to download, but users can also upload files back to the shared folder.
Files can be submitted either using a standard upload action (drag and drop) or by adding (copying) a
file using the + button from another share such as the home folder.

Any user files uploaded to the shared folder with HAND-IN permissions are automatically sent to a
Foldr Uploads directory (upon first upload if it doesn’t already exist) and a sub folder for each user
handing in files is created by the system automatically. i.e. Foldr organises the files being submitted
back to the shared folder ready for collection by the user that owns the shared folder. Example below
shows the directory structure of a shared Hand-in folder called ‘Project’

--Project--

o Foldr Uploads
= UserA
= UserB
= UserC

With a hand-in folder, each user using writing files to the shared folder will only see their own
files that have been uploaded. This is by design and can be useful in education environments
to avoid plagiarism issues.

Hand-in folders are designed for project collaboration or giving educators a quick and easy
way to create student work submission areas on a network.

When a user creates a hand-in folder there are some additional options available in the
Uploads tab within the Sharing dialog box. By default, these options are disabled.
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Sharing Schedule Motifications Uploads

Create group folders

Hand-ins to sub-folders E

Create group folders within uploads folder - If enabled, automatically creates a folder within
Foldr Uploads named after the group that the content has been shared with. This is designed
for situations where a user has shared the same files with multiple groups of users. An
example being a collection of resources that an educator has shared with numerous classes
and each class is submitting files back to the same Hand-in folder.

Allow hand-in uploads to subfolders - If enabled, allows users to upload files anywhere within
the folder structure, rather than the default location which is in the root of the hand-in folder.

Upload (read, write new files) - A user / group assigned Upload permissions will have read only to all
files inside the shared folder, but will be able to upload files anywhere in the folder structure.

Manage (read, write & delete) - Any user / group assigned manage rights will be given full permission
over the files within the shared folder.

Manage permissions can be useful for creating collaboration project folders where it would be
desirable for others to have full access to a folder that may reside in a secure location (such as a user’s
home folder) or assigning higher privileges on a Hand In / Hand Out folder to another user.

Sharing Deadlines

When a folder is shared with others inside the organisation, the user sharing the content can optionally
select a deadline.

Three types of deadlines are available: Soft, Hard and Final
Soft Deadlines - A soft deadline is essentially a warning, the person using the shared resource (such as
a student) may still access the shared resource after the deadline has passed and download / upload

files back to the folder as normal.

Hard Deadlines - When a hard deadline passes, the files within the shared folder are still available to
download but the person using the shared resource will be unable to upload files back to the folder

Final Deadlines - When a final deadline passes, the shared folder becomes inaccessible to other users
and is automatically removed from their 'Shared with Me' area.
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Sharing Example (with others inside the organisation)
Example steps (web app) for a user sharing a folder called ‘Project’ with others inside the organisation

1. Click Share in the web app context menu or navigate into the folder and click the share icon at the
top of the screen.

<

2. In the Share tab search for users or groups to share the resources with. If the user wishes to create
a Public Link instead simply ignore step 2 and move to step

M Project Files

Share Public Link
Sharing Schedule Motifications Uploads
=
A g Marketing Hand out T n
Hand out
Hand in
Upload
Description o
Manage
Description
Fa)
W
< »

3. Select the sharing mode that applies to the user or group (HAND-OUT, HAND-IN, UPLOAD or
MANAGE)

4. Optionally select a category, deadline, and upload options if it is a hand-in folder.

5. Click SHARE.

Controlling sharing search results with Search Filters

Providing the appropriate features are enabled, users can search Active Directory within the scope of
the configured Search DN when creating groups, sharing files/folders, and using delegated password

reset. By default, Foldr will use the main appliance Search DN to query the directory, but in some
cases, this may be undesirable, and you need to contain search results to specific groups/objects in the
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Active Directory. This can be controlled through the search filter function within Foldr Settings >
Integrations > Active Directory (LDAP) > Search Filters

Integrations » Active Directory
(LDAP)

Settings Search Filters Group Types

Search Filters

Enable Search Filters o)

Consider All Users / Groups

IMPORTANT - The search filter is disabled by default and as such users will be able to search the
scope of Search DN(s) that are configured within Integrations > Active Directory (LDAP).

If the search filter is enabled but no users/groups are configured, the result will be that users in Foldr
will be unable to search Active Directory when sharing, populating groups or using delegated password
reset. As such, you should be mindful to provide suitable search criteria for all groups / users.

Example - Allow Marketing users to only search for users within security groups ‘Staff’ and ‘Senior
Management’

Search Filters

E Marketing

Can search for

E Staff

g Senior Management

‘ Cancel ‘ UFDATE
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Sharing Example (Public Links)

Example steps (web app) for a user sharing a folder called ‘Project’ with others outside the
organisation:

1. Click share icon on the right of the web app interface (alongside the folder name) or navigate into
the folder and click the share icon at the top of the screen.

<

2. Enable the Create Public Link toggle/switch.

M Public Link for Project Files...

Public Link

Create Public Link

New options and tabs will become visible in the sharing dialog.

At this point the user can click Update to create a new basic public link. Additional options are
available to set a description, expiry date, friendly/custom URL, and security options to protect access
to the link. Static passwords can be configured to protect access to the link. Finally, external users
may be entered into the External Users tab by their email address and email notifications will be sent
to the recipients (Secure links).
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M Public Link for Project Files...

Public Link xternal Users Motifications

Create Public Link ﬂ

Expires

Mever =
Custom URL

Custom URL

Password

Require password e

Description

Mone <

‘ Cancel ‘ UPDATE

3. Click Update and the Public Link to gain access to the file/folder will be displayed.

Customising the appearance of Public Links

Public Links can be customised to change their appearance. This can be useful if they are being
embedded into a web page on another service such as a website or LMS /VLE:

The following options are available by appending the following query string options to the URL. The
following options may be used:

embed=1|0 (0 is default - 1 removes header text and download button)
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modified=1]|0 (O is default - 1 removes the modified date column)
extensions=1|0 (O is default - 1 removes all file extensions)

order=modified&sort=desc changes the sort order of all files and folders in the link to show the latest
modified item first

order=modified&sort=asc changes the sort order of all files and folders in the link to show the oldest
modified item last

previewonly=1|0 (O is default - 1 removes the inline download button for all files and hides the
download button for files that can be viewed in the browser, such as PDF and images).

Note - The previewonly option does NOT prevent the download of files via other means, such as the
browser context menu while previewing files.

One or all these options can be appended to the URL as required.

When testing public links with any of the changes above, it is important that you are not already
signed into Foldr as this may change the appearance of the interface.

Original Public Link shown below:

https://address-of-foldr/public/link-name/browse

= Foldr & PINNED FILES

Grace Hopper has shared Documents

Documents & Download
Y
Name Modified
m Latest Updates.docx 20/11/2019, 4:53 pm
n Monthly Reports.xlsx 10/03/2017, 10:51 am
My Whiteboard.foldr.pdf 15/03/2017, 10:55 am

ﬁ Paris.jpg 10/03/2017, 10:53 am

Using filter=0 to remove the filter box from the public link Ul

https://address-of-foldr/public/link-name/browse/?filter=0 (note ../ ?filter=0)

6

8
& Foldr



= Foldr 2 PINNED FILES

Grace Hopper has shared Documents
Documents & Download
Name Modified
m Latest Updates.docx 20/11/2019, 4:53 pm
n Monthly Reports.xisx 10/03/2017, 10:51 am
My Whiteboard.foldr.pdf 15/03/2017, 10:55 am
E Paris.jpg 10/03/2017, 10:53 am

Using embed=1 to remove the header text and main download button (note ../?embed=1)

https://address-of-foldr/public/link-name/browse/?embed=1

T Foldr 2 PINNED FILES

Name Modified

m Latest Updates.docx 20/11/2019, 4:53 pm

n Monthly Reports.xlsx 10/03/2017, 10:51 am
My Whiteboard.foldr.pdf 15/03/2017, 10:55 am

E Paris.jpg 10/03/2017, 10:53 am

Using embed=1 and modified=0 to remove the header text, filter box, main download button and the
modified date column

https://address-of-foldr/public/link-name/browse/?embed=1&modified=0

Name

m Latest Updates.docx
Monthly Reports.xlsx

My Whiteboard.foldr.pdf

B ecieo

8
& Foldr


https://address-of-foldr/public/link-name/browse/?embed=1&modified=0

Using embed=1, modified=0 and extensions=0 to remove the header text, filter box, main download
button, modified date column and the file extensions

https://address-of-foldr/public/link-name/browse/?embed=1&modified=0&extensions=0

Name

m Latest Updates
n Monthly Reports

My Whitebocard.foldr

8

8
& Foldr



https://address-of-foldr/public/link-name/browse/?embed=1&modified=0&extensions=0

Inbox - Receiving Email & Processing Attachments

Inbox is a powerful feature that allows an organisation to use Foldr as an automated mechanism of
receiving email attachments and placing them onto a chosen storage location. This can be any location
available through Foldr such as an on-premise SMB share or cloud platform such as Google Drive or
Dropbox. Users that have been granted permission can enable any shared folder to receive files
through the Inbox feature. Each shared folder is given a randomly generated email address,
alternatively the user can create a suitable friendly/custom address.

The email addresses generated by Inbox are typically in the format email-address@foldr-appliance-fqdn
For example:

invoices@demo.foldr.io

When emails are received by the appliance, they are processed, and the attachments are moved into

the corresponding shared folder. An entry is then placed into the user's Activity Feed and the body of
the email is accessible using a link provided in the feed.

SMTP & TLS

The Foldr appliance receives inbound email on TCP port 25. However, only encrypted SMTP
connections will be accepted and processed by the Inbox feature. Plain text SMTP connections will be
discarded. The SMTP service running on the Foldr appliance upgrades the connection from plain text
SMTP through the STARTTLS command.

Enabling Inbox on the Foldr Appliance

1. Open the SMTP port the appliance firewall (IPtables)

The SMTP service is already running on the appliance, however without modifying the built-in firewall
the system will not receive email. As such, TCP port 25 needs to be permitted as required for your
environment. Normally Foldr sits behind a perimeter firewall where you would specify what

locations email can be accepted from, however this can also be done from the appliance. To do this
from Foldr issue the following commands from the system console:

Accept email from any location:

iptables -A INPUT -m comment --comment "foldr-admin" -i ethO -p tcp --dport
25 -j ACCEPT

Accept email only from subnet 52.48.127.192/26:

iptables -A INPUT -m comment --comment "foldr-admin" -i ethO -p tcp -s
52.48.127.192/26 --dport 25 -j ACCEPT

Should you need to enter multiple subnets, simply issue multiple separate commands as above.
Once you have configured the firewall as required, save the changes with the command:
iptables-save

Should your firewall rule allow it you can test SMTP (port 25) is available by using telnet:

telnet foldr-address 25
9
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If the system is accepting connections, it will display a 220 ready for transmission message:

2. Enable the 'Receive Email' permission on shares for users.

As with Share and Public Links, Inbox uses a separate permission entry (labelled Receive Email)
available on each storage item configured on the Foldr appliance. As such you can enable this feature
for all users by granting 'Receive Email' permission to the built-in Foldr Users group or individual users
or groups as required.

Note that the 'Share with others' permission is also required in the SHARING tab.

Foldr Settings > Files & Storage > Edit Storage Item > Access tab:

X

Permissions

L d
-
[N

e Foldr Users

Basic Sharing Checkouts Email

Receive emails Allow -

Cancel

UPDATE

3. If the backend storage type is SMB, a suitable service account must be configured on the share’s
Access tab, and this service account must have both read and write permissions to the backend
storage / share. If a service account is not configured, the Inbox feature will not work correctly with
SMB shares.

Users that have been granted the Receive Email and Share with others permission will now see the
Inbox tab in the Sharing dialog in the web interface.

Routing Email from the Internet to the Foldr Appliance
Domain MX record(s) need to be created so email is sent to the correct host (Foldr)

Whilst you could direct email (using the MX record) directly at Foldr, it is common practice that email is
sent through an email security product / third-party service, such as a hosted security provider that
processes email before sending it onto the intended recipient server. The example below shows this
and points the MX record for email sent to @demo.foldr.io at a Trend Micro cloud security product
which has been configured to send mail onto the Foldr appliance.

Please note that you cannot point an MX record at an IP address, it should always point to a host,
which in turn has an A record pointing at the corresponding IP address.

Example of editing the public DNS zone file:

0
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demo . foldr.io MX v 10 in.hes.trendmicro.eu.

The '10' prefix in the example shown is a priority value, with zero being highest priority. More
information on MX records and priorities can be found here https://en.wikipedia.org/wiki/MX_record.

There may be other mechanisms in place inside the organisation to route email internally. The above is
given as a basic example of creating a public MX record to allow mail to flow to the Foldr appliance. If
Inbox is only to be used inside the organisation, it is not necessary to make any changes to the public
domain DNS.

Security Considerations (Spam, Virus & Malware)

The Foldr appliance does not provide any form of anti-spam, virus or malware scanning on mail that is
received. You should ensure that mail flows through a third-party provider or appropriate security
product/service to perform this functionality.

Using Inbox - Web app

On the folder that will be receiving the email attachments / message body using the context menu and
select Receive Emails.

-I-""'""“

- Open

: & Download

m| [l Bookmark
ﬁ =5 Share

- | & Public Link

- <] Receive Emails

@ Duplicate Here

I
O Duplicate In...

- I = Move
- [ am Rename
m[ T Delete

Alternatively navigate into the folder to be shared and click the share icon (top right)

<

Click the Receive Email tab and enable the toggle for Receive Emails

1

9
& Foldr



M Project Files

Share Public Link Receive emails
Inbox
Receive emails =i

Custom address

This Receive Email tab will then present you with options for the path rule (where and how to save the
attachments), built-in variables to assist building a path rule, whether the message body should be
saved along with the attachments and finally if a custom address should be used.

2
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M Project Files

Share Public Link Receive emails

Receive emails

Custom address

Path rule

Path rule

Path Variables

Foldr Inbox =

Save message body as Do not save =

‘ Cancel ‘ UPDATE

If the Inbox dialog is left with the defaults and you click UPDATE, the appliance will create a randomly
generated email address as shown below.

Email address

Email address [
JLD4Q@foldr.minnow.it

Using a custom email address

It may be preferable to use a custom email address rather than a randomly generated string as the
email address for the shared folder. To use a custom address populate the ‘custom address’ field with

the desired address

3
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Custom address

project-files

Spaces may be used in the custom address and these will automatically be replaced by hyphens as
shown. Click Update and the email address will be changed to reflect the chosen custom address.

Email address

Email address [
project-files@foldr.minnow.it

Saving the message body of the email

By default, the message body of the email is not saved. However, it is accessible to the end user if they
click on the link in the Activity panel on the right of the web app. To save the message body alongside
any files that may be attached to the email, use the drop-down menu as shown selecting the file
format that the body should be saved in.

Save message body as Senei e

Do not save

HTML
PDF

Email address

Email address [ TXT
project-files@foldr.minnow.it

Path Rules

You can change the Path Rule for the attachments that are received (i.e. how they are saved within the
shared folder). By default, when the first email with attachments is received a directory will be created
automatically in the root labelled Foldr Inbox and all attachments will be dropped directly into the root
of this directory.

This is represented by the default path rule below. You do not need to type over the placeholder text
if this rule is suitable.

%inbox%/%filename%.%extension%

Default path rule example - An email with a single attachment is received (called may-invoice.pdf) and
would be saved as:

Share-Name/Invoices/Foldr Inbox/may-invoice.pdf

Should another attachment be received with the same name, 'copy' will be appended to the
attachment filename.
4
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Using the path rule variables below, it is possible to set custom rules for attachments that are received
so they can be organised automatically as required. This could include creating a sub folder for each
sender, file type, date received etc:

Available Path Rule Variables for Attachments

%inbox% (maps to “Foldr Inbox”)
%sender_address%
%sender_display%

%subject%

%date%

%time%

%filename%

%extension%

Example 1 - Create a sub folder for each sender's email address to store their received attachments

%inbox%/%sender_address%/%filename%.%extension% = Foldr Inbox/sales@minnow.it/may-
invoice.pdf

Example 2 - Create a sub folder for each sender's name, with attachments sorted by file type

%inbox%/%sender_name%/%extension%/%filename%.%extension% = Foldr Inbox/Grace
Hopper/pdf/may-invoice.pdf

5
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Monitoring Users Sharing

The Foldr administrator can get an overview of what files and folders are currently being shared by
using the ‘Shared Items’ tab in Foldr Settings > Files & Storage. If required, the administrator can
remove, and thereby remove access to, any shared item by clicking the in-line X button.

Files & Storage
Storage Custom Fields Search Shared ltems
Shared ltems Categories
Mame Public Shared by
. Project Files Mike Turner
= Quick Start Guide v4 new.pdf W Mike Turner
. Captur Mike Turner

Shared on &

13/06/2022

17/05/2022

08/04/2022

By clicking on a shared item, the Foldr administrator can see further information about the item such
as who it has been shared with, what options were selected and file activity logs.

The user that originally shared the file / folder also has access to the activity section in their sharing

dialog.

Item Details Shared with Activity

Item Path

Shared By

Mike Turner - mike@freeyourfiles.co.uk

Public URL
https:/foldr.minnow.it/public/9P4EQ

smb:/mnw-vdc-001.minnow.it/public files$/Client/Windows/Foldr-Release-v-1.0.47

X

9
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9. Microsoft Office Files, Check Out Permissions and File Locking

Foldr provides users the ability to edit (and save back directly) Office documents hosted on SMB
shares and cloud storage via the web, mobile and desktop apps. Office documents may also be
viewed directly in the browser using a Microsoft cloud service to render the files.

Traditional file access over SMB provides a file lock mechanism and Foldr provides checkouts and a
supplementary file locking service. The checkout feature informs/alerts users that files are in use and
the file lock service prevents other users from making changes or overwriting of files while a Foldr user
is working on the file.

Viewing Microsoft Office documents

While using the Foldr web app, clicking on any Office file (Word, Excel or PowerPoint) will present a
dialog where the user can view, edit or download the file.

Clicking View will utilise an online Microsoft service to render the document in the browser. This file
will be read only, but provides a convenient way to quickly review files without needing Office
applications installed locally.

Football Clubs UK.docx X

document

Details Fields

Modified 6 July 2022 14:55 Size 215 KB

@ \View

& Download

] Edit with Microsoft Office

The file will then be displayed in a new browser tab.
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&« C @ O B =2 hitps//view.officeapps.ive.com/op/view.asp: Tf 8 L N E v m =

Football Clubs UK ~

[ Accessibility Mode i Download @ Save a copy to OneDrive. = Print

Club L eague/Division Ll Nickname Change from 2019-20
Brim sdown fedemComfieseagie | 19 | Limers o m"f“"mmm partanSouth
Brslington W 9 Foxes
Bristol City FootballLeague 2| Robins

Bristol Manor Southemn L eagueDivision g

Famn One South Eaum
Bnstol Rovers Footballl eague One 3 Pirates

Editing Office documents

The Foldr web app provides an ‘Edit with Microsoft Office’ button when a user clicks on any docx, xlsx
or pptx file (legacy Office formats are also supported).

Consultancy.docx X

document

Details Fields

Modified 24 March 2022 13:17 Size 13 KB

@& View

&5 Download

) Edit with Microsoft Office
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Using the Edit in Microsoft Office button in the web app will launch the relevant locally installed
Office application, download/load the file in question where the user can begin editing. When the
user clicks Save in the Office app, the file will be saved directly back to the original remote storage
location, whether it's on-premise or a cloud-based document hosted in a service such as Office 365 or
Google Drive. This direct save-back functionality utilises the built-in Office WebDAV functionality
that is also utilised when Office would open/save directly to self-hosted SharePoint sites.

The Edit with Microsoft Office button in the web app removes the need for users to manually
download, work locally, save, and then manually upload.

The iOS app provides the same direct editing and save back functionality using either the same
backend WebDAYV Office support with a dedicated button in the app or using the iOS file provider
(Files) mechanism to open and save directly back. The Android app supports direct opening of Office
documents and save-back using its file provider.

Users using the Foldr desktop apps for Windows and macOS can interact with Office documents in
the same way as any other drive in Explorer or macOS. Double clicking documents in the drive will
open the Office application and the file will be ready for editing.

Office documents hosted in Office 365

Documents hosted in OneDrive, SharePoint Online or Teams can be edited via Foldr users in various
ways. Users using the Edit with Microsoft Office button will open the file directly from its Office 365
URL and behaves identically from using the Office applications natively with office.com.

The Office AutoSave function will appear ON in the Word, Excel and PowerPoint app and all changes
are saved back automatically to OneDrive, SharePoint or Teams as expected as the user makes their
changes. The user is not required to click save in the Office apps.

AutoSave

NOTE - Using Edit with Microsoft Office from any storage location other than Office 365 will not show
AutoSave enabled. However. clicking save in the Office application will save the file back to its original
location (SMB share, Google Drive etc)

The Windows and macOS Foldr apps provide a feature called Office Assist to allow the same
native/direct editing from Office apps when double clicking Office files from the drive in Explorer or
Finder. This may be enabled in the local client app settings, or enabled centrally for clients on Foldr
server using an App Profile.

Edit directly with Office Assist (local Office app):

9
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| = | - O X
Home Share View . e
r% EI b Cut x IEE - & Open ~ [ selecta
& Copy path « ﬂ ' Edit 45 Select none
Pinto Quick Copy Paste _ Maove Copy Delete Rename New Properties
access E' Paste shortcut tow to- - folder - 4= History IiE‘ Invert selection
Clipboard Organize Mew Open Select
~ A <« Foldr (R:) » MyFiles » OneDrive [J] 2 Search Another Shared Fol...
~ MName Date modified Type Size
3 Quick access
@ Latest Report.docx 13/07/2022 13:14 Microsoft Word (F... 1,595 KB
e Creative Cloud Fil Open
@ OneDrive - Minno © Share with Skype
&8 Foldr > Add Bookmark
= Thi )
= This PC 7-Zip > Delete Bookmark
8 3D Objects CRC SHA 2 :
I Deskt B Edit with N ; Duplicate
eskioy It witl t
P v w. olepa o Duplicate in...
- Titem 1 item selected 1.55 MB Ea Scan with Microsoft Defender...
£ Share Edit with Microsoft D’Tce
Open with S Edit with Microsoft Office 363
™ Scan with Malwarebytes Custom Fields
Restore previous versions Make available offline

Edit with Office 365 web apps:

| = | - O ®
Home Share View . e
D b cut x Eﬁ Ty & open - [Hselecta
& Copy path « ﬂ' /A Edit 5 Select none
Pin to Quick Copy Paste _ Move Copy Delete Rename New Properties
access E] Paste shortcut tow to- - folder - 47 History EE‘ Invert selection
Clipboard Organize Mew Open Select
~ A <« Foldr (R:) » MyFiles » OneDrive [J] 2 Search Another Shared Fol...
~ MName Date modified Type Size
3 Quick access
@ Latest Report.docx 13/07/2022 13:14 Microsoft Word (F... 1,595 KB
e Creative Cloud Fil Open
@ OneDrive - Minnao © Share with Skype
& Foldr > Add Bookmark
3 Thi )
= This PC T-Zip > Delete Bookmark
“J 3D Objects CRC SHA > ;
1 Desket B Edit with N ; Duplicate
eskto it witl t
P v w S Duplicate in...
| titem 1 item selected 1.55 MB £ Scan with Microsoft Defender...
|2 Share Edit with Microsoft Office
Open with > Edit with Microsoft Office 365
®™ Scan with Malwarebytes Custom Fields
Restore previous versions Make available offline

Users using the Foldr web app can use Edit with Microsoft Office 365 button to launch the cloud-

based 365 web apps
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Consultancy.docx
document

Details Fields

Modified 24 March 2022 13:17 Size 13 KB

& Download

] Edit with Microsoft Office

«& Edit with Microsoft Office 365

The browser will open the Office 365 web app with the file ready for editing:

— O 0 E] &2  https://foldr-my.sharepoint.com/:w:/r/person: ‘i‘:? ® & N B W

Word Consultancy - Saved ,O Search [(Alt + Q)

File Home Insert Layout References Review View Help P

K)v Ev g B I g e EEV

(I
<
'y
<
ko)
<
=
<

Office 365 Integration (OneDrive, SharePoint Online & Teams)

Foldr provides integration with Office 365 to allow OneDrive for Business and SharePoint Online sites
to be presented in the Foldr interface. Foldr can also provide adcess to the document storage locations
that are available to users through Office 365 Teams.

Active Directory accounts may be automatically linked to Office 345 accounts and the corresponding
OneDrive &/or, Teams and SharePoint sites can be presented in the Foldr interface. Users can
alternatively link a Microsoft Office 365 accounts manually. Manual linking will present a pop-up
dialog requesting the user's Microsoft account credentials the first time they try to access OneDrive,
SharePoint Online or a Teams share in Foldr.

Once an Office 365 account is linked in Foldr, a user can edit any on-premise or cloud hosted Office
files in Office Online (web-based versions of Word, Excel & PowerPoint). Collaborative editing is also
possible through Office Online with SharePoint Online.

Foldr also provides users the option to launch the locally installed Office apps or browser-based Office
101
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365 web editing apps for Word, Excel and PowerPoint files using the Foldr context menu in Explorer
and Finder. The Office 365 web-based apps may be used for documents stored on any storage type
(i.e. the files may reside on an on-premise SMB share, or some other cloud storage such as Dropbox or
Google Drive). Once the user has completed their edit in the Office 365 web app, the file is sent back
to its original storage location.

Office documents hosted in Google Drive & Google Docs, Sheets & Slides

Office documents hosted in Google Drive can be edited using locally installed Office apps, or web-
based editing tools hosted in Google Workspace. It is also possible to use web-based Office web apps
providing Foldr is integrated with both Google G-Suite/Workspace and Office 365.

Using the web app, users may use the Edit in Microsoft Office function in the same way as documents
stored on SMB shares or any other location, note that the AutoSave function in Office will not be
active as this only applies to Office 365 storage.

Native Google Docs, Slides and Sheets files may be edited from the Foldr web app using an Edit
button or by double clicking on them in the Windows or macOS drive mapping apps. This will launch
the Google docs web-based tools. Other Microsoft Office documents hosted elsewhere, such as an
SMB share or cloud storage such as Office 365 may also be edited using Google Workspace web apps
and the changes are written back to the original location once the user has completed their edit. This
feature works by uploading the Office file to the users Google Drive, converts it from .docx, .xIsx or
.pptx into the relevant Google format, and once the edit is complete, the file is converted again back
into native Office format before being downloaded back to the SMB share or other cloud location.

Check Out Permissions

Foldr provides an optional permission on each share called ‘Checkout’ that can be used to make other
users aware that a file is being worked on. When a file is checked out, other users will see a padlock on
the file in question and they will be unable to overwrite or make other changes to the file, such as
directly edit the document through Microsoft Office.

The server enhances this feature with the option of using an SMB file lock service to automatically
hold files open while they are checked out. This will prevent others from making changes to a file
outside of Foldr, such as via a standard mapped drive in Explorer or other application.

Enabling the Check Out Permission for Users

The Check Out feature/permission is enabled on a per-share basis and is granular in the same way as
any other share-level permission in Foldr. i.e. it may be enabled for all users or specific users or groups
as required.

Edit in Microsoft Office and Automated Check Out / Check In

The Foldr web app ‘Edit in Microsoft Office’ feature utilises the built-in WebDAV mechanism in

Microsoft Office to allow users to easily download, edit Office files and save directly back to the
server.

J Edit with Microsoft Office
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This feature in Office relies on and automatically uses file locks when a document is opened for editing
from the browser in both Windows and macOS. The file lock and subsequent file release process is
applied automatically in Foldr as a check out and check in when the user closes the document.

NOTE - Because Office relies on the file lock mechanism to function, files are automatically checked
out and in when a user uses the Edit in Office button regardless of whether the check out permission
is enabled on the share.

Read-only SMB share recommendations

If read-only shares are being presented to users/groups in Foldr it is recommended that the
administrator DENY the check-out permission to any users that have read-only access. By denying the
check out permission, the Edit in Office button is hidden from view in the web app. This will prevent
the possibility of a user inadvertently checking a document out that they cannot write back to the
server. Providing the read-only user closes the Office application, the file will be checked back in
automatically by the Foldr server.

Enabling the Check Out Permission for Users

To enable Checkouts, navigate to Foldr Settings > Files & Storage and edit the storage item in question.
Click the Access tab and scroll down to the permissions section at the bottom of the screen and either
edit the ‘Foldr Users’ group (which represents all users) or add a specific AD user/group as required.
NOTE - Where checkouts are only enabled for a specific group of users, due to the fact the feature

relies on checkouts as a background process, the Edit in Office web app button will be hidden for all
other users that do not have checkout=allow permission on the share.

Permissions =+ Add User or Group

L ]
:ﬁ- Foldr Users m

When editing the user / group permission, click on the Check Outs tab and enable the Check Out
permissions by selecting Allow

Share Permissions for Foldr Users

Basic Sharing Check Quts Ermnail

Check Out Allow S
Manage Check Outs None S
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Click Update
Check Outs (web app)

When the user next signs into Foldr, they will be able to check files out - Example below using the
web app. The macOS and Windows apps provide access to the Check Out/In feature through the
context menu > Foldr option in Explorer and Finder.

Cpen
ﬂ Monthly Reports.xl * Op

Download

=

Bookmark
Check Out
Share

Public Link

Duplicate

@ » & A @ 3

Move
ae Rename

@ Delete

A padlock icon marking that files are checked out will be shown. An orange icon is shown for files you
have checked out yourself.

ﬂ) Latest Updates.docx

A red icon is shown for files that have been checked out by others.

m Latest Updates.docx

Clicking on a checked-out file will give more information about who checked the file out and when.
Note that the Edit in Microsoft Office button is not available.
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Latest Updates.docx
document

Modified December 7, 2018 1:41 PM Size 7 KB
& Checked out by Grace Hopper 3 minutes ago

& Download

To check files out in the desktop or mobile apps, the user should use the Finder or Explorer context
menu or long press menu on mobile.

Check In

To check a file back in, the user can use the context menu (right-click) or ‘Check’ In button in the file
summary.

Monthly Rep

Open
Download
Bookmark
Check In
Share
Public Link

Duplicate

@ & £ A @ 3 [« ¥

Move

a8 Rename

@ Delete

This will remove the padlock and make the file editable by others.
Manage Check Outs Permission
“Manage Check Outs” permission gives users the ability to check files in for other users.

Note - A user with the Manage Check Outs permission must also be granted Check Out in order to
use the feature.
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Share Permissions for Senior Management

Basic Sharing Check QOuts Email

Check Out

Manage Check Quts

Allow

Allow

UPDATE

Automatic Check Out and Check In - App compatibility.

The Foldr web app Edit in Microsoft Office button will automatically check files out and in as they are
opened for editing and subsequently closed. The Check Out permission is not required on a share for
this to take place.

The Windows and macOS Foldr apps provide an option to automatically Check Out Microsoft Office
documents. There are requirements to this feature:

1. The user must have the Check Out permission enabled on the share in Foldr Settings

2. In the Windows app, the Foldr drive must be mounted in network (default) mode rather than
removable drive mode.

3. Automatic checkouts must be enabled in the Foldr for Windows client (Settings > Advanced tab) -
This is enabled by default on macOS.

v
x

v

L

@ Foldr Status @ Open Web App

& Account £ Drive @& Security ®f Advanced

Options

Check For Updates Automatically

Automatically Check Out Office Documents

Show Upload Notifications

Simultaneous Uploads (5)
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This setting can be enabled en-masse by the administrator if required by configuring client the registry
key ‘OfficeAutoCheckouts’ as described here.

The mobile Foldr apps (iOS and Android) do not support automatic check outs and the user should
perform the checkout manually.

Preventing Changes Outside of Foldr (SMB File Lock Service)

Checkouts exist only when a user is interacting with files from within Foldr (i.e. if signed into the web
app, desktop or mobile apps). Other devices such as domain-bound workstations using standard
mapped drives or other file access solutions are not aware of checkouts and as such it may be possible
to modify/overwrite a file that is checked out through Foldr.

To prevent this there is an optional SMB daemon/service called ‘foldr-checkout’ on the Foldr server.
Once the service is running and enabled/configured on shares it will watch for files that are checked
out with specific file extensions and then hold these open over SMB to prevent changes elsewhere,
until the file is checked in.

Note 1 - Should the Foldr server be restarted (such as following a software update), the service will
attempt to reconnect and hold open any files that were previously checked out.

Note 2 - The foldr-checkout service only works against SMB shares.

Note 3 - A suitable service account must be selected on the share in Files & Storage > Access tab for
the checkouts service to function.

Enabling the Foldr-Checkout SMB Service

1. Navigate to Appliance > Services and scroll down to the foldr-checkouts service

Open files on SMB shares to prevent other users from editing them when checked @ [:.‘

foldr-checkouts o Inactive Disabled ~ 0

2. Click the drop-down menu and select Enable

Rl ms Elften files on SMB shares to prevent other users from editing them when checked Inactive Disabled = 0 @ [;"
Enabled @ o

crond Daemon to execute scheduled commands. Active 582 =
Disabled O

3. Start the service

foldr-chackouts Sften files on SMB shares to prevent other users from editing them when checked Inactive Enabled - 0 4 [;)

4. Note the service is now ‘Active’

foldr-checkouts Active Enabled ~ 29300

Open files on SMB shares to prevent other users from editing them when @ S
checked out. O

5. Navigate to File & Storage > Edit share > Advanced > Checkout Service tab, scroll down and enable
the switch labelled ‘Lock checked-out files?’
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Lock checked-out files

Note - the share must also have the ‘Check Out’ Permission enabled for users (everyone or specific
users/groups) for the SMB lock to be effective and a service account that has permission to the
share/files must be selected on the Access tab.

6. Configure the file extensions that the server should hold open if checked out by users (MS Office
file extensions are enabled by default)

Lock checked-out files with these extensions - One per-line

docx
oty

®lsx
p

Foldr-checkout service setup is now complete. When a user checks out a file with a matching file
extension (as above) it will be held ‘open’ by the Foldr server on their behalf. Should another user
attempt to edit a document outside of Foldr (such as via native mapped drive in Explorer) they will

receive the usual native file ‘in use’ prompt.

? X

File In Use

Latest Reports.dooe is locked for editing by "another user’,
Do you want to:
(®:i0pen a Read Only copy!
(::l Create a local copy and merge your changes later
ID Receive notification when the original copy is available

The Receive notification when the original copy is an available option and will work as expected.
When the Foldr user checks the file back in, they will receive the notification in their Office application

where they can click Read-Write to start editing the file.

File Mow &vailable 7 >

‘Latest Reports.doocd is now available for editing. | paazd-write
Choose Read-Write to open it for editing.

Administrative Console Commands
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Two checkout specific commands are available to the Foldr administrator on the appliance console.

list-checkouts

The 'list-checkouts' command will list all checked out files on the server, whether checked out
manually or automatically by Edit in Office sessions in the web app or editing Office files via the
desktop apps.

remove-checkouts <days>

The 'remove-checkouts x'command, will remove all checkouts on the server older than x days
specified. To remove all existing checkouts on the server use 'remove-checkouts 0'
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10. Search

Introduction

The Foldr server includes a powerful search function that allows users to perform searches across
multiple storage platforms at once. Users can search both SMB shares and the following cloud
platforms with a single search query: Google Drive, OneDrive, SharePoint Online, Box and Dropbox.
Alternatively, a user can select to search a specific storage location.

By default, the search feature is disabled and must be enabled and configured by the administrator
before it is available for use.

It is possible to search for files by name, filter results by modified date, or search for specific keywords
within files. Foldr Search contains an optional Optical Character Recognition (OCR) engine to read text
from images, such as scanned documents or graphical PDFs. OCR is not required to search for
keywords inside common file formats such as Microsoft Office documents or textual PDFs.

Search results for SMB shares are returned by querying an index held within a dedicated Foldr
appliance. This provides incredibly fast search results, regardless of the number of storage areas being
indexed and searched. The index itself is built up from crawl jobs that are run on a scheduled basis.
The initial crawl process of a share may take some time depending on the amount of data to be
indexed, however, subsequent crawls will only index changed or new files so the index jobs will
complete much faster. Cloud locations such as Office 365 OneDrive, SharePoint, Teams, Google Drive
and Dropbox do not require indexing by Foldr as the server can query the cloud provider's own search
APlIs.

Foldr can ensure that only appropriate search results are returned to users, based upon the shares that
are available to them under My Files and by parsing the file server backend NTFS permissions / ACLs.

App Compatibility

Foldr search is available in the web, desktop (Windows & macOS) and mobile apps

(iI0S/Android). Note that desktop app search is implemented using a web search view. This is
available from the Foldr icon in the system tray/menu bar. Alternatively, Windows users can use
shortcut keys (Win + Shift + F), macOS users can use (Alt + Space) to launch the desktop search Ul.

Search is not accessible from the native search bar in Explorer or Finder.

Enabling Search for Google Drive, Office 365 locations, Box or Dropbox

NOTE - If only cloud locations are being searched, the Foldr indexing server/service is *not*
required. Search can be quickly enabled in Foldr Settings > Files & Storage > Edit share > Search using
the 'Use Service API' option. To provide search results for on-premise SMB shares, they must be
indexed by a Foldr server.

Where advanced features such as OCR are required, you can use Foldr's own index engine to process

files held in cloud locations, however, it should be noted that searching for keywords inside common
file types is already available with the default 'Use service APIs' option described below.

To enable search service to users for Google Drive, OneDrive/SharePoint/Teams or Dropbox, navigate
to Files & Storage > Edit-Cloud-Storage-ltem > Search and Data tab

1. Enable the toggle labelled 'Show as location for search’
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Shares & Storage » Google Drive [50]

Details Access Search and Data Advanced

Search Activity Settings Custom Fields

Show as location for search E

2. Select 'Use service APIs' as the search type/mode

Shares & Storage » Google Drive [50]

Details Access Search and Data Advanced

Search Activity Settings Custom Fields

Show as location for search

Search Mode

Index with Foldr -

Use service APls

Index with Foldr

3. Click Save Changes

Search will now be available for the share (Google Drive in this example) in the web, desktop and
mobile apps.

Please note that any new files that are created in the cloud location may not immediately be displayed
in Foldr search results until the cloud providers search has indexed the file. Google Drive for example
takes a few minutes for this to take place and happens automatically.

Windows app search below using service APIs to search for content in Google Drive. Note that
clicking the search results Google Sheets file, will launch the browser with the file ready to edit in the
corresponding Google web app.
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| &8 Foldr Search — O x
Basic Advanced
Bristol Rovers '. e
1 result
Mame Where Modified
Football Clubs Google Drive 5 hours ago

System Requirements

Where searching of on-premise SMB shares is required the Foldr index service must be used. The
Search role can be resource-intensive both in terms of CPU and memory and as such, it is strongly
recommended that a separate virtual appliance is deployed specifically to host the search indexes and
perform crawl operations. If regular client access and search is hosted upon a single appliance, it may
have an impact on the user experience when performing regular file access operations, even when
increasing the specifications of the VM. The following minimum specifications are recommended for
the Foldr appliance that is going to be hosting the search role:

2vCPU
4GB RAM

If you provide more CPU / RAM resources to the search appliance beyond the specification above, the
crawl process will, within reason, consume most of the resources it is provided with during an indexing
operation. The above specification is the recommended minimum for Search to operate correctly.

This article will describe configuring two Foldr appliances. One will act as our primary client
access/infrastructure (database) appliance, and the other our Search appliance. In an existing
installation, the primary appliance is the virtual machine that is currently being accessed by users,
however, with version 2 Search it is vital that the Search appliance is set to use the same backend
configuration database as the primary appliance.

Ensuring both appliances are using the same backend configuration database:

To allow version 2 Search to function correctly, it must be able to read the main configuration
database from the primary (or other appliances). To do this:

This step should be done on the CLIENT ACCESS/PRIMARY appliance.

1. Log into Foldr Settings > Appliance > Infrastructure tab and set the Configuration > Server Mode to:
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Provide database services to other appliances

Server Mode

Provide database services to other servers =

2. Enter the IP address of the SEARCH appliance in the box labelled ‘Trusted Servers’

Server Mode

Provide database services to other servers =

Trusted Servers

10.1.1.10

3. Navigate to the Keys tab and make a note of the Hashing Salt - this will be required later.

Configuration Keys Cluster

g Salt

T84h7ar658dcaca31fid14cas2as27e7

+

Encryption Key - Click here to reveal

(® The encryption key must be changed separately from other settings

4, Click the orange text link in the keys tab to reveal the current Encryption Key and supply the

fadmin password in the pop-up dialog
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Password

Please enter your password

Cancel

5. Make a note of the Encryption Key, this will be required later

The following should be done on the SEARCH appliance:

6. On the SEARCH appliance, browse to Foldr Settings > Appliance > Infrastructure tab > Configuration
and set the Server Mode to:

Connected to other appliance(s) for database services

Server Mode

Connected to other servers for database services -

7. Enter the IP address of the CLIENT ACCESS/PRIMARY Foldr appliance in the two fields labelled:
- Use this server for database services

- Use this server for database writes - Optional

Server Mode

Connected to other servers for database services -

Use this server for database failover - Opticnal

8. Click the Keys tab and copy/paste the Hashing Salt from the CLIENT ACCESS\PRIMARY DB
appliance. Click SAVE CHANGES.
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SAVE CHANGES

9. Copy / paste the Encryption Key from the CLIENT ACCESS\PRIMARY DB appliance. Click SAVE
CHANGES.

NOTE - You must not change both the Hashing Salt and the Encryption Key at the same time (with
one Save action) as the encryption key will not be saved successfully.

Confirm database availability
The Search appliance should now be able read/write the database hosted on the primary Clicking the
General tab or Shares should confirm that the configuration (licence keys, service accounts, shares etc)

is now being read from the Primary appliance. Configuration changes can be made on either appliance
and these changes will be reflected on the other server immediately.

Enabling the search index service

The following should be done on the SEARCH appliance:

Within Foldr Settings, navigate to the Files & Storage > Search tab and enable the Index Service.

Files & Storage

Storage Custom Fields Search Shared ltems

Service Cores Recent activity Crawl Jobs Captur

(® Important - If your appliance has less than 4GB of RAM search should be run on a separate
instance Vore Information

Indexing Service

® Memory allocated for search 1742 MB ‘
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Specify other Foldr appliances (Trusted Servers)
This should be done on the SEARCH appliance:

Enter the IP address of all Foldr appliance(s) that will be using search (including the search server itself)
within the Trusted Servers field. Each server entered onto a separate line.

This will change the configuration of the built-in firewall to allow connections from these IP addresses.

Trusted Servers

~
L B

oo
]

Creating a Search Core

This should be done on the SEARCH appliance:

A ‘Core’ can be thought of as a container that holds both the configuration and the index files for one
or more share paths (URlIs).

Whilst the search function can host multiple cores with numerous share URIs in each, it is generally
recommended to configure a single core with all share URIs within it.

On a multi-tenant installation, you should use one core per tenant.

1. To create a core, click the Cores tab > + Add Core
Files 8 Storage
Storage Custom Fields Search Shared ltems

Service Cores Recent activity Crawl Jobs Captur

[ ]

None Configured

2. Give the Core a suitable name and click ADD NEW. The core version should be left as Version 2 -
Note only lowercase characters are permitted.
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Add New

foldr-core

‘ o ‘ m

3. An empty core will be created

foldr-core

@) Version: 2 & Size: 20 KB

Mone Configured

The core should now be populated by editing Shares and configuring the search tab inside each to use
the Search appliance.

Enabling Search for SMB shares

This step should be done on the SEARCH appliance.

1. You should now populate the core with shares to be indexed by Foldr search. To do this, navigate
to Foldr Settings > Files & Storage and edit a share (double click the share to edit)

2. Click the Search tab and enable the toggle labelled 'Show as location in Search?'

Search Service

Show as location in search? m
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3. Ensure that the Search mode is set to 'Foldr Search (requires a version 2 search core)'

Storage » Company Shared [59]

Details Access Search and Data Advanced Tools

Search Activity Settings Custom Fields Events Captur Templates

Show as location for search

Search Mode

Foldr Search (requires a version 2 search core)

& Service APls are only available for Google Drive/Shared Drives, Microsoft
OneDrive/SharePoint/Teams, Box & Dropbox.

4. Below the Search mode drop-down menu, populate the search server’s IP address and core name
within the box labelled 'Server' - NOTE - This should point to the Search appliance

Server

10.1.1.0

foldr-core

IMPORTANT!

5. Navigate to the Access tab in the storage item’s configuration screen and select a suitable service
account that has at least read permission to the share and all data contained within it. Note that
service accounts being used with SMB shares, should have their username configured using the UPN.

Additional service accounts may be configured within the Foldr Settings > Integrations > Service
Accounts tab.

118

& Foldr



Storage » Company Shared [59]

Details Access Search and Data Advanced Tools

Permissions

=+ Add User or Group

"
;:- Foldr Users [ Read [ wirite |

Service Account

Foldr Service Account - service.account@minnow.it -

Use service account for all access @)

Scheduling Index Operations
This step should be done on the SEARCH appliance.

Within Foldr Settings > Files & Storage >Edit-Storage-Item > Search and Data > Settings > Crawl Settings
you can select a suitable schedule from daily, weekly, or monthly options to crawl the share, however
more granular scheduling is available using the Cron option. This will change the configuration of the
built-in firewall to allow connections from these IP addresses.
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Search Activity Settings Custom Fields Events Captur Templates

Crawl Jobs OCR

Schedule

Weekly =

On Day

Sunday =

At time
Q00 S

Using Cron for advanced scheduling

Using the Cron option, it is possible to configure granular schedules. Example Cron syntax is shown in
the graphic below:

# Use the hash sign to prefix a comment

# - minute (@ - 59)

# | +------------ hour (8 - 23)

# | | +---------- day of month (1 - 31)

#1 | | +------- month (1 - 12)

# | | | | +---- day of week (8 - 7) (Sunday=0 or 7)
# 1 1 | |

# % x % % %

H--- e e e -

As an example, to crawl a URI every Monday, Wednesday and Friday at 8pm you would use:

Schedule

Cron =

e

020**135
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'Crawl As' vs 'Indexing ACLs' (Permissions)

When a share is indexed the crawl job can be run as an individual user (or users of a group) or if that is
unavailable (lack of credentials / user is unknown to Foldr) then the crawl will be performed as the
service account set on the share.

In most cases, 'Crawl As' should only be used on personal shares such as SMB home folders where the
%username% Share URI is used on the share, or cloud storage such as OneDrive, Google Drive. Using
Crawl As, allows Foldr to resolve paths for each user in turn (i.e. pull these from Active Directory and
index as required). When using Crawl As, the administrator would typically enter one or more security
groups that contains users whose home folders you wish to index. NOTE Domain Users and other
'built-in' groups should not be used.

Indexing of ACLs should generally be used on common network shares that contain granular sub-
folder / file permissions.

Crawl As and Indexing ACLs are mutually exclusive options when configuring Search on a Share. If the
share being indexed is 'flat' in that all users have the same level of access to its contents, you do not
need to enable Index ACLs or use Crawl As.

Recommended settings for Active Directory Home Folders (%homefolder%)

Where SMB shares are configured in Foldr Settings > Files & Storage using the %homefolder% variable,
to dynamically obtain the user's home folder path from the Active Directory homeDirectory attribute
(as represented in the profile tab > Home Folder in ADUC) the following should be configured:

Crawl Settings:

1. Crawl As - Select one or more Active Directory Security Group that contains users that the share
applies to - NOTE Domain Users and other ‘built-in’ groups should not be used.

2. Index ACLs - toggle should be disabled
Recommended settings for central/common shares (SMB)

Common network shares that are flat (no granular permissions)

Crawl Settings:

1. Crawl As - unconfigured

2. Index ACLs - toggle should be disabled

Common network shares that contain files/folders with granular permissions
Crawl Settings:

1. Crawl As - unconfigured

2. Index ACLs - toggle should be enabled

A suitable service account should always be selected on the share within the Permissions & Access tab
that has permission to read the data being indexed. Service accounts for SMB shares must always be
configured using the UPN (username@domain) format.
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Using the cloud provider’s search API (direct search cloud service with no indexing required)

Foldr can use the cloud providers search API directly or crawl/index cloud locations in the same way as
on-premise SMB shares. On shares using cloud related variables for the Share URI (%onedrive%,
%googledrive% and so on) you can select the required mode within the Search Settings tab.

Using the cloud provider’s search API (no indexing required)

Note this option does not use the search appliance as no indexing takes place and all search queries
are performed ‘live’ against the relevant cloud provider. Using the cloud providers APl will provide
basic search capabilities but certain features (indexing ACLs, file content, scheduling, OCR and so on)
do not apply. Some search terms/queries may not be supported.

To configure:
1. Edit the storage item in question (OneDrive, Google Drive etc) in Foldr Settings > Files & Storage

2. Select the Search and Data tab and select Use service APls

Storage » OneDrive [32]

Details Access Search and Data Advanced Tools
Search Custom Fields Events Captur Templates
Show as location for search

Search Mode

Use service APls =

(@ Service APls are only available for Google Drive/Shared Drives, Microsoft
OneDrive/SharePoint/Teams, Box & Dropbox.

3. Click SAVE CHANGES
Indexing cloud services with Foldr

All cloud services that Foldr can present to a user, may be indexed and stored in the Search
appliance. This allows Foldr to index file content, schedule crawls and use the same search
terms/queries as on-premise shares.

To Configure:
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1. Edit the storage item in question (OneDrive, Google Drive etc) in Foldr Settings > Files & Storage

2. Select the Search and Data tab and select Index with Foldr

Show as location for search

Search Mode

Index with Foldr -

(@) Service APls are only available for Google Drive/Shared Drives, Microsoft
OneDrive/SharePoint/Teamns, Box & Dropbox.

3. The search server IP address and core name should be configured in the Server section below the
Search Mode drop-down menu.

Server

foldr-core

1. Crawl As - Specify an Active Directory Security Group that contains all users that the share applies
to

2. Index ACLs toggle should be disabled

All other Search options can be configured as required.

Indexing File Content / Content Extraction

By default Foldr search will index file names only. To index textual content found in common Office
formats, PDF, txt and so on, enable the ‘Index file contents’ toggle in Foldr Settings > Files & Storage >
Search and Data > Settings > Content Extraction. A predefined template / list of common files formats
is already configured by default, but this can be amended as required.
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» SMB Home Folder [1]

Details Access Search and Data Advanced Tools
Search Activity Settings Custom Fields Events Captur Templates
Crawl Jobs Content Extraction

Index file contents

Content Handling

Process, Index and Store =

Optical Character Recognition (OCR)

During an index job Foldr can optionally process image files (jpg, png and gif) or graphical PDF
documents with a built-in OCR engine to extract text which is then stored in the Search index. This
text is then searchable by the user.

Note - OCR is not required to index the content of Microsoft Office, PDF or other textual files. This is
a resource heavy feature and will dramatically slow down index processing rate as each file is analysed
by the OCR engine.

An example use case, with OCR enabled, would be a user searching for scanned documents and being
able to quickly locate a specific invoice by its invoice number file contained within the file.

To enable the OCR feature, do this on a per share basis by enabling the OCR toggle Foldr Settings >
Files & Storage > Search and Data > Settings > Content Extraction (note, index file contents toggle must
firstly be enabled).

Exclusions

Within the Exclusions section in Crawl Settings, the administrator can exclude certain file types or files
/ folders matching naming patterns using wildcards (*) from the index. Foldr has pre-defined exclusions
for common files that are not usually of interest to a user (such as temporary files, system generated or
.dsstore files and so on). Additional exclusions can be entered one per line. If the exclusion contains a
/ it is assumed to be a directory rather than a file.

Example syntax:
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temp.docx - Excludes any file called temp.docx from the index

*.png - Excludes all PNG files from the index

*temp* - Excludes all files containing ‘temp’ in the file name

*Temp*/* will exclude any directories called Temp (and also exclude all subdirectories / files within)

Details Access Search and Data Advanced Toals
Search Activity Settings Custom Fields Events Captur Templates

Crawl Jobs OCR

Enable OCR

Force OCR for PDF documents a:

Languages

English [CJ Danish

() Dutch Flemish (I Finnish

[l French [l German

I Morweigan [l Spanish

[ Swedish [l Portuguese

[ Chinese Simple (1 Chinese Traditional

OCR Language Support
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By default, Foldr will use English language only when performing the OCR feature, however the
administrator can optionally enable the following languages if required: French, German, Spanish,
Dutch (Flemish), Chinese Simple and Chinese Traditional. If support for an additional language is
required that is not currently listed, contact support@foldr.io

Exclusions

Within the Exclusions section in Search Settings the administrator can exclude certain file types or files
/ folders matching certain naming patterns using wildcards (*) from the index. Foldr has pre-defined
exclusions for common files that are not usually of interest to a user (such as temporary, system
generated or .dsstore files and so on) and additional exclusions can be entered one per line. If the
exclusion contains a / it is assumed to be a directory rather than a file.

Example syntax:

temp.docx - Excludes any file called temp.docx from the index

*.png - Excludes all PNG files from the index

*temp* - Excludes all files containing ‘temp’ in the file name

*Temp™*/* will exclude any directories called Temp (and also exclude all subdirectories / files within)

Search Results & Permissions

Foldr Search will respect the backend file server permissions / ACLs providing the administrator is
indexing the ACLs. However, a user will only be able to perform search queries against an SMB share
if it is firstly accessible to them from My Files. This ensures only search results are returned to a user
for shares that are available to them and by using the backend ACLs it ensures only files that are
available to that user are returned in the results.

Indexing New Files

The search feature will automatically index files as they are uploaded by users and it will also update
the index as files are moved or deleted through Foldr. If new files are placed onto an SMB share
outside of Foldr (for example via a domain-bound workstation in Explorer) the files will be added to the
Foldr search index when the next scheduled crawl job takes place. You can manually start an index /
crawl job at any time from the Activity tab.

Manually Starting a Crawl / Index Job

This step should be done on the SEARCH appliance.

To start a crawl job manually, browse to Foldr Settings > Files & Storage > Search > Activity and click the
+ Crawl Now button.

Search Highlighting

Search results from SMB shares will include text highlighting for content inside of files that match a
user’s search (i.e. those held in the index). This provides useful excerpts to be displayed to the user in
the web app.

Web app Search:
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@ w Show Search Tips

Q Q Guide X | All Locations -
1 [ 104 ] @
My Home Fold? Public Files Marketing Department Sharec OneDrive Marketing SharePoin
pre
12 results view Al
40 Name Where Modified
m My Home Folder 3 days ago n
=
More information is available in the full administration guide & KB.

Note that it is possible to search across any number of storage locations with one search query in the
web app.

Desktop Search (web view) can be launched from the system tray/menu bar Foldr icon or using the
keyboard shortcut

Windows keyboard shortcut - Windows Key, Shift + F
macOS keyboard shortcut - Alt + Space

Windows search:

Foldr web app

Search (Win+5hift+F)

Show uploads
Activity

Working file recovery

Refresh My Files

Import files

Settings
Update password

Check for updates
Foldr Status

Sign Cut
Exit
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Mobile Search (iOS shown):

Search

2 guide (%]

Search Public Files
2 results

Quick Start Guide v4.pdf

1.4 M8, modified 2 months ago

= Foldr Installation...tion Guide vd.pdf

7.2 M8, modified 11 months ago

The following search tips are available for users using the on-screen link in the web and mobile apps:

You can search by file name, contents, or modified date

To search by file name only use name:myfile.txt

To search file contents only use contents:my term

You can substitute letters, words, and phrases with an asterisk name:myfile*

To search for an exact phrase use quote marks "my exact phrase"

To search for files modified on a specific date use YYYY-MM-DD modified:2017-08-05
Dates can be whole months or years modified:2017-08 or modified:2017

You can search within date ranges using square brackets and the TO keyword modified:[2017-08 TO
NOW]

You can combine search terms using the AND keyword name:myfile.txt AND modified:[2017-08 TO
NOW]
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11. Security & Password Features

Controlling who can access Foldr

Within Foldr Settings > Security > Permissions, the Foldr administrator can control which users are
permitted to use Foldr (from any client app or web app), Foldr Drive (legacy WebDAYV access) and
create and join Foldr groups used when sharing content. There are options available here to also
permit or deny access to Foldr by location.

By default, the built-in Foldr Users group has an ‘Allow’ permission to 'Use Foldr' (web, mobile and
desktop apps) and 'Connect via WebDAV'. This will allow any domain user or local Foldr user to log
into Foldr. To restrict access to specific users or group, remove ‘Foldr Users’ and replace as
appropriate with users or groups.

Click ‘Add User or Group' to search for the LDAP or local users or groups that you wish to apply the
permission. Note that Foldr will only search the Active Directory domain within the scope the LDAP
Search DN(s) configured in Integrations > Active Directory (LDAP).

‘Deny’ entries always override ‘Allow’, the exception being where individual user permissions override
groups.

The Foldr server also provides Device Approval which can be used where granular control is required
over which users can use specific devices / apps. See section 12 for more information.

Location Based Access Permissions

Foldr allows the administrator to control where users are able sign in from. Rules can be created to
permit or deny users or Active Directory groups based on the client IP address, IP address ranges or
entire subnets.

Location based rules can be applied to all apps / connection methods globally within Foldr Settings >
Security or granular location-based access rules can be configured on a per app basis within Foldr
Settings > Devices & Clients.

By default, users will be allowed to sign in from any location.

This feature can be useful to permit a security group access from inside the organisation network only,
and/or to restrict exactly where users can sign in remotely.

From Foldr Settings > Security, the field to configure the network details is available within ‘Use Foldr’
and ‘Use Foldr Drive’ (WebDAYV connections). Networks should be configured one per line if multiple
entries are required.

Accepted values are:

e Wildcard format: 1.2.3.*
e CIDR format: 1.2.3.0/24 OR 1.2.3.4/255.255.255.0
e Start-End IP format: 1.2.3.0-1.2.3.255

In the example below, the built-in group ‘Foldr Users’ (Everyone) is being configured with an allow rule
for subnet 1.2.3.0/255.255.255.0 - This rule will result in all users ONLY being permitted to sign in
from a client device on the 10.20.30.0 network. (client IP address of 1.2.3.1 - 1.2.3.254).
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Permissions

L]
-
o' é Foldr Users n

Use Foldr Allow -

On these IPs and subnets

10.20.30.0/255.255.255.0

In the second example, the built-in Foldr Users group (everyone) is denied access from the same
subnet. The result of this ACL rule would allow users to sign in from any location except network
10.20.30.0 using subnet mask 255.255.255.0

Permissions

-
'é Foldr Users

Use Foldr Deny -

On these IPs and subnets

10.20.30.0/255.255.255.0
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In the final example, the Active Directory group ‘Marketing’ is only allowed to sign from client devices
on the network 10.20.30.0. Users in this group will be denied access if attempt to sign in from any
other location, due to use of the ‘Allow’ rule.

Permissions

g Marketing

Use Foldr Allow -

On these IPs and subnets

10.20.30.0/255.255.255.0

rJa

Location Based Share Access

As well as being able to control where users / groups can sign in from, the same applies to storage
permissions and share visibility.

Using the granular share access permissions, this gives the administrator the ability to only present a
share if the client is signing in from a particular IP address or subnet, or you can force a share to be
read only or writable from specific locations.
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Password Settings

Password Caching

To provide support for existing and future product functionality (such as integration with other
services), Foldr v4 automatically stores user’s passwords once they have authenticated. Passwords are
stored within an internal database and all values are encrypted using OpenSSL and the AES-256-CBC
cipher. Furthermore, all encrypted values are signed with a message authentication code (MAC) to
detect any modifications to the encrypted string.

The administrator can disable password caching within Foldr Setting > Security > Password Settings if
required. However, in this scenario a user’s individual ACL permissions are not available and the
appliance must connect to each SMB share using a global service account. This must be selected on
the share configuration screen Access tab in conjunction with the ‘Use service account for all access’
toggle.

The Foldr administrator can optionally deploy Foldr so that the database containing configuration and

other data (such as user credentials) is stored on a central, non-internet facing system and all user
interaction takes place via satellite client access appliances.

Password Change Control

Foldr v4 provides users with Active Directory password control and password expiration handling for
users connecting via a web browser or any of the desktop / mobile apps.

IMPORTANT - Password change control requires the Active Directory domain to be using LDAPS. If
LDAPS is not being used, you will see the following message:

Users are able change the network password at a time of their choosing from ‘Security Settings’ in the
web browser interface. If the organisation has a password expiration policy, and a user attempts to log
into Foldr using an expired password they will be prompted to change it. If the ‘user must change
password at next login’ flag is enabled for a user on the domain, Foldr will also allow the user to
change their password as they log in.

Web app password change shown below:
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Change Password

Current password
MNew Password

Confirm new password
‘ Cancel ‘

By default, password control is disabled, however the administrator can enable this feature within the
Security > Passwords > Delegated Reset tab.

Delegated Password Reset (Grant permission to reset other user’s passwords)

The Foldr administrator can also enable delegated password control to allow selected Active Directory
users or groups reset other users network passwords. A new fixed password can be set by the
delegated / trusted user at the time of the reset and they can optionally set the ‘user must change
password at next logon’ flag.

This feature can be used to provide a convenient and secure way to allow trusted users to reset other
user passwords. One use case for delegated password reset would be in an education environment
where teachers could reset student network passwords from their mobile phone, tablet or desktop
computer.

Delegated password reset is currently available in the web, iOS and Android apps.

Foldr Settings interface - Delegating Password Control to a Staff group to reset Student passwords
in Active Directory
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Permissions

Can reset these passwords

a*a Students

‘ Cancel ‘ LIPDATE

User web app interface - Resetting another user’s password

Selecting Password Control form the top right menu in the web app will present the following dialog.

2 PINNEDFILES 3 ACTVITY  Demo User

= % [J] # B3 Install Fg & Me

& Uploads
& Password Control
7~ Refresh My Files

Bl Dicable Thumbnails

& Install Foldr Apps

&> Sign Out

The user can then search the Active Directory domain, set the new password, and optionally toggle
the ‘User must change password at next login’ flag.
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Reset a password

Grace Hopper - grace. hopper@freeyourfiles.co.uk

Mew Password

*etRRRRRRRRRRRY ':!)

Confirm new password

User must change password at next sign in YES

| VEs |
Unlock account

If the change password at next login flag is set, the grace.hopper account in the example above will be
able to change this at next logon through Foldr web, mobile desktop apps.
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iOS and Android - Resetting another user’s password

Once signed into the app as a user with permission to use delegated password control, tap the ME tab

the bottom of the screen > Password Control.

13113

Account

Security

My Devices

Personal

Services

>
e Dropbox

Faldr

Me

Demao User

beta_minnow.it

CHANGE USER

Password Control

=1 Email address

o Phone number

Directory email address

Q

Search

b demo.user@foldr.io

&8 Microsoft/Office 365

o Telegram Messenger

N

Iy Davice

al ? [._

L L L ]

A search dialog will be displayed, where the user can search Active Directory. Once the user has been
selected, you can then reset their password and optionally toggle the ‘use must change at next sign in’

if required.
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Permissions Required for Delegated & Self-Service Password Reset

The Foldr appliance uses the main service account configured within Foldr Settings > General >
Configuration to perform the password reset request on behalf of the delegated (trusted) user. As
such, the service account configured requires the appropriate permission to reset the target user’s
password within Active Directory.

Windows Domain Controller - Granting permissions to the Service Account

To grant the service account user password reset permissions on the domain controller you can use
the Delegation of Control wizard within Active Directory Users & Computers.

- Active Directory Users and Computers

File  Action “ew Help

Right click the target OU

4= [== i - — . —
&= ’-| 40X o= BE2aa=z78% and select Delegate Control
: Active Directory Users and Compute | Mame = | Type
_; Saved Queries 2 Year 10 Organizational Lnit
B minna it o] vear 11 Organizational Uit
[ERER] &l Students Organizational Lnit
) Organizational Lnit
=| Vear11 = Move Organizational Linit
4| fear 12 Find, Organizational Unit
o Year 13 P o
= Yoo 5 Mew » Organizational Unit
=7 Year 9 all Tasks 4
= ] ear 7 Wigw 4
| Builtin
| Computers Cut
2 Domain Con pelete
| Foreign3ec,  Rename
2| Groups Refresh
| LostAndFou Eynnp st
| Managed Se
= | Multi-Tenan  Properties

Delegation of Control Wizard E3

[ = .
'-'8'3'53 o tE"J“Ps - 1o delcnte cont f?_x Select the Foldr service
elect ane or mare users or groups to whom you want to delegate control. b .
aeup Y d ™ account on the domain and
click Next
Selected uzers and groups:
!] zervice account [zervice. accountiEmminnom. it)
Add... Femove
< Back I IHeut » I Cancel Help
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Delegation of Control Wizard E3

Tasks to Delegate
Y'ou can select common tazks or customize your awn,

' Delegate the following common tagks:

O Create, delete, and manage user accounts -
Rezet uzer passwords and force password change at nest logon

Read all uzer information

O Create, delete and manage groups

O todify the membership of a group

O Manage Group Palicy links

[0 Generate Resultant Set of Policy [Planning) | _ILI
3

|

" Create a custom task to delegate

< Back I IHeut » I Cancel | Help |

Delegation of Control Wizard E3

Completing the Delegation of
Control Wizard

e
Fgﬁ\’ You have successfully completed the Delegation of Cantrol
LE"' \\\LE wizard,
"r'ou choze to delegate control of objects -

in the following Active Directary folder:
mirra. bS] Students

The qroups, uzers, or computers b which you
hawe given control are;

zEMvice, account [service, account@minno. it]

"r'ou choze to delegate the following tasks:

To cloze thiz wizard, click Finish.

< Back I Firizh I Cancel | Help |

Check ‘Reset user passwords

and force password change at
next logon’ and ‘Read all user
information’ and click Next

Complete the Delegation of
Control Wizard by clicking
Finish
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Self-service Password Reset (SSPR) & Notifications

Using this feature, users will be able to reset / change a forgotten Active Directory password. As with
the other password features in Foldr, it requires LDAPS to be enabled on the Domain Controllers and
the LDAP Server in Foldr Settings prefixed appropriately with Idaps://

Self-service password reset allows the user to click a forgotten password link on the web app sign in
screen, passing a captcha and then selecting a notification method to receive a reset code. Once the
user receives the code, they can enter it into the SSPR reset interface and change their password. The
Foldr administrator can enable one or more notification channels as required.

Notification channels:

Directory Email Address - This is the email address as specified for the user in Active Directory (the
AD attribute labelled ‘mail’). If available, this will be automatically populated in and shown in Foldr
within the ‘Me’ menu item in the web app.

User Email Address - User configurable email address, typically a personal email address will be used.
This must be configured in advance by the user before it can be used for self-service password reset.

Directory Mobile Number - This is the mobile telephone number as specified in Active Directory >
Telephones > Mobile (the attribute labelled ‘mobile’). If available, this will be automatically populated
in Foldr within the ‘Me’ menu item in the web app.

User Mobile Number - User configurable mobile telephone number, typically a personal mobile
number would be used. This must be configured in advance by the user before it can be used for self-
service password reset.

Telegram Messenger - Allows a user to sign up for notifications to be delivered via the Telegram
Messenger app. Telegram must be configured in advance by the administrator, which involves
creating a Telegram ‘bot’ for the organisation which will automatically send codes to users as they are
requested.

Requirements
1. LDAPS must be enabled on the Active Directory domain.
2. The main service account (configured under Foldr Settings > Integrations > Active Directory (LDAP)

must have permission to reset user’s passwords and read user information, this is used to query group
membership. Follow the delegation of control wizard instructions above.
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Notifications

Before notifications are available to the administrator for use with the Self-Service Password Reset
feature in Foldr, they must be enabled and configured:

Security > Notifications provides an overview of the Notification Channels that are enabled on the
Foldr server.

If no notification channels are enabled on the appliance, the administrator will be unable to make them
available to users with the self-service password reset option.

Notifications

Channels Events Templates

B4 Email

Enable O

SMs

Enable ®)

© Telegram

Enahble '®)

Email - By enabling this notification, users will be able to select from either the email address specified
for their account in Active Directory, or a personal email address which can be set within the Top right
menu > ‘Me’ item in the web app.

SMS - When enabled, the administrator can choose between the following SMS providers:

Nexmo
Twillio
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Amazon AWS

In order to use one of these providers, you will need to sign up with one of the above and generate an
API key / secret and paste it within Foldr Settings > Integrations as appropriate.

Telegram Messenger - When enabled, users can receive notifications / password reset codes through
the popular Telegram Messenger app.

Configuring Email Notifications

Email notifications require the Foldr server’s email settings to be configured correctly within

Integrations > Messaging > Email so the Foldr system can send email.

Messaging

%

e

o
®

A user’s corporate email address is stored in Foldr automatically (this is pulled from Active Directory as
they sign in) and users can register their own personal email in Foldr. Personal email addresses for
users may also be bulk imported by an administrator

Configuring SMS Notifications

1. Firstly, sign up for an account with the SMS provider and obtain your Nexmo API key and secret.
Twilio refer to this as the ‘Account SID’ and ‘Auth Token’, Amazon uses a service account which can be
configured under Integrations > Service Accounts. You can create multiple Amazon service accounts if
you require different credentials for presenting S3 storage areas and SMS services.

Example - Configure the Nexmo SMS Service within Integrations > Messaging

Select Nexmo
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Messaging

AWS

'n' Clicksend
o

28 Email

a Mexmo

o Telegram hessenger
@ Twilio

Enable the integration and enter the API Key and API Secret

Integrations » Nexmo

Enable

Access

APl Key
ga342fh?2

APl Secret

3a-cdcfgkcb4ac

Navigate to Foldr Settings > Notifications and Enable the SMS option, select Nexmo as the provider and
enter your Sender ID and Default Country code.

142

& Foldr



W sms

Lo I

Provider

Mexmo <

Sender ID
FoldrHO

Default Country

United Kingdom (+44) =

SEND TEST MESSAGE
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At this point you can test the integration by entering a valid mobile number and click ‘'SEND TEST

MESSAGE’ button.

Test Settings

Mumber

SEND TEST MESSAGE

If the SMS is successfully received, the integration is complete.
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Configuring Telegram Messenger Notifications

Telegram Messenger is a popular instant messenger service and has client apps for all major platforms.
Foldr can integrate with the Telegram API to provide self-service reset codes to users, without the
cost associated with using an SMS provider. Users are required to link a Telegram account in Foldr
before it can be used for SSPR.

Password reset codes are sent via a Telegram bot (an automated service that receives the self-service
notification from the Foldr appliance and delivers the codes to end users)

Creating the Bot

If you haven't already done so, sign up for Telegram by downloading the app from the iOS / Android
app store and register with the service by entering your mobile number.

Once you have Telegram on your device, send a blank message to @BotFather and proceed through
the following steps:

1. You will receive a welcome message.
2. Type /newbot to create your bot.

3. Give your bot a name.

4. Enter a username for your bot

5. You will receive a confirmation message stating the bot was created and the unique API token will
be displayed.

6. The username and API token can now be copied into the Telegram Messenger service within Foldr
Settings > Integrations > Messaging > Telegram Messenger.

The integration steps are now complete. The administrator can now enable Telegram Messenger
within Foldr Settings > Notifications and make it available for use with self-service password reset
through Foldr Settings > Security > Passwords > Self-Service Reset.

Before it can be used in a self-service password reset scenario, users will need to link their Telegram
account from within the Foldr web app > Me (Top right menu) > Services and it is recommended this is
done on a PC or Mac with the Telegram client installed.
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Enabling Self-Service Password Reset

Now the chosen notifications have been configured and enabled, the self-service password reset

feature must be enabled.

Within Foldr Settings > Security > Passwords > Self-Service Reset on the Permissions tab, click + Add

User or Group

Security
Certificates Authentication Permissions Passwords
Self-Service Reset Delegated Reset Policies LDAP

Permissions Motifications

Mone Configured

WebAuthn Multi Factor

I + Add User or Group I

Search for a group or individual user that is to be permitted to use the Self-Service Reset feature. In
the example below, a security group in Active Directory called ‘Marketing’ is being used.
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Permissions
Marketing|
| & Marketing |
Self Service Password Reset Allow -
On these IPs and subnets
A

Cancel

Click Update. Now click the Notifications tab

Security

Certificates Authentication Permissions Passwords
Self-Service Reset Delegated Reset Policies LDAP

Permissions Motifications

El Marketing

WebAuthn

Multi Factor

+ Add User or Group
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On the Notiifications tab, enable the notification channels / methods that you want users to use to
receive their reset codes. In the example below, only Personal Email Address will be used.

Security

Certificates Authentication Permissions Passwords WebAuthn Multi Factor
Self-Service Reset Delegated Reset Policies LDAP

Permissions Maotifications

Channels

Prompt users to configure a recovery option an sign-in

Directory Email Address ®)

Personal Email Address

Directory Mobile Number ®)
Personal Mobile Mumber o)
Telegram Messenger ®)

Note that ‘Prompt users to configure a recovery option on sign-in’ is enabled by default. With this
toggle enabled, any user of the Marketing group will be prompted automatically to provide their
personal email address for self-service reset purposes when they sign into the Foldr web app - this
only applies to the web app, users are not prompted for recovery information in the mobile or desktop

apps.
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User Experience - Using Self-Service Password Reset

1. The user clicks the ‘Forgot Password?' link in the web app login box.

Welcome to Foldr

Foldr HQ

Uzername

Forgot password?

2. The user enters their username, and the browser will briefly display a puzzle that will be solved by
the client automatically (similar to passing a captcha).

3. The user selects the notification method to receive their password reset code. Note that only
Personal Email Address is available as an option to receive the code.

Reset Your Password

Choose how you would like to receive your password reset

code

B4 Personal Email Address

Cancel
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4. Obtain the reset code - in this example we selected personal email.

Reset your Foldr password

Hi Demo User
Your password reset code for Foldr is 311342125bf5

If you didn't request this password change then please disregard this email.

5. The user enters the reset code into the verification code field and then enters a new password into
both ‘new password’ and ‘confirm new password’. Click Next.

Reset Your Password

We just sent you a password reset code. Enter the code

below and choose a new password,

Verification Code

311342125bf5

Mew Password

Confirm new password

6. The user clicks Next.

If the password was changed successfully, you will receive a success notification and you will be
placed back at the login screen.
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12. Device Approval

By default, the Foldr server will allow any client device / browser to connect and users will be able to
signiin.

For environments that require tighter control over who can sign in, and from what device, the Foldr
server includes with a powerful security feature called Device Approval. If enabled, this feature will
require client devices to be pre-approved by an administrator before users can sign-in and access
corporate files. Device approval may be enabled on an individual per-app basis (web, Windows,
macQOS, iOS and Android) and may be used in conjunction with other security features, such as two
factor authentication or WebAuthn.

Automatic approval policy rules may be configured to automatically approve users and their devices
when connecting from devices on specific IP addresses or subnets.

When Device Approval is enabled for an app, any user that attempts to sign in will be prompted by an
alert informing them that approval is required, and a unique approval identifier (ID) is shown. The
approval ID is unique for each user on each device. The ID must be sent to the Foldr administrator,
who can then use it to search quickly across all devices and then grant specific users the ability to use
that app or browser.

Web app support

The web app is fully supported for Device Approval with all modern browsers, and each browser
(Chrome, Firefox etc) is considered a separate ‘device’ - so a user permitted to use Chrome on a
Windows 11 PC will be unable to use any other browser, such as Edge, until the administrator also
approves the Edge browser. Note that a browser will remain approved by the server, until the user
clears their browser cookies. As such, incognito / private browser sessions are not recommended with
this feature.

Note - Internet Explorer (all versions) do not support device approval.

App compatibility

All Foldr apps (desktop and mobile) support device approval.

Enabling Device Approval

In this example, device approval will be enabled for the web app, but the process is the same for any
other app (desktop or mobile)

1. Sign into the Foldr Settings admin Ul and navigate to the Devices & Clients tab

o Shared Items
8% Users & Groups
Devices & Clients

&l Notifications

& Security
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2. Click on the Web & Other tab

Devices & Clients

Connected Devices Device Approval Mobile Windows Windows Server macOS Web & Other

3. Enable the toggle ‘Require Device Approval’

Require Device Approval m |

4. Click Save Changes
This is a global setting that will apply to all users of the web app in this case.

A user trying to sign into the web app will now be presented with the following after signing in:

Device Not Approved

Your administrator must approve your access on this
device before you can continue. Your unique identifier is

shown below.

6D8RP

The user would need to pass their unique identifier above to the administrator (6D8RP in this case)

v

5. The administrator can then search for the user’s device/app in Foldr Settings > Devices & Clients >
Connected Devices

Devices & Clients

Caonnected Devices Device Approval Mobile Windows Windows Server macQSs Web & Other

6. Enter the identifier into the filter box to quickly locate the user's device:
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Connected Devices Device Approval Mobile Windows Windows Server macOS Web & Other
&% Export
6D8RP Q
MName Version Last Seen & Users Pending Approvals
® Chrome 75.0 on Windows Server 2008 R2 / 7 64-bit Jul 19, 2019 10:37 AM 1 1 n
_ _

7. Click the in-line button > View to view any users associated with the device/browser

Q,
Users Pending Approvals
1 1
@ \iew
1l Remove

8. Click the in-line button > Approve to approve the user for this browser

& Chrome 75.0 on Windows Server 2008 R2 / 7 64-hit

User Identifier Last Seen Approved

@ Grace Hopper - grace hopper@MINNCSDBRP Jul 19, 2019 10:37 AM x

) Approve

M Remove

9. Confirm the selection by clicking Yes, Approve

Approve Device

Are you sure that you want to approve this user and

device to access Foldr?

10. The user’s status will change to show a green tick, signalling that the user ‘grace.hopper’ in this
case is approved and will now be able to sign into the web app.
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User Identifier Last Seen Approved

@ Grace Hopper - grace. hopper@MINNCSDERP Jul 19, 2019 10:37 AM v

Revoking user’s access (using Device Approval)

In the event that an administrator needs to revoke access for a user, this can be achieved either by
deleting the device/browser item from Foldr Settings > Devices & Clients > Connected Devices or by
removing their ‘approved’ status on that device.

To do this, click the in-line button for the user concerned and select REMOVE

User Identifier Last Seen Approved

@ Grace Hopper - grace hopper@MINNC6DSRP Jul 19, 2019 10:37 AM v n

The users status will update to show a red cross, signalling that they are not approved to use the
device/browser and should they attempt to sign in they will be presented with a new unique identifier.
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13. Other Security Features and Considerations

Geo-Location Blocking

The Foldr Server release includes a geo-location blocking feature for the server's built-in firewall. This
allows administrators to block/permit access to Foldr by specific country.

Important - Let's Encrypt SSL Certificates
Where Let's Encrypt SSL certificates are being used on the Foldr server, it is important to allow access
from the United States as they are based there. Failure to permit US access to the Foldr server, will

result in the SSL certificate installation or renewal (which occurs every 60 days) to fail.

To configure geo-blocking, navigate to Foldr Settings > Appliance > Network > Firewall

Foldr Settings Server Time: 20 Jul 2022 10:00:13 Hello fadmin

Appli H
& Appliance Appliance 4.24.0.17
[ Integrations
Status MNetwork Services Date & Time Updates Infrastructure
A28 Users & Groups
& Files & Storage Configuration Firewall

Devices & Clients .
GeolP Blocking

& Security Block traffic to the appliance from these countries

3 Single Sign On Select All | Select Mone

o Notifications [ Afghanistan @ Aland Islands @ Albania

NaSH @ algeria @ American Samoa @ Andorra

&2 Customise @ Angola @ Anguilla @ Antarctica

D Backup & Restore Antigua and Barbuda Argentina Armenia

et Wity

122 Activity Aruba Australia Austria

B Logs ; .
Azerbaijan Bahamas Bahrain

Check each country manually that you wish to *BLOCK* or alternatively (recommended) use the Select
All option and uncheck the specific countries that you wish to permit access from.

155

& Foldr



United Arab Emirates [l United Kingdom [ United States
United States Minor Outlying Uruguay Uzbekistan
Islands

Vanuatu Wenezuela Vietnam

& virgin Islands, British & virgin Islands, U.S. & wallis and Futuna
& Western Sahara & vemen B Zambia
Zimbabwe

To confirm your selection, click SAVE CHANGES

Delegated Administrators

The Foldr server supports sub administrators to delegate access to Foldr Settings. Local or external
LDAP (Active Directory) users/groups can be granted access. The main built-in fadmin administrative
account can still be used alongside any nominated LDAP/local accounts.

There is a comprehensive set of permissions and users can be presented with only specific areas of the
Foldr Settings admin interface as required. As an example, this could be used to allow a group of users
to sign in and view the user Activity logs only, while not being able to view or make other changes to
the system.

1. Navigate to Foldr Settings > Users & Groups > Administrators and click + Add User or Group

Foldr Settings Server Time: 16 Jun 2022 14:00:26  Hello fadmin ~

iance®
B Appliance Users & Groups
[ Integrations
Users Groups Administrators
%27 Users & Groups

+ Add User or Group

(= Files & Storage

2. Search for a user or group as required.

156

& Foldr



Permissions

*El Senior Management
Settings

[ Use Settings
Restart server
Shutdown server
Test server settings

Change fadmin password

Appliance

Configure server settings
Wiew server status
Configure license
Configure network

settings
Configure server services

Configure time settings
Configure and check for

updates
Configure infrastructure

settings

Files & Storage

Configure shares and

storage
Configure search service

Manage shared items

3. Select ‘Use Settings’ - This is vital, or the user will be unable to sign in. Other permission elements
become active when this is checked.

Permissions

E Senior Management

Settings

Use Settings

[T Restart server

[l Shutdown server
[C] Test server settings

[l Change fadmin password

Appliance

[ Configure server settings

View server status
Configure license
Configure network

settings

Files & Storage

[l Configure shares and

storage
[l Configure search service

[ Manage shared items

Configure server services

4. Check the additional permissions that you wish to grant to the user / group. In this example we will
be allowing anyone in Senior Management to view the user activity logs.

& Foldr
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Activity

View user activity

[l Canfigure activity settings

5. When you have finished selecting the permissions required, click Update (bottom right)

6. Click SAVE CHANGES to confirm (top right)

In the example above, any member of the Active Directory group ‘Senior Management’ can now sign
into the Foldr Settings interface (https://address-of-foldr:30537/settings) and will only have access to
the Activity menu.

Foldr Settings 16 Jun 2022 14:08:26 Hello demo.user@minnow.it

2 Activity Activity

Activity Reports

Date s IP Location User User agent
16,/06/2022.. 101136 mike.demo M Foldr on windows

16/06/2022... 1 & Foldr on windows

16/06/2022... 109.150.118... Chelmsford mike.demo @ Microsoft

Root Console Access

The root account on the Foldr appliance is not accessible to the end user or Foldr technical support.
By design, there is no backdoor account with a static password into the appliance (other than fadmin or
tadmin in multi-tenant mode). The root account has a complex, randomised password and this
password is automatically changed again upon each system boot.

In the event of technical support requiring greater access to the appliance console for troubleshooting
purposes, a dedicated account (fsupport) is available which can then sudo as required to run
commands.

The fsupport User (Foldr Support)

The fsupport account password is randomised upon each system boot and is accessible only to Foldr
technical support by decrypting the password once the customer enables ‘Technical Support Mode’
(option 2 from the VM console menu or issuing the command support-enable from the console)
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When the menu option is selected, an encrypted string is available to technical support in the browser
(on SSL port 30537) - the encryption key to decrypt this is composed of a unique hardware identifier
on each appliance and a unique support ID string stored within the customer licence key.

Authentication Rate Limiting

Foldr v4 includes a default limit set that will prevent a user signing in after 10 failed attempts in one
minute. The user will then need to wait a further 60 seconds before any login attempts will be
processed. This feature has been designed to mitigate against malicious attacks on the service such as
brute force attempts on account passwords.

Mobile Devices & Security

Foldr v4 provides built-in two factor authentication for web, desktop and mobile devices running the
Foldr apps. Mobile devices (iOS & Android) running the native Foldr apps also have the ability to
enforce passcodes, PIN or Touch ID (iOS only) to protect access to corporate resources.

The mobile apps can be run in Personal or Shared modes and for personal devices, Foldr also provides
the ability to store credentials to allow convenient login from these devices (using best practices such
as the iOS Keychain and Android Private Shared Preferences). Finally, the server-side Device Approval
feature can be used to only allow pre-approved devices to be used against the Foldr server.

13:02

Set Passcode

2
5

/ 8 9
0

iOS - PIN / Passcode entry
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iOS - Touch ID being used to unlock access to
the app

Touch ID for “Foldr”

Unlock Foldr

Cancel

Android - PIN / Passcode entry

1 2 3
4 5 6
7 8 9

0 <

On both Android and iOS platforms, a complex passcode can be optionally used instead of a 4-
character PIN and both can be configured to force PIN/Passcode or Touch ID entry to unlock the app
each time it is backgrounded and reopened (Lock on Wake).

Lock on Wake can be configured within the app settings menu (cog icon) or enforced via MDM on iOS.
See section 23 for more information of managing the app configuration via MDM.

Use App Passcode

iOS app - Security settings
Change Passcode

Complex Passcode

Lock On Wake

Enable Touch ID

Revoking Mobile Device Access
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In the event of a mobile device becoming lost or stolen it is best practice to remove the ability to sign
in from the lost device, or continue a user session if the device is running a session of the Foldr app
and it is already signed in. Using Foldr v4, a user can quickly revoke access to the device by logging
into the Foldr (user) web app > ME > My Devices and clicking the red box next to the device.

2 PINNEDFILES & ACTVITY  Mike Tumer

nt My Files Me
Q Search Security Email and phone Services My Devices
[ My Bookmarks MName IP Address Last Accessed &
A
[J iPhonet 45.89.242,190 15 Jun 2022 13:12 n
&3 My Apps
& Chrome 102.0 on Windows 10 64-bit10.1.1.36 13 Jun 2022 13:41

Remove Connected Device

This will remove this device from Foldr. You will
have to sign in again on this device.
Are you sure that you want to continue?

After clicking YES, CONTINUE the device will be revoked and anyone using the device will be unable to
log in, even if credentials are stored. Should a user attempt to use the app on a revoked device (and
connect to the appliance or interact with it if already logged in) the users account profile in the app is
also automatically removed.

T : iOS app - Device revoked message
oops!

Access has been revoked for this device - . . . . .
username mr.smith, address Any existing session is automatically logged out

foldrv4.minnow.it if the user tries to interact and the local account
profile is removed.

OK

If the user has two factor authentication enabled on their account, they can remove trusted devices
from the Web App menu > Me > Security The administrative fadmin user can also revoke user’s
devices from within Foldr Settings > Users & Groups.

Find the user in question, double click the user to bring up a summary dialog and navigate to the

Devices tab and remove the device in question to revoke access.
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If the user has two factor authentication enabled, the administrator can reset their 2FA status within
Foldr Settings > Security > Multi-Factor > Active Users

Logging User Activity

The Foldr appliance automatically records all user activity and retains the data for 3 calendar months.
The logs are accessible from Foldr Settings > Activity. The logs are stored within the configuration
database (infrastructure appliances in a multi-appliance deployment) and are searchable by user and/or
date.

The following entries are logged:

e Authentication success or failure, including MFA/two factor authentication
e Client IP address

e Username

o Date/time

e User agent string

e File action taken (list folder, move, edit, delete, upload, share etc.)

User activity logs can be downloaded to a local workstation in text format or exported directly into a
web browser.

Activity
Activity Reports Configuration

P Location User User agent
heimsford R

[sBEaBEA)
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14. Appliance Modes (Infrastructure & Client Access)

Administrators have the option of deploying Foldr in a multi-appliance scenario where the central
configuration database(s) can be held on a non-internet facing appliance(s) and one or more client
access Foldr appliances can be deployed for handling user sessions.

To configure the appliance mode, use the drop-down menu available within Appliance > Infrastructure
> Configuration > Appliance Mode.

Infrastructure (Database) Appliance

To designate an appliance in Infrastructure mode select ‘Provide database services to other
appliances. All servers must be entered using the IP address rather than DNS hostnames. Based upon
the values entered, the firewall on the appliance is automatically configured when the settings are
applied.

Server Mode

Provide database services to other servers

Trusted Servers

10.1.1.08
10.1.1.09

10.1.1.10

Disabling User Sessions (Client Access) on the Infrastructure / Database appliance

By default this setting is enabled, however it may be desirable for an administrator to disallow user
access to an appliance in Infrastructure mode.

Status Metwork  Services Date & Time Updates Infrastructure
Configuration Keys Cluster

Client Access

Enable client access for this server

Client Access Appliance
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To designate an appliance in Client Access mode, select ‘Connect to another appliance for database
services. Enter the IP address of the infrastructure appliance(s) in the field provided. Again, based
upon the values entered, the firewall on the appliance is automatically configured when the settings
are applied.

Server Mode

Connected to other servers for database services -

+
[a]
w
il
]
T
o’
T
m

Encryption Keys in an Infrastructure & Client Access deployment

IMPORTANT - When deploying Foldr v4 in multi-appliance design, the encryption key and hashing
salt must match across all appliances.

You can reveal the encryption keys being used from Foldr Settings > Infrastructure > Keys and you will
be prompted to supply the fadmin account password to unhide the encryption key itself. To replace
the key & salt, highlight the existing value from another appliance and copy/paste in the new desired
value, finally click Save. Once the encryption key has been changed your session will be logged out
and you will need to log back into Foldr Settings.

Creating an Infrastructure Cluster

Foldr v4 supports clustering the infrastructure role across any number of appliances from 2-20
instances. This may be desirable for environments that have the server resources available to create a
scalable and highly available Foldr deployment.

The clustering technology used in Foldr v4 provides synchronous multi-master replication and as such
any database changes made on one cluster node are immediately replicated to others in the cluster
with no risk of data loss, even in the event of a cluster node going offline.

It is recommended to use an odd number of appliances with a minimum of 3 nodes (infrastructure
appliances) when creating a clustered environment to avoid a possible split-brain scenario. A 3-node
cluster strikes a good balance between cluster size, performance and gives the ability to support a
single appliance failure and will continue to run without disruption.

The steps to create a multi-node cluster are:
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1. Configure each appliance with a static IP address (or use reservations in DHCP to avoid
possible IP configuration changes)

2. Select ‘Provide database services to other appliances’ from Foldr Settings > Infrastructure,
entering the IP address of each cluster member in the Cluster tab. IMPORTANT - It is vital
that you include the IP address of the appliance that you're currently configuring on each.

3. Once all cluster members have been configured and the changes saved. You should power
down all potential cluster members, except one. Once all cluster members are offline, reboot
the remaining cluster member and wait for the system to complete the boot sequence.

4. All other cluster members can now be powered on. It is recommended that you allow each
system to complete the boot process (So the login screen is shown on the console) before
powering on the next cluster member.

5. If using satellite client access appliances to work with the infrastructure cluster, enter the IP
address of each under TRUSTED SERVERS within Foldr Settings > Infrastructure.

Checking Cluster Status

When the database cluster is operational you should be able to make changes on any cluster member
or client access appliance (Add service account, install licences add shares, service accounts and so on)
and all changes should be quickly reflected across all other members of the cluster.

You can check the size and health and of your cluster using the verbose information displayed on the
Cluster tab. You should pay attention to the following three options.

wsrep_cluster_size - This will display the number of nodes currently in the cluster (recommended
minimum of 3) - Note that client access appliances do not count towards the total cluster size.

Checking Replication Health

wsrep_local_send_queue avg and wsrep_local_recv_queue_avg - In normal circumstances both values
should remain at 0.0 (or very close to it). A higher value indicates replication throttling or network
throughput/connectivity issues.

Configuring Client Access Appliances with a Cluster

For best performance and failover, it is recommended that you configure each client access
appliance to use one cluster member for main database operations (read), another for
database writes and select a third cluster member for failover.
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Multi-tenancy allows you to run multiple independent instances of Foldr, with each being accessible as
a subdomain. Each subdomain / customer tenant instance is licenced and configured separately and
provides the ability to support environments that run different Active Directory domains from a single
virtual appliance or cluster of appliances.

Typical usage scenarios for multi-tenant mode would be a service provider providing hosted file access
services to multiple customers. Each tenant organisation (customer) would access Foldr using their

dedicated tenant subdomain. i.e.

https://apples.yourdomain.com
https://oranges.yourdomain.com

Multi-tenant mode can only be managed from the virtual appliance console using the following
commands.

To enable multi-tenant mode:

tenant-enable

To create a tenant:

tenant-add “name-of-customer” s* ubdomain

For example, to create a tenant called Apples Corp that will use the subdomain apples. The use of
quote marks as shown is important when creating a multi-worded tenant name:

; : group Foldr Mandator
Creating group Foldr Optional
enant Hpples Corp added succ

To list all tenants and show the user count for each instance:

tenant-list

To remove a tenant:

tenant-remove subdomain

Please note that this does not remove any user files. Just the tenant subdomain and its configuration
are deleted.
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Tenants in an Infrastructure and Client Access Deployment

If you have deployed Foldr with infrastructure and client access appliances, each appliance in the
deployment should firstly be placed into multi-tenancy mode by running ‘tenant-enable’. Once this
has been done you can create your tenants as required on one of the appliances in the cluster.

Syncing Tenants

IMPORTANT - After creating your tenants you must synchronise the tenant’s encryption keys across
all other Foldr appliances before the tenant subdomains are usable. The following command should be
run from the Foldr appliance upon which all the tenants were created on.

The STATUS column when running tenant-1ist should state ‘OK’, if the appliance is missing the

keys you must run tenant-sync from another appliance that can provide them. If you attempt to run
tenant-sync from an appliance with missing keys, an error will be displayed, and the sync operation will
be aborted.

In the example below, Pears Corp (https://pears.yourdomain.internal) is currently unusable on this
system due to missing encryption keys:

=

| Hame User count

arani

appléz_

]
Mo key,

_________________ +

Tenant-sync command example:
tenant-sync appliance-ip-1 appliance-ip-2 appliance-ip-3 -p password

The -p argument used above is optional and will only work if all appliances are using the
same fadmin password. Otherwise, you will be asked to provide a password for each appliance
individually.

This command ensures that all appliances use the same encryption and hashing keys for individual
tenants. For correct operation, these keys must be synced between all client access appliances. It is
also recommended that you sync them with your infrastructure appliances as well.

To disable multi-tenant mode :

tenant-disable

DNS & Multi-Tenant Mode

IMPORTANT - DNS must be correctly configured, both internally and externally for multi-tenant
mode to work correctly. If one does not already exist, a lookup zone should be created for the domain
name and Host / A records created for each tenant. Each A record must be configured to resolve to
the IP address of the Foldr appliance. If a load balancer is being used in front of multiple client access
appliances, the host record should resolve to the IP address of the load balancer.
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It is also important that the preferred and secondary DNS servers that are configured on the Foldr
appliance can resolve all customer Active Directory domains that are used. Also, all paths (LDAP
servers, shares, home folders and so on) must configured fully qualified.

Configuring & Licencing Tenants

The administrative fadmin account can configure each tenant by browsing to:

https://tenant-subdomain.yourdomain.com/settings

The tenant instance can then be configured as normal.

NOTE - The default /settings admin Ul at https://IP-address-of-Foldr/settings serves no purpose in
multi-tenant mode and should not be used.

Delegated Administration of the Tenant

When a new tenant is created, the Foldr administrator can sign into the tenant’s settings admin Ul
(https://tenant-subdomain.yourdomain.com/settings) as fadmin and delegate administrative
permissions to either local or Active Directory users.

Granular administrative access can be granted to local or Active Directory users or groups under Foldr
Settings > Users & Groups > Administrators.
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16. Multi Factor Authentication (MFA/2FA)

What is 2FA?

Also commonly known as two-factor authentication (2FA), multi factor authentication in Foldr is an
optional security feature and is a method of confirming users’ claimed identity as they sign in.
Essentially MFA provides additional assurance that user A logged into a system, such as Foldr is indeed
user A, and not another person that may have simply obtained their network credentials. This
assurance is provided as the user must provide 2 factors to complete the authentication process,
namely something they have, in conjunction with something they know.

In the use case with Foldr, something the user knows is their username and password. Something they
have is an ever-changing time-based one-time password (TOTP / OTP) delivered via a third-party
application. The third party application in this case being an authenticator app installed on a
smartphone or tablet.

The OTP based two factor authentication mechanism used in Foldr v4 has been adopted by many of
the leading software vendors as a robust method of authenticating users; more information on the
TOTP algorithm is available here.

This feature enables the administrator to require selected individuals or groups of users to comply with
the 2FA requirement at login before they are granted access to resources via Foldr. 2FA can be
optional or enforced upon users/groups depending on local security policy. If 2FA is optional a user
can enable it within ‘Security Settings’ when logged into the Foldr apps. A user is always required to
enter their username and password when enabling or disabling the 2FA feature.

To use the built-in 2FA feature with Foldr, the recommended method of generating the user’s one-
time passwords is by using an authenticator app on a smartphone. There are numerous free apps that
provide this facility for all major mobile platforms, however two that work well are Authy and Google
Authenticator:

Authy Google Authenticator

If a user does not own a compatible device to run an authenticator app, OTP plugins are also available
for desktop browsers (for example, Authy is available for Google Chrome)
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IMPORTANT - It is vital that the Foldr appliance system clock is accurate to ensure MFA works
correctly.

The system time can be confirmed by running the date command on the appliance console. The time
is also shown in the Foldr Settings.

If you find that your system time in not correct, it is recommended that you firstly ensure your Time
Zone is correct within Foldr Settings > Appliance > Time Settings. If NTP is being used, the

administrator can force the system clock to synchronise with a chosen time server (usually local
domain controller) using the following console command:

time-sync x.x.x.X
Time settings are covered in a dedicated online KB article here.

Enabling Multi Factor Authentication for Users

The administrator can enable 2FA for specific users or groups within Foldr Settings > Security > Multi
Factor > Users & Groups tab. There are two deployment methods:

- Required (Enforced)

Users will be forced to enroll in 2FA immediately when they next access Foldr via the web, mobile or
desktop apps.

- Optional
The user can enable 2FA through the web or mobile apps at a time of their choosing).

The example below shows enforcing 2FA for all members of the Active Directory security group
‘Marketing’.

1. Browse to Foldr Settings > Security > Multi Factor > Users & Groups:
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Security

Certificates Settings Permissions Passwords WebAuthn Multi Factor
Settings Devices Users & Groups Active Users

Required
E] Marketing
Optional

Mone Configured

User Enrolment

The basic process of user enrolment is as follows:

e User installs their chosen authenticator app on smartphone or tablet

e User logs into Foldr using Active Directory credentials

e The user opens the authenticator app and scans the QR code of their shared secret and
optionally notes emergency backup code

e User verifies enrolment by entering 6-digit OTP shown in the authenticator app to complete
login

e Useris now enrolled in 2FA

When a user logs into Foldr and 2FA is marked as required, they will be prompted with the enrolment
screen the first time they log into Foldr.
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Enter this secret into your authenticator app

g5sw gzld me3d onlg mezw emld ge

Emergency Backup Code

Make a note of this code and keep it somewhere safe. If vou lose your device you'll need

to use this code to access Faldr.,

110a8871dae4fd18

If a user has 2FA configured as optional then the backup code will simply allow the user to log in and
2FA will be disabled until manually re-enabled within Security Settings in the Foldr interface.

To enrol successfully, the user must create an account within their chosen authenticator app and
select SCAN QR CODE.

If the scan QR Code option is not available, you can manually enter the 28-alphanumeric secret shown
below the QR code image.

Authy and Google Authenticator screenshots shown below after completing the enrolment process,
note the six-digit OTP code being shown in each app.
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The user will now be prompted to enter their OTP each time they authenticate with Foldr.

NOTE - The one-time password changes every 60 seconds (30 second countdown per code within the
authenticator app, plus a 30 second grace period). Since the OTP relies upon the current time and the
shared secret associated with the user, it is important that the system clock on the Foldr server is
correct and remains in sync.

It is recommended to use NTP as the Foldr server time source.

Trusted Devices

Allow users to trust devices

Default trust state E

By default, this option is enabled. Once a user has successfully passed 2FA they can mark the device
as a ‘trusted’ by using the checkbox provided. From this point on they will not be required to enter the
OTP code using that device or browser, however, trust status is not linked between web browsers on
the same computer. i.e. If a user marks trust this device in Google Chrome, they will still be forced to
enter the OTP in Internet Explorer or Mozilla Firefox.

The admin can disable the ability for users to trust devices globally using the toggle ‘Allow users to
trust devices’ off, or the option to trust may be set on a per-app/client basis.

A users trusted devices can be viewed within Security Settings, when logged into the web app.
Trusted devices may be deleted if required.
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Allow Backup Codes

Emergency backup codes are enabled by default. The user will be presented with an emergency
backup code that can be used to reset the 2FA status of their account, without the administrators
assistance.

The user will then be prompted to re-enrol upon next login. This feature may be useful if the user
loses access to their authenticator app (mobile phone is lost/ stolen).

Resetting 2FA Enrolment Status

Within Foldr Settings > Security > Multi Factor > Active Users, the administrator can reset a user’s
existing 2FA status by clicking the in-line reset button next to their username.

Security

Certificates Settings Permissions Passwords WebAuthn Multi Factor

Settings Devices Users & Groups I Active Users I

Demao User - demo.user@minnow.it @

The following prompt will be displayed, and when Yes, Proceed is clicked the user is removed from the
list, and they will be forced to re-enrol at next login if they fall under the mandatory 2FA policy.

Reset

Are you sure that you wish to proceed?

‘ Cancel ‘ YES, PROCEED

Security Considerations - 2FA & Foldr Drive (WebDAV)

Foldr allows users to connect and access their storage areas using a third-party WebDAYV client, this
includes the ability to map a drive in Windows or Mac OS X using Explorer / Finder. Foldr Drive acts
as a WebDAYV endpoint to provide this functionality and because of this, it is not possible to provide
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support for two factor authentication.

If you have a mandatory requirement for users to log in using 2FA then Connect with WebDAYV should
be disabled for users. This can be achieved by configuring an appropriate DENY rule under Foldr
Settings > Security > Permissions > Connect with WebDAV.

If mapping a drive is desirable for users that must comply with a 2FA policy, the Foldr Windows and

macOS apps both provide full support for the built-in 2FA feature or Duo 2FA. Mobile apps mobile
apps only support Foldr 2FA at the time of writing (March 2019).

Support for third-party 2FA (Duo)

If the organisation has already invested in the popular 2FA solution from Duo, this can be used instead
of the built-in 2FA feature in the appliance. Full integration steps are available on the online KB here.
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WebAuthn

As well as traditional MFA/2FA with one-time passcodes, Foldr is also supports secure user sign in
using Web Authentication API protocol (WebAuthn). Webauthn was developed by Yubico, Microsoft,
Google and others to create a standardised phishing-resistant authentication mechanism.

WebAuthn allows users to register one or more authenticators in Foldr and they can then sign in to
the web and desktop apps using a hardware device (physical security keys, such as the YubiKey) or
biometrics by leveraging technologies such as Windows Hello (facial recognition or PIN entry) or
macOS FacelD/TouchID.

More information about WebAuthn can be found here:

https://webauthn.guide/

https://developers.google.com/codelabs/webauthn-2fa-key#1

The Foldr administrator can enable WebAuthn for users/groups as required by the organisation and
can even remove a user’s ability to sign in using a standard password, enforcing the use of a registered
WebAuth compatible authenticator. Alternatively, the admin can offer both traditional user sign-in
using passwords (with 2FA) if required or the option of using a WebAuthn compatible device using a
dedicated button on the web sign-in screen.

App Compatibility

Signing in with a security key is supported in the Foldr web, Windows and macOS desktop apps.
Enabling Security Key Sign-In for Users

WebAuthn is disabled by default and can be enabled for users/groups as required. In the example
below, WebAuthn will be enabled for members of the Marketing department in Active Directory:

1. Sign into Foldr Settings and browse to the Security > WebAuthn tab.

Security
Certificates Authentication Permissions Passwords WebAuthn Multi Factor
Settings Active Users
Allow users to sign in with security keys ®)

2. Enable WebAuthn by toggling on ‘Allow users to sign in with security keys'
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Settings Active Users

Allow users to sign in with security keys

3. Create a WebAuthn profile and assign it to users/groups. Click + Add New

Profiles

+ Add New

Drag to reorder

None Configured

4. Give the Profile a suitable name

Profile
Settings Users & Groups

MName

Marketing WebAuthn [Profile

Device Sign in

Optional >

Disable password sign in when enabled O

5. Decide if users should be forced (Required) to register a security device when they next sign into
Foldr, or if they can add a device later at a time of their choosing (Optional).
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Device Sign in

Optional =
Optional
Required

6. Click the Users & Groups tab

Profile

Settings | Users & Groups

Mame

Marketing WebAuthn [Profile

Device Sign in

Optional -

Disable password sign in when enabled )

7. Search for the User or Group that you wish to assign the profile. In the example below an Active
Directory group ‘Marketing’ is being used.

X
Profile

Settings Users & Groups

Marketing|

fu] Marketing

Mule wulingureu

8. Click the Update button

178

& Foldr



UPDATE

9. This will return you to the main WebAuthn screen. Click Save Changes to commit changes or add
another profile if required.

‘ SAVE CHANGES

The setup process is complete. Users will now see a ‘sign in with a security key’ button at the bottom
of the web sign-in dialog:

Welcome to Foldr

Foldr HQ

Username

NEXT

Forgot password?

& & @ Sign in with a Security Key

User Experience - Registering a WebAuthn Device

If a user signs in and their WebAuthn profile is set as optional, they can enable/register their security
key or Windows Hello/macOS TouchlID within the Me menu in the Foldr web app.
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™ ACTIVITY  Mike Turner

2 Me

&% Uploads

& Password Control

£ Refresh My Files

B Disable Thumbnails

& Install Foldr Apps  »

& Lock

& Sign Out

Within the ME screen, click + Register New Device.

Security Keys

You have no connected devices

+ Register New Device

If Windows Hello (Pin, Face or Fingerprint) is enabled in Windows or TouchID is enabled in macOS you
will be prompted to register at this point.

Otherwise, the user is prompted to enter a compatible WebAuthn/FIDO2 physical security key
(typically USB Type-A or Type-C) and the PIN for the device will be requested.
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Windows Security

Making sure it's you

Set up your security key to sign in to™ -  Eee™ =l

=i ——w = -

This request comes from Firefox, published by Mozilla
Corporation.

8

Insert your security key into the USB
port.

Cancel

Once the PIN has been entered, the user will be prompted to touch the security key to complete the
registration.

The device will now show within the user's Me tab > WebAuthn section with the date/time also
shown when registered.

Security Keys
+ Register New Device

Registerad Last Accessed

Pl 15 Dec 2020 12:21 15 Dec 2020 12:21

Multiple devices may be registered as required (Windows Hello may be registered, along with physical
USB keys)

User Experience - Signing in with a Security Key

On the web app sign-in screen, click the Sign-In with a security key button
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Welcome to Foldr

Foldr HQ

Username

Forgot password?

£ & @ Signin with a Security Key

The standard Windows/macQOS dialog will be shown to provide the security key/provide PIN or
biometric input. In the example below the Windows Hello Face prompt appears and the web app will
sign in etc.
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o’

Hello Mike!
Select OK to continue.

More choices

Security key

OK Cancel

If a physical USB device is being used, you are prompted to provide the PIN

Windows Security

Making sure it's you

Set up your security key to sign in to beta.minnow.it as
mike.demo@g.foldr.io.

This request comes from Firefox, published by Mozilla
Corporation.

Please enter your security key PIN.

.

Cancel
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The user is then prompted to touch the device.

u

Touch your security key.

The app will then sign in.
Windows/macOS App Sign-In Process
Requirements:

Web sign-in must be enabled for the desktop apps to support WebAuthn Security Key sign-in. This is
configured on the server under Foldr Settings > Devices & Clients > Windows/macOS. Note -
Web sign-in is enabled by default.

Devices & Clients

Connected Devices Approval Rules Mabile Windows macOS Web & Other App Profiles
Windows Windows Server
Windows

Enable

Require device approval O

Minimum version - Leave blank for no restriction

Use web sign-in E

The process to sign in to the desktop apps is very similar to the web app (above), however, the user
must provide their username first. If the user doesn't provide their username, they will see the
following prompt.
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Welcome to Foldr
Foldr HQ

oo .

Please enter your username and
click "MNext" to use your security
key

Managing Security Keys
A user can manage their registered security keys in the web app’s Me menu screen.

Foldr administrators can search for and view/remove user’s registered security keys in Foldr Settings
> Security > WebAuthn > Active Users.
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17. SSL Certificates

All user activity, regardless of the method of connection (web app, iOS app, Android app or WebDAV)
takes place over HTTPS. As such Foldr is supplied with a self-signed certificate to encrypt user and
administrative sessions. A self-signed certificate will, by default, always present the user with
certificate trust / server identity warnings in web browsers and on mobile devices. Whilst these can
be bypassed (or suppressed in the mobile apps), it is recommended that you install a signed certificate,
either using the free Let's Encrypt certificate authority that Foldr provides support for or from a
certificate provider such as GoDaddy, Verisign, GlobalSign, Thawte etc. This will then enable your
users to connect without certificate prompts and additional features are also available such as the
ability to map a network drive from a Windows based client and use the media streaming features in
iOS.

HSTS Considerations

The Foldr v4 appliance has a security feature enabled by default called HTTP Strict Transport Security
(HSTS) - This means that once the appliance has been switched from using the built-in self-signed SSL
certificate to a signed (trusted) certificate, all client browsers that have connected to the system will
expect a valid SSL connection from that point moving forwards. You CANNOT revert to a self-signed
certificate or temporarily run the system with an expired signed certificate. (All client browsers that
have connected previously will reject the connection)

As such it is important that the administrator manages the SSL certificate correctly on the Foldr
appliance (ensure the SSL certificate does not expire!) to ensure no disruption of service to end users.

In the event of the Foldr appliance moving from a valid signed certificate to either an expired or self-
signed certificate, the appliance is accessible via public or private IP address only until a valid SSL
certificate installation is restored.

Let’s Encrypt SSL Certificates (at no charge)

Foldr v4 provides built-in support for the Let’s Encrypt Certificate Authority. This service provides
signed SSL certificates at no charge with ongoing automatic renewal. This is a good option for sites
that do not already own a wildcard or UCC/SAN certificate that can be used with Foldr.

Let’s Encrypt intermediate certificates are cross signed by IdentTrust Certificate Authority and as such
are trusted by all major web browsers and mobile devices. The built-in integration within Foldr Settings
Security > Certificates provides a quick, automated, and convenient mechanism of requesting and
installing the signed certificate which are ready to use immediately.

To get started with Let’s Encrypt, enable the ‘Use Let’s Encrypt’ switch and enter the external URL of
the Foldr appliance. Note - this service requires the appliance to be available externally (over both
HTTP & HTTPS) due to automatic certificate request and domain validation process used by Let’s
Encrypt.
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Let's Encrypt
Enable

foldr.your-domain.com

Once the certificate domain has been entered and you click Save there will be a short delay (5-10
seconds) while the certificate request is sent to Let's Encrypt, and the signed certificate installed.

Troubleshooting Let’s Encrypt SSL Installation

Due to the nature of the validation process, Let’s Encrypt will not successfully issue the SSL
certificates where any form of HTTPS inspection / MITM web filtering or firewall product intercepts
and re-signs the network traffic between Foldr and the Certificate Authority. If a product of this type
is deployed at the site, then the Foldr appliance IP address should be whitelisted. The external domain
of ‘letsencrypt.org’ should also be marked for exclusion from the HTTPS web filtering policy.

The Foldr appliance must be accessible externally over both TCP port 80 (HTTP) and TCP port 443
(HTTPS) for Let’s Encrypt to successfully complete the certificate request, challenge handshake and

installation.

More information on the Let’s Encrypt project is available here and on their official website
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Requesting and Installing a purchased signed SSL certificate

If instead of using Let’s Encrypt, you wish to purchase an SSL certificate from a traditional Certificate
Authority such as GoDaddy or Verisign you must firstly generate a Certificate Signing Request (CSR)
and private key pair.

Steps required:

1. Generate your Certificate Signing Request (CSR) and Private Key pair:

This can be done several ways, but a quick/easy route is to use the Easy CSR tool on the DigiCert
website which will produce a single command to run which will use a locally installed version of

OpenSSL to generate your CSR and private key.

DigiCert Easy CSR

2. Complete the required fields and click Generate.
Certificate Details

Common Name: demo.minnow.it
Organization:  Minnow IT Ltd

Department: [T

City: Eristol
State f Province:  South Gloucestershire
Country:  United Kingdom -
Key Size: | RSA 2048 (recommended) .

3. This will output the required OpenSSL command to generate a CSR and Private Key pair. Copy the
command to the clipboard.

rformation

Mow just copy and paste this command into a terminal
session an your server. Your CSR will be written to
demo_minnow_it.csr.

openss! req -new -newkey rsa.2048 -nodes -out
demo_minnow_it.csr keyout demo_minnow_it key -subj °/C=GE

(ST=South Gloucestershire/L=Bristol/O=Minnow IT Ltd/OU=
(CM=demo.rminnow.it
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OpenSSL is available by default on macOS and most Linux installations. If using a Windows
workstation, OpenSSL must be installed separately and can be obtained here - the smaller ‘Light’
version is fine for this purpose, selecting Win32 or Winé4 as appropriate.

Run the OpenSSL command in Linux/macOS Terminal as given. For Windows systems, open an
elevated command prompt (run as Administrator) and cd to \bin inside the OpenSSL directory
(C:\OpenSSL-Win64\bin for x64)

OpenSSL may also be installed (depending on version) in C:\Program Files\OpenSSL-Winé4, adjust the
command as required.

Bl Administrator: Command Prompt — O W

c:\OpenSSL-Win64\bin»openssl req -new -newkey
r -keyout demo_foldr_io.key -subj "/C=GB/S5T=South Gloucestershire/L=Bristol/0=Minno

wWw IT Ltd/OU=IT/CN=demo.foldr.io"

The CSR and Private Key will be created in the working directory.

EX Administrator: Command Prompt — O Y

Gloucestershire/L=Bristol/0=Minno

C:\OpenSSL-Win64\bin>

5. Save both the entire private key and CSR as separate text files to your computer. You will need to
send the CSR to your chosen certificate provider as part of the process of requesting your certificate.

6. You will be required to confirm your ownership of the domain, usually by way of an email to the
registered contact of the domain held by the registrar.

Once you have validated your certificate request / domain ownership, you will receive a second email
to tell you that the signed certificate is ready for download. There can be a slight delay between
confirming your domain ownership and your signed certificate being created by your provider.

When ready and downloaded, open the signed certificate and Private Key into a text editor and paste
into the relevant boxes on the Foldr Settings > Security > Certificates screen.

You should also obtain your Certificate Provider’s Root and Intermediate Chain certificates from their
support portal and paste these in at the same time. Some certificate authorities issue a bundle
certificate (which is the CA Root and Intermediate Chain combined into a single file) you need to install
this into the Certificate chain box and leave the CA Root box blank.

8. Click SAVE and your certificate will be installed after a few seconds.
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Your SSL certificate installation should now be complete, and you will no longer receive warnings in

the browser or apps when accessing Foldr through the URL (Common Name) protected in the
certificate.

The SSL installation can be verified by using an online validation tool such as
https://www.sslshopper.com/ssl-checker.html
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Using an Existing SSL Certificate
If you have an existing UCC/SAN or wildcard certificate, this can be imported into Foldr.
In the case of a SAN certificate you will need to add the Foldr common name (appliance URL) to the

list of Subject Alternative Names. Wildcard certificates are usually available / exported from other
existing servers in PFX format which is commonly used in Microsoft Windows Server environments.

Wildcard (PFX format) Certificate Installation

A certificate in PFX format contains both the signed certificate and private key, as such you must
extract each as an individual file, so they are available to install into the Foldr appliance.

If using a Windows workstation install OpenSSL complete package from (Mac OS X has OpenSSL built
in):

http://gnuwin32.sourceforge.net/packages/openssl.htm
Open an elevated command prompt and change directory to:
C:\Program Files\GnuWin32\bin (copy your PFX here also) and issue the following commands:

1. Extract the private key from the PFX file (assuming your PFX is called certificate.pfx) and write it to
a PEM file called (privateKey.pem)

openssl.exe pkcsl2 -in certificate.pfx -nocerts -out privateKey.pem
2. Extract the certificate from the PFX file (called publicCert.pem):

openssl.exe pkcsl2 -in certificate.pfx -clcerts -nokeys -out publicCert.pem

3. Remove the password from the private key file (writes a new file called private.pem):

openssl.exe rsa -in privateKey.pem -out private.pem

Both files that you create at steps 1 & 2 will be written to the bin directory. Please note, it is vital that
you remove the password from the private key otherwise the certificate installation will fail.

Now browse to https://IP_of Foldr:30537/settings and log in as fadmin. Browse to Foldr Settings >
Security > Certificates and open your certificate (publicCert.pem), decrypted /password removed
private key (private.pem), root and intermediate certificates for your CA in a text editor and paste into
the relevant boxes. The latter can be obtained from your certificate authorities support portal on their
website.

Finally, click SAVE and your certificate will be installed after several seconds.

Verifying the SSL certificate installation
If the appliance is accessible externally, it is recommended to use an online SSL certificate validation
service to check the installation. This can highlight issues such as a missing root / intermediate

certificates (broken chain) which may cause issues for users connecting from certain device types.

Basic SSL Installation Test - https://www.sslshopper.com/ssl-checker.html
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Server Hostname

foldrv4.minnow.it

o foldrv4.minnow.it resolves to 46.17.165.29

o Server Type:

The certificate should be trusted by all major web browsers (all the correct intermediate
certificates are installed).

o The certificate will expire in 89 days.

o The hostname (foldrv4.minnow.it) is correctly listed in the certificate.

&wr L Common name: foldrvd.minnow.it

= )
m SANSs: foldrvd.minnow.it
| I| Valid from October 31, 2016 to January 29, 2017

Serial Number: 03f93c82c3b247a78e6f0dcfre 372409966
Signature Algorithm: sha236WithRSAEncryption
Issuer: Let's Encrypt Authority X3

4

@wﬂ Commeon name: Let's Encrypt Authority X3

< l_'\ Organization: Let's Encrypt
(-f ) Location: US
| Valid from March 17, 2016 1o March 17, 2021
Serial Number: 0a0141420000015385736a0b85eca708
o Signature Algorithm: sha256WithRSAEncryprion
Issuer: DST Root CA X3

Qualys SSL Server Test (Deep analysis) - https://www.ssllabs.com/ssltest/

Summary

Overall Rating

Certificate
I Protocol Support
Key Exchange

Cipher Strength

‘ Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
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SSL/TLS Ciphers

In its default mode, Foldr uses a ‘modern’ SSL cipher configuration. This disables weaker SSL protocols
such as TLS 1.0/1.1 and ciphers such as RC4/3DES and only permits clients to connect using TLS 1.2
and TLS 1.3.

The SSL configuration can be modified to re-enable older protocols / ciphers. This may be necessary
due for compatibility reasons with legacy firewalls in use in the network environment. To downgrade
the SSL configuration and re-enable TLS 1.0 and 1.1 use the following console command:

set-ciphers legacy
To set the SSL configuration back to default:

set-ciphers modern

With a signed SSL certificate installed and using the modern configuration the Foldr server will pass
HIPAA, NIST and PCI DSS compliance testing.
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18. Integrating Cloud Services

Google G Suite (WorkSpace) Integration

Google integration allows users Google Drive and shared Google drives to be presented through Foldr.
The system can be configured to either automatically link an on-premise Active Directory user’s
Google account and present the corresponding Google Drive, or a user can link their Google account
manually at a time of their choosing. For organisations with corporate G Suite domains, automatic
account linking is recommended (integration 1 below)

Google Integration 1 - Automated Google Account Linking

Foldr can automatically link an on-premise Active Directory user account with the corresponding user
in Google G Suite / Google Workspace. This is the recommended method of integrating Foldr with an
organisations managed Google G-Suite/WorkSpace.

The G Suite/Workspace integration allows the administrator to present a user’s personal Google Drive
storage and Shared Google Drives to users as soon as they sign in (removing the need for the user to
link accounts manually). The automatic linking option works by using a Google service account and
mapping a predefined Active Directory attribute to provide access to the correct cloud storage
account. i.e. the Foldr appliance will match the user's email address or UPN attribute to the user in the
organisation’s Google G Suite domain.

Configuring Automated Linking with Google G Suite/Workspace:
1. Browse to https://console.cloud.google.com/apis using your administrative account.
2. Create a new project

Create a new project - Click the chevron shown below. Depending on the view, it may be at the
organisation level or another existing project

= Google Cloud Platform B g.foldric «

APT APIs & Services Dashboard

3. Click New Project

Select from c.roLbri0 * I NEW PROJECT I :

If desired, you can select the location of the app engine (Europe West, US etc.) to be used under
Advanced

4. Give the Project a suitable name and click Create
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= Google Cloud Platform

New Project

Foldr (7]

I Project name *

Project |D: foldr-312214. It cannot be changed later.  EDIT

Organization *
g.foldr.io -~ 9

Select an organization to attach it to a project. This selection cant be changed later.

Location *
B g.foldrio BROWSE

Parent organization or folder

CREATE CANCEL

5. This will drop you to the APIs and Services panel. Click + ENABLE APIS AND SERVICES

Google Cloud Platform e Foldr «

APTI APIs & Services APIs & Services + ENABLE APIS AND SERVICES

«»  Dashboard
[ Library
O Credentials Traffic

i OAuth consent screen

Domain verification

A Mo data is available for the selected time frame.

] Page usage agreements

6. Search for 'drive' in the API library
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Welcome to the API Library

‘ ®
The API Library has documentation, links, and a smart search experience.
Q, [search for APIs & Services
7. Select the Google Drive API
= Foldr « Q  Search for APIs and Services
Q,  drive| X
6 results
Google Drive API

‘ Google

The Google Drive AP allows clients to access resources from Google Drive

8. Click the Enable button

Google Drive API

Google

The Google Drive API allows clients to access resources from Google Drive

ENABLE TRY THIS API [

9. This will drop you at the Google Drive API panel. Click Credentials
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= Google Cloud Platform
L APls & Services
Google Drive API

L] .
!|! Overview

& Metrics

=] Quotas

O Credentials

9, Drive Ul Integration

10. Click + Create Credentials

= Google Cloud Platform & Foldr «

APls & Services Credentials I <+ CREATE CREDENTIALS I W DELETE
L Google Drive API :

11. Click Service account

4+ CREATE CREDENTIALS W DELETE

OAuth client ID
1 Requests user consent so your app can access the user's data

Service account

Enables server-to-server, app-level authentication using robot accounts

Help me choose
| Asks a few questions to help you decide which type of credential to use

12. Give the service account a suitable name and click CREATE
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Create service account

€ Service account details

Service account name
foldr

Display name for this service account

Service account 1D
foldr-146 @foldr-312214.iam.gserviceaccount.com X

Service account description

Describe what this service account will do

CREATE

Note - The 'service account ID' is automatically populated

13. The service account permissions panel will display. Select the role as Project > Owner

Grant this service account access to project

(optional)
Grant this service account access to Foldr so that it has permission to
specific actions on the resources in your project. Learn more
Select a role y Condition
[ = [Typeto filter
Quick access ”
Currently used
Basic
All roles

e C Access Approval

14. Click Continue
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Service account permissions (optional)

Grant this service account access to Foldr so that it has permission to complete specific
actions on the resources in your project. Learn more

Role Condition
Owner hd
[ I Add condition

Full access to all resources.

-+ ADD ANOTHER ROLE

CONTINUE CANCEL

15. The grant users access to this service account dialog will display. Do not configure any options
here and click Done

Grant users access to this service account (optional)

Grant access to users or groups that need to perform actions as this service account.
Learn more

Service account users role (7]

Grant users the permissions to deploy jobs and WMs with this service account

Service account admins role (7]

Grant users the permission to administer this service account

16. Next, configure the consent screen by clicking the OAuth consent screen option in the APl &
Services menu.
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= Google Cloud Platform

API APIs & Services

«%»  Dashboard

i Library

O Credentials

i Dauth consent screen

Domain verification

o FPage usage agreements

17. Select Internal as User Type and click Create

OAuth consent screen

User Type
@ Internal @

) External @

verify your app. Learn more

CREATE

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

Only available to users within your organization. You will not need to
submit your app for verification. Learn more

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to

18. Enter a suitable App name and User support email address
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o OAuth consent screen —

e Scopes — 9 Summary

App information

This shows in the consent screen, and
helps end users know who you are
and contact you

App name *
Foldr

The name of the app asking for consent

User support email *

For users to contact you with questions
about their consent

19. Scroll down and enter Developer contact information as an email address

Developer contact
information

Email addresses *

20. Click Save and Continue

SAVE AND CONTINUE

21. The Scopes panel will display, do not configure any options here and again click Save and
Continue

SAVE AND CONTINUE

22. Scroll down on the Summary screen and click Back to Dashboard
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BACK TO DASHBOARD

23. Click Credentials in the API & Services menu

= Google Cloud Platform

APTI APIs & Services

«$»  Dashboard

i Library

O Credentials

i QAuth consent screen

Domain verification

o Page usage agreements

24. Click the Edit button highlighted below on the service account created earlier.

Service Accounts Manage service accounts
[0 Email Name
oldr-146(@foldr-312214.iam.gserviceaccount.com oldr
fold fold fold rd

25. The service account details panel with be shown. Scroll down and click the Show Advanced
Details button. Then under the Domain-wide Delegation section, copy the CLIENT ID shown here
and make a note of it as it will be used later.

26. Click the Keys tab at the top of the screen

2® Foldr «

& foldr

DETAILS PERMISSIONS KEYS METRICS LOGS
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27. Click Create new key

ADD KEY ~-

Create new key

Upload existing key

28. Leave the key type as ‘JSON' and click Create

Create private key for "Foldr"

Downloads a file that contains the private key. Store the file securely because this key
can't be recoverad if lost.

Key type
® JsoN
Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

29. A notice will appear that the private key (.JSON file) has been created and this is saved to the local
machine. Depending on your browser, you may get a Save As dialog appear asking where to save the
.json private key. Keep this file in a secure place as it will be required later in the integration.

Private key saved to your computer

A foldr-312214-bofadf25dbeb.json allows access to your cloud resources, so store it securely. Learn more

CLOSE

Click Close and the key will be shown in the summary

30. Click SAVE (directly under the key shown)
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SAVE

31. Click on the Details tab at the top of the screen and then select Show Advanced Settings (if
shown) - under Domain-Wide Delegation click the VIEW GOOGLE WORKSPACE ADMIN CONSOLE
button

VIEW GOOGLE WORKSPACE ADMIN CONSOLE [2

32. The new browser tab will open at https://admin.google.com

Click SHOW MORE

Google Admin Q

(a] Home )

» = Directory

b .U:I Devices

-
LL L]
LLL]
LL L]

Apps
» 3 Billing
@ Account

Show more

33. Expand Security > Access and data control and select API controls

-
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~ @ security
Overview
Alert center
» Authentication
« Access and data control
Data protection

Google Session control

Google Cloud session
control

Less secure apps

34. At the bottom of API Controls page select Manage domain-wide delegation

Domain wide delegation

Developers can register their web applications and ¢
to access your user data without your users having

MANAGE DOMAIN WIDE DELEGATION

35. Click Add New

API clients

4+ Add a filter

36. Paste the OAuth 2.0 Client ID as taken from step 25. In the OAuth scope field paste the following
exactly as shown:
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https://www.googleapis.com/auth/drive,profile

Add a new client ID

ClientID
104524335219000762870
|:| Overwrite existing client ID @

O4uth scopes (comma-delimited) p-4

https://www.googleapis.com/auth/drive,profile]

OAuth scopes (comma-delimited)

CAMCEL  AUTHORIZE

Click AUTHORIZE

37. Browse to Foldr Settings and create a new Service Account with Type ‘Google’ within Integrations
> Service Accounts > +Add New

Integrations

Services Service Accounts

+ Add Mew

38. Paste in the .JSON files (service account key) downloaded earlier into the Account Key (JSON) box.
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Service Account

Type
Google -

DCrescription

Goolge G Suite Auto Linking

Account Key (JSOM)

YWnplL5g02i9LéiyOTPuPYp/o+d=\n-—--END PRIVATE KEY-----\n", ~
“client_email": "foldr-639@foldr-288411 iam. gserviceaccount.com”,
“client_id": "1181072004623782058295",
"token_uri"- "https: foauth2 googleapis.com/token”,
“auth_provider_x509_cert_url™: "https: /'"www_googleapis.com/oauth?2
Mlfcerts”,
“client_x509_cert_url™: "https:/'www googleapis.com/robot/v1/metadata
w509/ foldr-639%40foldr-28841 1.iam.gserviceaccount.com”

}

Attribute for impersonation

Email -

Note that the ‘Attribute for impersonation’ being used in the example above is Email (i.e. the mail
attribute in Active Directory) - you can alternatively select the UPN (userPrincipalName in Active
Directory) or ‘Custom’.

The Custom option is useful if neither the user’s G Suite email address is populated as the Email or
UPN attributes in Active Directory and allows the administrator to enter an example of:

%username%@domain.com

Note that the 'Attribute for impersonation' being used here is Email (i.e. the mail attribute in Active
Directory). The user’s E-mail field in the General tab populates the mail attribute automatically:

207

& Foldr
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Grace Hopper Properties E

Publizhed Certificates I tdember OF I Pazsword Replication I Dial-in I Object
Security I Enviranment I Sessions I Remate contral
Remate Desktop Services Profile I Perzanal ¥irtual Desktop I COM+
General | Address I Arccount I Profilz I Telephores I Organization

;_} Grace Hopper

First name: IGrace Initials: I—
Lazt nare: IHopper

Dizplay narne: IGrace Hopper

Drescription: I

Difice: |

Telephone number: || Other... |
E-mail; Igrace.hopper@minnow.it I

Wwieb page: I Other... |

Email Address (mail) attribute in Active Directory:

Grace Hopper Propetties

Publizhed Certificates I tember OF I Fazzword Replication I Dial-in I Object

Security I Errvironment I Sesziong
Femote control I Remote Deskiop Services Profile
Gerneral Addressz I Account I Frofile I Telephones I Organization
Perzonal Yirtual Desktop I COM+ Attribute Editor

Attributes:

manageddbjects
manager <hiot ek

masteredBy <not gety

39. Click UPDATE

40. Navigate to Foldr Settings > Integrations > Cloud >Google Workspace
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Cloud

A Microsoit Azure

Amazon AWS/53 storage

ﬁ Microsoft Qutlook Add-In
]
Microsoft Teams (Beta)

41. Enable the integration

Integrations » Google Workspace

42. Under the Access section select ‘Use Service Account’ and select the service account created
earlier.

Access

Use service account <

Service Account

Goolge G Suite Auto Linking S

43. Next, create the storage object for Google Drive in Foldr Settings. Navigate to Foldr Settings >
Files & Storage -create a new storage item by clicking +Add New

44, Give the storage location a suitable name and use the Storage Address of %googledrive%
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Storage » Add New

Details Access Search and Data Advanced

Name

Google Drive

Sgoogledrive

lcan

misc-google-drive

Select the Google Drive icon (or other as required). Click SAVE CHANGES

45. Click the Access tab and select the Google service account that was created earlier. Click SAVE

CHANGES

Storage » Add New

Details Access Search and Data Advanced

Permissions
-
- FoldrUsers [ Resd |

Service Account

Goolge G Suite Auto Linking

The integration for automatic account linking with Google Drive is now complete.
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When a user logs into Foldr using the web, mobile or desktop apps, they will now see Google Drive
under My Files.

Microsoft Office documents that are hosted on-premise or in Google Drive may be edited in place
using G-Suite/Workplace cloud-based editing tools/web apps (Docs, Sheets and Slides) will save back
to their original location once the user has finished editing. As part of enabling the Google integration

the user will now see a ‘Edit with Google G-Suite’ button in the Foldr web app for Office and G-Suite
files.

Edit with Google Docs button (web app using the web file viewer)

[& EDIT :MORE

M Edit with Microsoft Office
|

& Edit with Microsoft Office 365
(G Edit with Google G Suite

Edit with Google Docs button (web file viewer disabled)

& Edit with Google G Suite

The Windows and macOS desktop apps will allow users to edit G Suite files (Docs, Slides and Sheets)
straight from Explorer / Finder - double click a native Google file and the system default browser will
launch and load the Google web app and document ready for editing.

MName ~ Date modified Type Size

= i05jpg 27/11/2018 12:10 JPEG image 21 KB
Google Slide.fgslide 18,/03/2019 16:05 Google Presentati... 1 KB

ﬂ Google Sheet.fgsheet 18/03/2019 16:04 Google Spreadshe... 1 KB

=] Google Doc.fgdoc 18/03/2019 16:04 Google Document 1 KB

B foldr-settings.PNG 20/09/2018 12:14 PNG image 33 KB

Searching Google Drive in Foldr

Providing Search capabilities through Foldr (web, desktop or mobile apps) for files in Google Drive can
be enabled by following the steps 1-4 on the following online KB article (see section titled Using the
cloud provider’s search API (no indexing required) )
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Google Integration 2 - Manual account linking
IMPORTANT - This integration method is not typically recommended for an organisation with a
managed Google G Suite / Workspace environment. Auto account linking should be used above

(Google Integration 1)

Pre-requisite: To use this feature, the Foldr appliance must be accessible externally and have a signed
SSL certificate installed.

The steps to configure manual account linking for Google G Suite/Workspace are available in the
online KB article here

NOTE - Linking Personal Google Accounts
Security changes that were made to Google G Suite / Workplace, mean that it while it is possible to
link a personal Google account in Foldr, users now receive an additional security warning that the

Foldr installation hasn’t been verified.

This prompt is shown once, when the user links their account and does not affect any other
functionality. To proceed through this, the user must click Advanced > Go to domain-name

As Foldr is a self-hosted solution, each installation would need to be verified on an individual basis
with Google to remove this warning. This includes completing an app Oauth review form and includes

making available a privacy policy for Foldr hosted on a server in the same domain as your Foldr
installation.

A

This app isn't verified

This app hasn't been verified by Google yet. Only proceed if you know and trust the
developer.

Advanced BACK TO SAFETY

Type Continue and click NEXT
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Type Continue to go to foldr.io

Enter text

CANCEL NEXT

Accept the permission dialog

~ Foldr v4 would like to:

L, View and manage the files in your Google Drive ()
; View your basic profile info ()

By clicking Allow, you allow this app and Google to use your infermation in accordance
with their respective terms of service and privacy pelicies. You can change this and

other Account Permissions at any time.
DE“Y m

If you would like to submit your Foldr installation for review with Google to remove the warning
shown about it is recommended that you firstly validate ownership of your domain and complete the
Oauth review form.

Google Domain Verification

https://www.google.com/webmasters/tools/home

Google Oauth App Review Form

https://support.google.com/code/contact/oauth _app verification
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Providing the API has been enabled correctly, and a user’s account has been linked, Google Drive
should now be accessible in the main Shares list within My Files. The ability to edit Office documents
through the Edit in Google G Suite but will now be available in the web app when users click on local

or cloud-based Office documents.

Document Editing - Google G-Suite (Docs, Slides or Sheets)

When the Google integration is complete (option 1 or 2) users can select, and edit on-premise or
cloud-based Microsoft Office files, or native Google Docs, Slides or Sheets for editing in the G-Suite

browser interface using the appropriate Google app.

Example - Edit a word document held on an on-premise SMB share in Google Docs.

Foldr Installation & Administration Guide v4.docx

document

lodified October 28, 2016 10:02 AM Size 5 MB

& Download
] Edit with Microsoft Office

& Edit with Google G Suite

The user selects a document and clicks ‘Edit with Google G Suite’. The file is copied to Google Drive
temporarily into a staging folder in the root labelled ‘Foldr Files’ and is then presented in the browser,

ready for editing in the relevant G Suite interface.

Word documents in Docs, Excel workbooks in Sheets and PowerPoint presentations in Slides.
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google.com

a Foldr Installation & Administration Guide v4 i & ~ B

File Edit View Insert Format Tools Add-ons Help Lastedit was 2 minutes ago

e o~ @ A, P 100% * Nomaltet - | Lato -—10+B_rgi..’ o @ Ey Ev I g A

1 - 1 2 a 4 5 6 - 7

Default admin credentials

USERNAME: fadmin

- PASSWORD: password
The Foldr server has a single local admin account, however it is possible to delegate other users
(on-premise Active Directory or local Eoldr users) to sign in as an administrative user, This can be
canfigured within Foldr Settings = Users & Groups> Administrators)

o NOTE - If you browse to the local |P address of Foldr and append /settings the browser is redirected
automatically to port 30537, Please note that the Foldr Seftings configuration portal wifl not be available

externally if you have not opened / forwarded TCP 30537, however it is best proctice to keep the odmin web
Ul far intermal / local use only.

Foldr Settings

Foldr HQ Beta

SIGN IN

By using this software you agree to the End User License Agreement

If the source document resides on Google Drive, any changes are saved automatically when the
browser tab is closed. If the original document was sent to Google Apps from another location, you
will be prompted to either or discard or save changes back when the Google Apps tab is closed. See
below:

Save changes

Would you like to save your changes back to Foldr?

Mo, discard changes YES, SAVE CHAMGES
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By default Foldr, if the manual account linking integration option is used (option 2), the system wiill
allow users to link any Google account to their Foldr account. Google accounts that are outside of the
organization’s administrative control, such as a personal account, will be shown a Google security
warning but users can still proceed past this and link the account successfully.

If it is desirable to only permit organisation-controlled Google accounts to be linked in Foldr you
should specify your Google G Suite domain within Integrations > Google G Suite > Google G Suite
Domain
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Shared Google Drive Accounts

Foldr gives you the ability to present a specific Google Drive with everyone in the organisation or
selected users/groups as required. The shared Drive still belongs to a user in the Google Apps / G
Suite domain however a Google service account is used to impersonate this account for access by
others.

The user being impersonated can be either a new dedicated user account created to facilitate a shared
area or an existing user.

Example - Creating a Shared Google Drive for a Department

1. If required, create the new user account (to be shared) within the Google Admin Console at
admin.google.com for the Mathematics department.

2. Using the same process as above (the same private key JSON file may be used) create another
service account within Foldr Settings > Integrations > Service Accounts

Note the User Attribute selected is CUSTOM and we are specifying the email address of the new
shared Google user account for impersonation.

Service Account

Type

Google <

Goolge Service Account (Shared-Marketing)

Account Key (JSON)
JRACp14troBogd G+UPrIQAfIEBIXAUYLOCgOT 3y +kIWEGeaTmavStU4T A
n
Wyl T mrfTINguExyY2nnG2zCMP183mawWglibohs 1rQP ckfQlkwgFgtCg
4zPAFT +T\nCcOvh2MSqQxLM,/ X795
AvbIP+o0aYXOTaDegL2OKEgQDce2rVZSagglgWgmGF
\NOANLFT2J0ZFNZRzDr+7e)HDwb3UI2VRFtgH O or3hofgfOEWAhvIZZ9
AZIUGsFsma
Wn7844PIMh+wHSHhx0PKp GpedirAd CYOYLEB44TinX OECGPZ)
JCDmspBMN1+v3zfglB
YNSRAICATIITYufSOtadzUTBE3QKBgODZGUBNMIAZhSmMITCgagdDeD
Q+9Z670FLTD v
\NRTL+Uull8sG7OWTUlXVIOv4aYfaFFCyOabEGDfCEVSHZSIIMGVUISIDTVZ 4

Attribute for impersonation

Custom -

marketing@foldr.io

‘ Cancel ‘ UPDATE
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3. Create a storage item within Foldr Settings > Files & Storage and configure it to use the service
account (Access tab) created above

Storage » Add New

Details Access Search and Data Advanced

Marme

Google Drive - Marketing Department

Storage Address
Segoogledrivet

lcon

folder-documents

L] F

In the Access tab, select the Google service account to be used to access the Marketing Drive.

Storage » Google Drive - Marketing Department [71]

Details Access Search and Data Advanced

Permissions
“
&*& Foldr Users [ Read |

Service Account

Goolge Service Account (Shared-Marketing)
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Note - You can control visibility of the Marketing Google Drive using Foldr permissions in the Access
tab. Leaving the permissions as default (Foldr Users - read & write allowed) will allow all users full

access to the shared Google Drive.

The built-in Foldr Users group can be removed and replaced with specific users and groups that
require access to the Marketing Drive as required.
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Google Shared Drives (Team Drives)

Google Shared Drives may be presented in the Foldr interface alongside a user’s personal Drive and
other storage locations. Users working with Google Shared Drives can treat it as any other storage
location within Foldr and may individually or collaboratively edit documents in G-Suite from the web

app.

The administrator has the option of presenting either the Shared Drive root as a storage item with
each Team Drive presented automatically inside this as a sub folder, or individual Shared Drives may

be presented as separate items under My Files.

It is recommended that you use the automatic account linking method (Google service account to
automate the process of linking the user’s Google and Active Directory account) when using Google
Shared Drives, however manually linking Google accounts will also work with Google Shared Drive.

Steps to present the organisation Team Drive root to users:

1. Follow the standard Google G-Suite configuration steps here (automatic/service accounts)

or here (manual account linking)

2. To present the organisation’s Team Drive root, add a new share / storage location under Foldr

Settings > Files & Storage using a storage address path of:

%googleteamdrive%

Storage » Add New

Google Shared Drives

I % googleteamdriveds I

lcon

folder-google-drive

Details Access Search and Data

Advanced

3. Configure other options / permissions as appropriate, if using a Google service account (automated

account linking) select this in the Access tab and click Save.
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https://kb.foldr.io/foldr-support/google-drive-google-g-suite-integration-automated-account-linking/
https://kb.foldr.io/foldr-support/google-drive-google-apps-integration/

Storage » Add New

Details Access Search and Data Advanced

Permissions

- e Foldr Users m

Service Account

Goolge Service Account (Shared-Marketing)
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Google Shared Drives in the Foldr interface:

Native Google Ul

Mew

Priority
] @ My Drive
- E Shared drives

Business
Canon
Clients
Company
Groups:
Legal
People
Policies
Resources
Team Drive

Testing

-

Visa

Foldr

{n} My Files

Q, Search

[] My Bookmarks

B3 My Apps

@ Shared By Me

«¢ Shared With Me

%87 My Groups

£ Me

My Files = Google Shared Drives

EENEENEENNENENN:
m

Business
Canon
Clients
Company
Groups
Heawvy Lifting
Legal
People
Policies
Resources
Team Drive
Testing

Visa

Presenting a specific Google Team Drive to users:

1. Follow the standard Google G-Suite configuration steps here (automatic/service accounts)

or here (manual account linking)

2. Find the Team Drive ID for the Drive that you would like to present to users by logging into Google
directly > Drive > Expand Google Team Drive and Select the Team Drive.
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https://kb.foldr.io/foldr-support/google-drive-google-g-suite-integration-automated-account-linking/
https://kb.foldr.io/foldr-support/google-drive-google-apps-integration/

google.com

Drive Q
[ 43

g Business
I— Mew = 2 people

Suggested
Priority

» @ My Drive %

. % Open
- Shared drives E th

& Download
» I Business
L =] - o "
’ ! Canon M web-app3.PNG
[ ! Clients You created over a year ago
L ! Company
[ ! Groups Name

3. Copy the Shared Drive ID

V:J EJ google.com

4. Add a new share / storage location under Foldr Settings > Files & Storage using storage address /
path of %googleteamdrive%/Shared-Drive-ID

Details Access Search and Data Advanced

Google Shared - Business

ge Ad

Segoogleteamdrivete /OAE2WTIwenFxgUkSPVA

lcan

folder-remote
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5. Finally, configure other share options / permissions as appropriate. Example below:

Details Access Search and Data Advanced

Permissions

El Senior Management [ Read |
El Marketing [ Read |

Service Account

Goolge G Suite Auto Linking

If using a Google service account (automated account linking), select this as the service account to be
used on the Access tab and click Save.
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Google Chrome Extension (Foldr for Gmail)

If the organisation uses Google Mail for corporate email, a Chrome browser extension is available to
allow for quick and easy upload and download of mail attachments to / from the network or cloud
storage areas via the Foldr appliance(s)

offered by foldr.io Productivity

& n Foldr for Gmal

Foldr for Gmail is the quickest way integrate with all of your on-premise and cloud storage. Using Foldr for Gmai
you can attach...

Foldr for Gmail

The extension is available here on the Chrome Store.

Configuring the Chrome Extension

Once installed you will notice an envelope icon next to the address bar. To start using the extension
you must first configure the address of your Foldr system

Select OPTIONS from the pop-up menu
| &,
Foldr for Gmail

Options
Remaove from Chrome...

Hide in Chrome menu

Manage extensions

Enter the address of your Foldr appliance and click Save

Foldr for Gmail Settings

Foldr Server Addrass

foldrv4 minnow it

SAVE
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https://chrome.google.com/webstore/detail/foldr-for-gmail/biamddnmaknjcjddnagdndhainhbfkdm?utm_source=gmail

Uploading an attachment from Gmail to Foldr

Now when composing an email in Google Mail (in Chrome) upload attachments by selecting the

envelope icon as shown:

[ DR

Choose a file to attach and click SELECT

W e @

Choaose file

The file will be automatically downloaded from the network share and then attached to the email

message.

Downloading an attachment from Gmail to Foldr

Select the envelope icon in the attachment

@ Foldr Installation &
Administration Guide
v4.paf

3 _

Save to Foldr

Choose a destination and click SELECT
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Choose destinaton

v B} Home Folder -
v [ Cocuments
[7 o
> W usic
> [ Ficturss
> B vid=cs
> ¢ Googie Drive
> & Onelrive
> Wt chared

1 3

Cancel

The file is now uploaded to the share and folder selected.
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Office 365 Integration (OneDrive, SharePoint Online & Teams)

Foldr provides integration with Office 365 to allow OneDrive for Business and SharePoint Online sites
to be presented in the Foldr interface. Foldr can also provide access to the document storage
locations that are available to users through Office 365 Teams.

Active Directory accounts may be automatically linked to Office 365 accounts and the corresponding

OneDrive, Teams and SharePoint sites can be presented in the Foldr interface. Users can alternatively
link a Microsoft Office 365 accounts manually. Manual linking will present a pop-up dialog requesting
the user’s Microsoft account credentials the first time they try to access OneDrive, SharePoint Online

or a Teams share in Foldr.

Once an Office 365 account is linked in Foldr, a user can edit any on-premise or cloud hosted Office
files in Office Online (web-based versions of Word, Excel & PowerPoint). Collaborative editing is also
possible through Office Online with SharePoint Online.

Manual or Automatic Account Linking?

The administrator should decide which method of account linking is to be used in the deployment as
there are benefits to both methods. Automated account linking uses a service account to provide
immediate access to user’s OneDrive and SharePoint sites with no additional effort from the user.
However, the connection always uses service account credentials, rather than those of the individual
user. Only the manual account linking method can respect the granular Office 365 user’s permissions
for sites and nested sub-folders.

Essentially, if only OneDrive is being presented to users through Foldr, then automated linking would
provide a smoother user experience and remove the need to enter the Office 365 credentials the first
time it was accessed. If you intend you present SharePoint sites, then it would be recommended to
use manual linking, unless the security permissions in place in Office 365 are flat across the
organisation, with no granular access permissions.

Regardless of the account linking method used, the administrator can still control visibility of all
storage locations (OneDrive, SharePoint libraries, Teams) using permissions in Foldr Settings > Files &
Storage, specifying read/write access by user or group.

Finally, it should be noted that if MANUAL linking is being used, the Foldr system must be accessible
externally and a signed SSL certificate installed.
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Office 365 Integration 1 - Manual Account Linking
Creating the App Registration in Azure

1. Loginto the Microsoft Azure Portal at https://portal.azure.com using your administrative Microsoft
account.

2. Select Azure Active Directory from the left-hand panel.

olals.

Dashboard ¥ +

- Mew

) Security Center
Subscriptions
Azure Active Directory
Monitor
Billing

Help + support

3. Click App Registrations.

@ Virtual machines (classic) Roles and administrators

B Virtual machines #% Enterprise applications

% SQL databases H Devices

‘ Cloud services (classic)
@ Security Center B App registrations (Legacy)

¥ Ssubsaiptions 2} Identity Governance

Azure Active Directo L Apnlication nroxw

4. Click New registration.
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+ MNew registration @ Endpoints % Troubleshooting | W Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new =»

Still want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

| L Start typing a name or Application 1D to filter these resulfs

5. Give the application a suitable name, and click REGISTER. In most cases the supported account
type can be left as default (top radio button)

Home > Minnow [T LTD - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Folar v

Supported account types
Who can use this application or access this API?
@ Accounts in this organizational directory only (Minnow IT LTD)

O Accounts in any organizational directory

O Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web ~ | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies [7
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6. The app summary / configuration screen will be show. Click Authentication.

« M Delete @ Endpoints

B Overview

Display name . Foldr
“ Quickstart Application (client) ID : 11f5149-020e-48a1-a489-ab33a06c1e09
Manage Directory (tenant) 1D : a579609b-1b67-412¢-9558-60a2dadéfdfb
B8 Branding Object ID : 06523758e-b2db-4083-8fob-10debc83465e
I 9 Authentication
Certificates & secrets Call APIs

]

2 API permissions & 9 $|
L
Expose an API
Owners ® E%\ <>

Il Manifest

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sources.

i e

& New support request

Support + Troubleshooting

Sign in users in 5 minutes

O 1L L Jol -

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides

7. Click + Add a platform and select Web.

Configure platforms X

Web applications

@ Web — Single-page application

Build, host, and deploy a web server Configure browser client applications and
application. .NET, Java, Python progressive web applications. Javascript.
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Add a Redirect URI (Reply URL) using the format:

https://address-of-foldr/services/microsoft/connect

The Redirect URI / Reply URL must be the public address of the Foldr installation appended with
/services/microsoft/connect as shown in the example below

< All platforms

Redirect URIs

http

Configure Web

The URIs that we will accept as destinations when returning authentication responses
(tokens) after successfully authenticating users. Also referred to as reply URLs. Learn more
about Redirect URIs and their restrictions

/faddress-of-foldr/services/microsoft/connect vy

Ouickstart  Docs

8. Click CONFIGURE.

9. Click Certificates & secrets > New client secret.

B Overview

& Quickstart

Manage
8 Branding
3 Authentication

Certificates & secrets

0

API permissions

o

Expose an API

Owners

il Manifest

Support + Troubleshooting

K Troubleshooting

2 New support request

Foldr - Certificates & secrets

«

Home > Minnow IT LTD - App registrations > Foldr - Certificates & secrets

Credentials enable applications to identify themselves to the authentication service when
receiving tokens at a web addressable location {using an HTTPS scheme). For a higher level of
assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token.
Also can be referred to as public keys.

T Upload certificate

THUMEPRINT START DATE EXPIRES

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be
referred to as application passwaord.

I + New client secret I

DESCRIPTION EXPIRES VALUE

10. Enter a description, select a suitable expiration, and finally click ADD.
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https://address-of-foldr/services/microsoft/connect

Add a client secret X

Descripticn | Foldr |

Expires | Recornmended: & months e |

Recommended: & months

3 maonths

12 months

128 months

24 maonths

Custom

11. The new client secret will be displayed.

IMPORTANT - You should take a copy of the key at this point as you cannot retrieve it again later,
however new keys can be generated later, if required.

Certificates (0) Client secrets (2) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password.

-+ Mew client secret

Description Expires Value (@ Secret ID

Foldr 12/20/2022 QENBQ~SIpxxka'vaC-qDyPQI.. [23a1bbl-630d-4e38-2438-6cf0 ... Iy [

12. Click API Permissions > Add a permission

&
B Overview API permissions

& Quickstart Applications are authorized to use APIs by requesting permissions. These permissions show up
during the consent process where users are given the opportunity to grant/deny access.

Manage
9 I + Add a permission I

B8 Branding
API/ PERMISSIONS NA... TYPE DESCRIPTION ADMIN CONSENT REQUIRED
9 Authentication
¥ Microsoft Graph (1.
Certificates & secrets

o User.Read Delegated  Signin and read user ... -
2 API permissions
& Expose an API These are the permissions that this application requests statically. You may also request user
consent-able permissions dynamically through code. See best practices for requesting permissions
# Owners

13. Select Microsoft Graph
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Request APl permissions

Select an AP

Microsoft APIs  APIs my organization uses My APlS

Commaonly used Microsoft APls

Microsoft Graph

—
, 1\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and
” Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMNote, SharePoint, Planner,
\4 and more through a single endpoint.

A

En Azure Communication

2 Azure Batch m cervices I':l Azure DevOps

Schedule large-scale parallel and Rich communication experiences Integrate with Azure DevOps and
HPC applications in the cloud with the same secure CPaas Azure DevOps server

platform used by Microsoft Teams

14. Click Delegated Permissions.

Request API permissions

< All APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AFI as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

15. Select the following permissions from the Directory and Files sections:

Directory.Read.All
Files.ReadWrite
Files.ReadWrite.All
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- Directory (1)

] Directory.AccessAslser.All
Access directory as the signed in user @

Directory.Read.All
. Read directory data @

I:l Directory.ReadWrite All
Read and write directory data @

 Files (2)

I:I Files.Read
Read user files @

Files.Read.All
Read all files that user can access @

Files.Read.Selected
Read files that the user selects {preview) @

[

Files.ReadWrite
Have full access to user files @

<

Files.ReadWrite.All
Have full access to all files user can access @

<

Files.ReadWrite.AppFolder
Have full access to the application's folder {preview) @

Files.ReadWrite.5Selected
Read and write files that the user selects (preview) @

O

16. Click Add Permissions at the bottom of the screen.

17. The permission summary will now be shown showing the new delegated permissions.
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Add a permission -« Grant admin consent for Minnow IT LTD

AP/ Permissions name Type Description

~ Microsoft Graph (4]

Directory.Read.All Delegated  Read directory data

Files.ReadWrite Delegated  Hawe full access to user files
Files.ReadWrite. All Delegated  Hawe full access to all files user can access
User.Read Delegated  Sign in and read user profile

18. Click the GRANT ADMIN CONSENT button.

Grant admin consent for Minnow IT LTD

19. Click Yes on the confirmation prompt.

Do you want to grant consent for the requested permissions for all accounts in Minnow IT
LTD? This will update any existing admin consent records this application already has to
match what is listed below.

e [

20. A success message will then be shown
‘ 0 Successfully granted admin consent for the requested permissions,

21. Click on Overview and take a copy of the Application (client) ID and Directory (tenant) ID. These
will be required later when enabling the integration on the Foldr appliance.
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Microsoft Azure

2 Search resocurces, services, and docs (G+/)

Home > Minnow IT LTD >

=3 Foldr App (Manual)  #

| £ Search (Ctrl+/)

B Overview
& Quickstart

#" Integration assistant

Manage

= Branding & properties

5) Authentication
Certificates & secrets

Il Token configuration

= APl permissions

& Expose an API

]ﬁ Delete @ Endpoints F= Preview features

ﬂ Got a second? We would love your feedback on Microsoft identity platform (previously Azure

developer).

# Essentials

Display name
Foldr App (Manual)

Application (client] 1D
T9cedadf-7f1c-4ced-bdbe-743d220bboYd

Ohbject 1D
fed20cc?-Decd-492a- bad5-e9755dde1319

Directory (tenant) 1D
a573609b-1b67-412e-9558-60a2 dad6fdfb

Supported account types
My crganization only

Client credentials
0 certificate, 2 secret

Redirect URIs
1web, 0spa, 0 public client

Application [D URI
Add an Application 1D URI

Managed application in local directory
Foldr App (Manual)

Microsoft Azure

2 Search resources, services, and docs (G+/])

Home > Minnow IT LTD >

HH Foldr App (Manual) =

| 22 Search (Ctrl+/)

B Overview
& Quickstart

#" Integration assistant

Manage

= Branding & properties

5) Authentication
Certificates & secrets

Il Token configuration

=+ APl permissions

& Expose an API

]ﬁ Delete @ Endpoints E Preview features

ﬂ Got a second? We would love your feedback on Microsoft identity platform (previously Azure

developer].

» Essentials
Display name
Foldr App (Manual)

Application (client] 1D
T9cedadf-7f1c-4ced-bdbe-743d220bbbdd

Ohbject 1D
fed20cc?-Decd-492a- bad5-e9755dde1319

Directory (tenant) ID
a579609b-1 bﬁ?—412e—9553—5032d346fdl1

Supported account types
My organization only

Client credentials
0 certificate, 2 secret

Redirect URIs
1web, 0spa, 0 public client

Application [D URI
Add an Application 1D URI

Managed application in local directory
Foldr App (Manual)

Enabling the Office 365 integration in Foldr

The Office 365 integration should now be enabled and the Application ID, Client secret and Directory
ID, should be pasted into the relevant the fields within:

Foldr Settings > Integrations > Microsoft Azure

Client ID = Application (client) ID in Azure
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Application Key = Client secret in Azure

Tenant ID = Directory (tenant) ID in Azure

Example settings shown below for Office 365 Manual Account linking.

Integrations » Microsoft Azure

Enable

Access

Users must link their account

Tenant |D
as7960%b-1he7-412e-9558-060a2dadafdfb

Chent 1D
Toceda3df-7f1c-dce5-bdbe-743d220bbadd

Apphcation Key

QEMEO~Slpombe 1 fuC-qDyPOtzed|FRvnUVFy caZ

Finally, Click SAVE CHANGES.

Adding the Storage Item for OneDrive

A new storage item should be created for OneDrive under Foldr Settings > Files & Storage using the

Share URI %onedrive%
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» Add New

Details Access Search and Data Advanced

Onelrive

lcan

folder-remote =

Select a suitable icon and click SAVE.
Presenting SharePoint sites to Users

A new share should be created for each SharePoint site under Foldr Settings > Files & Storage using
the Share URI:

%sharepoint%(tenant.sharepoint.com/sites/site-name)

Note if /sites/ is not in the SharePoint URL when viewed through O365 directly, it can be removed
from the Share URI

To present the organisation’s root/default SharePoint site, using the Share URI %sharepoint%
Presenting Teams storage to Users

A new share can be created for Teams under Foldr Settings > Files & Storage using the Share URI
%teams%

Presenting Shared Office 365 items to Users

Foldr can present items that have been shared with them using the native sharing tools in Office 365.
Shared items can be displayed in a dedicated share/storage item within My Files or alternatively a
‘Shared with Me’ directory can be displayed inside a user’s OneDrive and all shared items will be

available inside.

To create a dedicated share for Office 365 shared items, create a new share within Foldr Settings >
Files & Storage and set the Share URI to %onedriveshared%
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To present a user’s OneDrive with a ‘Shared with Me’ folder in the root of OneDrive, create a share
and set the Share URI to %onedrivewithshared%

Name

OneDrive

ge

'}Ennedrive|

Yonedrive®

Yonedriveshared®

Y%onedrivewithshared%

LR LS

User Experience - Linking the Office 365 account (Web app)

OneDrive, SharePoint & Teams storage icons will be visible to users immediately in the web app
before they link their account. Once they click one of the Office 365 storage locations, they will be

prompted to link their account and enter their Office 365 credentials.

fat My Files

Q, Search

[] My Bookmarks

E3 My Apps

@ Shared By Me

My Files
Mame

./.‘- SMEB Home Folder

& OneDrive

E Teams
- Company Shared
E Sales SharePoint

i.e. The user clicks the OneDrive item and is prompted as below to authenticate with Office 365 in a

new tab.
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Link account

To access these files you need to link an account.

Would you like to do that now?

The account is then linked, and OneDrive storage should be browsable in any of the Foldr apps and all
Office documents can be edited in Office Online.

Alternatively, a user can link and unlink their Microsoft accounts when logged into the Foldr web app
using the menu item ‘Me’ > Services. This is available top right menu of the interface or the left-hand
panel.

2 PINNED FILES = ACTIVITY Demo User
8 Me
&3 Uploads
& Password Control
£~ Refresh My Files

E Disable Thumbnails

& Install Foldr Apps

& Sign Out
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Click Services > OneDrive/Office 365

{nt My Files Me
Q Search Security Email and phone Services Wy Devices
[1 My Bookmarks

&@a Microsoft/Office 365

E3 My Apps
@ Shared By Me
LIMNE ACCOUNT
o Shared With '»-1'.'-:-@
22 My Groups

b Box
2 Me

Click ‘LINK ACCOUNT’ and you will be prompted to sign in at Microsoft Online.

The account is then linked, and OneDrive storage should be available in any of the Foldr apps and
Office documents can be edited in Office Online from on-premise shares or OneDrive /
SharePoint. Users can unlink their Microsoft Account at any time from the Services menu shown
above.

The integration for Office 365 (manual linking) is now complete.
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Office 365 Integration 2 - Automatic Office 365 Account Linking

The steps involved for automatic account linking are very similar to manual linking, but you are
required to enter the application ID, client secret and tenant ID to create a Microsoft service account
on the Foldr appliance. The service account also needs to be selected on any Office 365 storage items
in Foldr Settings > Files & Storage.

Automatic account linking is generally recommended when only OneDrive is being presented to users
in Foldr (SharePoint sites and Teams are not being presented via Foldr) - It is possible to present all
Office 365 locations using automatic account linking, but the user in Foldr will not receive their ‘own’
permissions in 365, but instead will be accessing all data using the permissions that apply to the
service account. For this reason, Manual linking (integration method 1) is recommended to access
SharePoint or Teams via Foldr.

Creating the App Registration in Azure

1. Log into the Microsoft Azure Portal at https://portal.azure.com using your administrative Microsoft
account.

2. Select Azure Active Directory from the left-hand panel.

& App services BE Organizational relationships

B3 Virtual machines (classic) Roles and administrators

! Virtual machines

Enterprise applications

- SQL databases

L

Devices

‘ Cloud services (classic)

E

App registrations
& Secunty Center

"

App registrations (Legacy)
¥ Subsciptions 2} Identity Governance
@ Azure Active Directory ¥ Application proxy

ﬂ' Monitor a Licenses

3. Click Application Registrations > New Application

w

O Search (Crl+/) « + Mew registration @ Endpoints 3’( Troubleshooting W Got feedback?

B Enterprise applications - o Welcome to the new and improved App registrations (now Generally Available). See what's new =
B Devices Looking to learn how it's changed from App registrations (Legacy)? Learn more
- i . Still want to use App registrations (Legacy)? Go back and tell us why

&8 App registrations

=% App registrations (Legacy) All applications ~ Owned applications

{8} Identity Governance
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4. Give the application a suitable name, and click REGISTER. In most cases the supported account
type can be left as default (top radio button)

Home > Minnow IT LTD - App registrations > Register an application

Register an application

The user-facing display name far this application (this can be changed later).

‘ Foldr

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Minnow [T LTD)
O Accounts in any organizational directory

O Accounts in any arganizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Qutlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web ~ ‘ | e.g. https;/¥myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies []

5. Click Certificates & secrets > New client secret.
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Foldr - Certificates & secrets

«

B Overview

& Quickstart

Manage
B8 Branding
3 Authentication

Certificates & secrets

0

API permissions

o

Expose an API

Owners

il Manifest

Support + Troubleshooting

K Troubleshooting

2 New support request

Home > Minnow IT LTD - App registrations > Foldr - Certificates & secrets

Credentials enable applications to identify themselves to the authentication service when
receiving tokens at a web addressable location (using an HTTPS scheme). For a higher level of
assurance, we recommend using a certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token.
Also can be referred to as public keys.

T Upload certificate

THUMEPRINT START DATE EXPIRES

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be
referred to as application passwaord.

I + New client secret I

DESCRIPTION EXPIRES VALUE

6. Enter a description, select a suitable expiration lifetime, and finally click ADD. Note a long client
secret lifetime is recommended, otherwise the Foldr integration will stop working.

Add a client secret

Description

Expires

| Foldr |

| Recommended: & months ~ I

Recommended: & months

3 months

12 manths

18 manths

24 maonths

Custom

7. The new client secret will be displayed.

IMPORTANT - You should take a copy of the key at this point as you cannot retrieve it again later,
however new keys can be generated later, if required.
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-+ New dlient secret

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwaord.

Description Expires Value @ Secret ID

Foldr 12/20/2022 Lak8Q~jQqULGvsevXn8ZHmhFqd.. T [fcBbifaa-ebda-4bas-bo24-264a4.. T [1

8. Click API Permissions > Add a permission

«

B Overview

&4 Quickstart

Manage

B8 Branding

3 Authentication
Certificates & secrets

-2 API permissions

& Expose an APL

& Owners

API permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up
during the consent process where users are given the opportunity to grant/deny access.

I + Add a permission I

APL/ PERMISSIONS NA... TYPE DESCRIPTION ADMIN CONSENT REQUIRED
¥ Microsoft Graph (1)
User.Read Delegated  Signin and read user ... -

These are the permissions that this application requests statically. You may also request user
consent-able permissions dynamically through code. See best practices for requesting permissions

9. Select Microsoft Graph

Select an API

Commonly used Microsoft APls

Request API permissions

Microsoft APIs  APIs my organization uses My 4PIs

Microsoft Graph

W
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and

’ Windows 10, Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneMote, SharePoint, Planner,
‘ and more through a single endpoint.

% Azure Batch

Schedule large-scale parallel and
HPC applications in the cloud

Azure Communication
Azure DevD
m Services G ure ps
Rich communication experiences Integrate with Azure DevOps and
with the same secure CPaas Azure DevOps server

platform used by Microsoft Teams

10. Click Application Permissions.
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Request API permissions

< All APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

11. Select the following permission from the Files section:

Files.ReadWrite.All

~ Files (1)

D Files.Read.All
Read files in all site collections ¢

Files.ReadWrite All
Read and write files in all site collections @

If presenting Teams storage to users, also enable the following additional permissions from the Group
and Directory sections:

Directory.Read.All
Group.Read.All

- Directory (1)

Directory.Read.All
. Read directory data @

I:I Directory.ReadWrite.All
Read and write directory data @

* Group (1)

Group.Read.All
. Read all groups @

Group.ReadWrite.All
Read and write all groups @

247

& Foldr




12. Click Add Permissions at the bottom of the screen.

|

Discard

13. The permission summary will now be shown showing the new Application permissions.

Add a permission

~ Microsoft Graph (5]
Directory.Read.All
Files.Read.All
Files.ReadWrite All
Group.Read.All

Uzer.Read

Configured permissions

~* Grant admin consent for Minnow IT LTD

APl / Permissions name

Type

Application
Application
Application
Application

Delegated

Description

Read directory data

Read files in all site collections

Read and write files in all site collections
Read all groups

Sign in and read user profile

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent
permissions should include all the permissions the application needs. Learn more about permissions and consent

Admin consent req...

fes
fes
fes

fes

14. Click the GRANT ADMIN CONSENT for ... button at the bottom of the screen.

Add a permission

15. Click Yes on the confirmation prompt.

No

+" Grant admin consent for Minnow T LTD

Do you want to grant consent for the requested permissions for all accounts in Minnow IT
LTD? This will update any existing admin consent records this application already has to
match what is listed below.

16. A success message will then be shown

o Successfully granted admin consent for the requested permissions.

248

& Foldr



17. Click on Overview and take a copy of the Application (client) ID and Directory (tenant) ID - these

will be required later.

Microsoft Azure

Home > Minnow IT LTD >

2 Search (Ctrl+/)

| «

B overview
&4 Quickstart

« - -
# Integration assistant

Manage

&= Branding & properties

-3 Authentication
Certificates 8 secrets

Il Token configuration

-2~ APl permissions

[H Delete @ Endpoints

H Foldr (Auto Linking) =

(previously Azure AD for developer).

#~ Essentials

Display name
Application (client) 1D
Chject ID

Directary (tenant) 1D
Supported account types
Client credentials

Redirect LIRI

£ Search resources, services, and docs (G+/)

[l Preview features

o Got a second? We would love your feedback on Microsoft identity platform

© Foldr (Auto Linking)
: aDEBﬁ?ﬂ—4dQ?—4aad—Eabe—6
' de243f6b-8a86-45879-a427-..,
© a579609b-1b67-412e-9558-..,
' My organization only

: 0 certificate,

1 secret

v ade a Redirect LIRI

Microsoft Azure

Home > Minnow IT LTD >

A2 Search (Ctrl+))

| «

B2 overview
& Quickstart

a - -
# Integration assistant

Manage

&= Branding & properties
-3 Authentication
Certificates & secrets
Token configuration

-2 APl permissions

[F Delete & Endpoints

Application (client) ID

HH Foldr (Auto Linking) =

(previously Azure AD for developer).

“~ Essentials

Display name

Object ID

Directory (tenant) 1D
Supported account types
Client credentials

Redirect URIs

: aSTQErDQbﬂbﬁ?-412e-9558-l. T

L 0 certificate, 1

B Search resources, services, and daocs (G+/)

[#sl Preview features

0 Got a second? We would love your feedback on Microsoft identity platform

© Foldr (Auto Linking)
» a063ff70-4d97-4daad-Babe-6...

' dez43feb-6aBE-4879-a427-..,

© My _organization only

secret

» Add a Redirect URI

Creating the Microsoft Service Account
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A Microsoft service account must now be created within Foldr Settings > Integrations > Service
Accounts

The Application (client) ID as shown in Overview panel should be copied into the Client ID field.

The Client secret as created in at step 5 above should be copied into Application Key field

The Directory (tenant) ID as shown in the Overview panel should be copied into Tenant ID field

Creating the Microsoft Office 365 service account

Service Account

Type
Microsoft Office 365 v

Miecrrirtinm

Office 365 Service Account

BENT 1L

ale3ff70-4d97-4aad-8abe-6f4b3b40e56e

En.d L

a537980%b-1ba7-412e-9558-60a2dadafdfl

Attribute for impersonation

User Principal Mame -

‘ Cancel ‘ UPDATE

Attribute for impersonation

You must finally select the Active Directory Attribute that is going to be used to match against the
corresponding Office 365 account.

Typically, either the user’s User Principle Name (UPN) or email address will match the Office 365 email
address used to identify their account. If neither of these attributes match, you can select the ‘custom’
option to build your own matching rule, such as %username%@office-365-domain.com

Click SAVE
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Enable the OneDrive integration & Change Background Account Access
Navigate to Foldr Settings > Integrations > Microsoft Azure

Enable the integration and select ‘Use service account’ under the Access section and select the service
account.

. . SAVE CHANGES
Integrations » Microsoft Azure -

Enable

Access

Use service account <

Service Account

Office 365 Service Account =

Add the Storage Item for OneDrive

A new Share should now be created for OneDrive under Foldr Settings > Files & Storage the storage
address %onedrive% to present the users OneDrive storage within the Foldr interface. Give the share
a suitable name, icon and any other options that are required.
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Storage » Add New

Details Access Search and Data Advanced

Mame

Onelrive

Storage Address

lcan

folder-remote

Click the Access tab and select the Microsoft service account on the OneDrive share configuration
screen

Storage » OneDrive [70]

Details Access Search and Data Advanced Tools

Permissions

+ Add User or Group

L]
- -
2%4 Folar sers [t

Service Account

Office 365 Service Account -

Finally, Click SAVE CHANGES.

The integration steps for automatic account linking and presenting OneDrive to users is now
complete. When a user signs into Foldr, their corresponding OneDrive storage should be presented to
the user automatically.
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My Files

Mame

Q, Search rf,\ SWIB Home Folder
& oncorive

E Teams

Mu A e )
=3 My Apps . Company Shared

E Sales SharePoint

{nt My Files

[1 My Bookmarks

Presenting SharePoint sites to Users

A dedicated KB article to configure SharePoint sites is available here

The basic steps to present a SharePoint site are:

Create a new storage item should be created for each SharePoint site (or Document Library) under

Foldr Settings > Files & Storage using the storage path:

%sharepoint%(tenant.sharepoint.com/sites/site-name)

Storage » Sales SharePoint [10]

Details Access Search and Data Advanced Tools

Sales SharePoint

%sharepoint(foldr.sharepaoint.com/Sales)

Note if /sites/ is not in the SharePoint URL when viewed through O365 directly, it can be removed

from the Share URI

The administrator can present the root SharePoint site for an organisation using the Share

URI %sharepoint%
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On the Access tab, select the Microsoft service account on the SharePoint share configuration screen.

Storage » Sales SharePoint [10]

Details Access Search and Data Advanced Toaols

Permissions

L]
i-:i Foldr Users [ ez [l wie |

Service Account

Office 365 Service Account

Click SAVE CHANGES.
Presenting Teams storage to Users

A new share should be created for Teams under Foldr Settings > Files & Storage using the storage
address %teams%.

There is an alternative %teamedu% storage connector for education Office 365 customers which will
support additional features that are exclusive to education institutions.

note the additional Application permissions for Teams are required (Read directory data and read all
groups). All Teams storage will be displayed within this one storage location in Foldr.
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Storage » Teams [31]

Details Access Search and Data Advanced Tools

Seteamsse

lcan

folder-onedrive

Select the Microsoft service account on the Teams configuration screen Access tab.

Storage » Teams [31]
Details Access Search and Data Advanced Tools

Permissions

i-:ﬁ Foldr Users | Read [ wirite |

Service Account

Office 365 Service Account

Presenting Shared Office 365 items to Users

Foldr can present files/folders that have been shared from within Office 365. Shared items can be
displayed in a dedicated share/storage item within My Files or alternatively a ‘Shared with Me’
directory can be displayed inside a user’'s OneDrive and all shared items will be available inside.

To create a dedicated share for Office 365 shared items, create a new item within Foldr Settings > Files
& Storage using path %onedriveshared%. To present a user’'s OneDrive with a ‘Shared with Me’ folder
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in the root of OneDrive, create a share and set the path %onedrivewithshared% If automatic linking is
being used, select the Microsoft service account on the Access tab.

Name

Onelrive

ge Address

'}Ecnedrive|

Yonedrive

Yonedriveshared% -

Y%onedrivewithshared®
LA RSN

Troubleshooting - HTTPS / SSL inspection

Please ensure the following domains are excluded from HTTPS / SSL man-in-the-middle inspection on
your firewall / web filter, as this will cause issues between the Foldr and OneDrive / SharePoint
Online:

graph.microsoft.com

api.office.com
login.microsoftonline.com
{office365-tenant}-my.sharepoint.com

i.e. company-my.sharepoint.com
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Document Editing in Office Online

Now that the Office 365 integration has been configured, users are able to utilize the web-based
Office apps to edit either on-premise or cloud-based documents from the Foldr web app.

Example - Edit a word document held on on-premise / local SMB share in Office (Word) Online.

Foldr Installation & Administration Guide v4.docx X

document

Details Fields

Modified 12 August 2022 13:42 Size 9 MB

&% Download

® Check Out

) Edit with Microsoft Office

& Edit with Microsoft Office 365

The user selects the document in the Foldr web app, clicks Edit with Office Online. A new browser tab
will open and the document will open within the relevant web-based Office 365 web app ready for
editing.

Web based version of Word (Word Online):
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Word Online  chris Wheeler

FILE HOME INSERT PAGE LAYOUT

PAGE1OF 63  ABOUT 10321 WORDS  ENGLISH (US.)

Foldr Installation & Administration Guide v4 Saved

Tell me what you want to do EDIT IN WORD

>
%
i
1
1
|
b

AaBbCc
Norm

>
|
]
I
|

Foldr

Free your files

:‘4- Share

AaBbcc  AaBbCc AaBbCi AaBbCe

No Spacing  Heading 1 Heading 11 Heading 2

00%  HELP IMPROVE OFFICE

Chris Wheeler

If the source document resides on OneDrive, the user is working natively/directly as if they were
signed into Office 365 natively. Any changes are saved automatically when the browser tab is closed
and other features in 365 such as collaborative editing will function as normal.

If the original document was hosted elsewhere, such as an on-premise SMB share, the user will be
prompted to either or discard or save changes when the Office Online tab is closed. When the user
clicks Yes in this prompt the file is downloaded back from Office 365 and saved into its original

location, overwriting this original file.

Save changes

Would you like to save your changes back to Foldr?

Mo, discard changes

YES, SAVE CHAMGES
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SharePoint Online (Office 365 SharePoint) Integration

Individual SharePoint Online sites may be presented to users in addition to OneDrive storage. The
initial integration steps are identical for OneDrive. i.e. An application key and secret are generated in
Azure in the same way, and no additional permissions are required when using MS Graph API to access
SharePoint Online.

Adding the Share for the Root SharePoint Site

Add a new Share under Foldr Settings > Files & Storage using the share URI %sharepoint% to present
the root of the organisation’s SharePoint structure.

Storage » Add New

Details Access Search and Data Advanced

SharePoint [Root)

Yesharepointse

lcon

folder-remote

Important - If automatic account linking is being used, ensure that the Microsoft service account is
selected on the Share configuration screen.

Adding a Share for Specific SharePoint Sites
To present the Documents folder from a SharePoint Team site called ‘Sales’, the storage path requires

the tenant address in parentheses, followed by the site name as shown below. SharePoint sites are
usually prefixed with /sites/ so the URI is formatted as shown below.

&« C @ U 8 = hitps://foldr.sharepoint.com/sites/Sales

SharePoint

Sales %

Private group
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Storage » Sales SharePoint [10]

Details Access Search and Data

Sales SharePoint

Sesharepoint®effoldr.sharepoint.com/5ales)

lcan

folder-onedrive

Tools

The Office 365 tenant name, can be found by signing into portal.office.com, launching SharePoint
from the dashboard and obtaining it from the browser address bar.

Some SharePoint sites may not contain /sites/ in their URL, if this is the case you can be present these

to users using the Share URI as shown:

Example tenant name as seen in Office 365:

SharePoint

W/ Marketing

https://foldr.sharepoint.com/marketing

Storage path in Foldr to support this type of site (note that /sites is missing in this example):

Marketing SharePoint

Sesharepoint®:(foldr.sharepoint.com/Marketing)

Important - If automatic account linking is being used, ensure that the Microsoft Office 365 service

account is selected on the Access tab.
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The above Share URI will show the user only the content of the default ‘Documents’ folder / library in
the configured SharePoint site.

To list all document libraries inside a site, the URI should be appended with :drives as shown below.

Sales SP - all Document Libraries

Sesharepointl(foldr.sharepoint.com/Sales):drives

lcan

folder-onedrive

The user would then be presented all document libraries inside the site - example below:

My Files » Sales SP - All Document Libraries

e Ts sTs i iar=1=
AT LUTHILIE S

Teams Integration

Teams is the chat-based collaboration tool in Office 365. Each ‘Team’ has a document area for file
storage and Foldr is able to present all Teams storage that a user has permission to access within a
single share / storage item in the Foldr interface.

Teams storage is available for both manual and automated account linking scenarios.

Additional Graph API Permissions
Manual account linking does not require any additional permission.

Automated linking using service accounts requires the following additional application permissions to
be able to access Teams storage that applies to the user in question:

Group and Directory sections:
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Directory.Read.All
Group.Read.All

~ Directory (1)

Directory.Read.All
. Read directory data @

I:l Directory.ReadWrite.All
Read and write directory data @

* Group (1)

Group.Read.All
. Read all groups @

I:l Group.ReadWrite. All
tead and write all groups @

Creating the Teams Share
1. Navigate to Foldr Settings > Files & Storage and click + Add New Share

2. Give the item a suitable name and use storage address %teams%

Storage » Teams [31]

Details Access Search and Data Advanced Tools

Seteamsse
lcan

folder-onedrive

3. If automatic account linking is being used, select the Microsoft service account on the Access tab.

4. Click SAVE CHANGES.

Permissions and Controlling Visibility of the Teams Share

With both account linking methods, Foldr will respect the permissions in Office 365 automatically and

only show the Teams storage folders that a user should have access to.
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Should you wish to hide the main ‘Office 365 Teams' share from the interface from selected users or
groups, modify the Permissions section on the share configuration screen (shown above) - removing
Foldr Users and create allow / deny rules as required.
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Microsoft Outlook Add-In

Foldr includes an Outlook Add-In feature that allows Outlook users to include files/folders from Foldr
storage either as a link or individual files as an attachment. The add-in is compatible with both desktop
and web-based versions of the Outlook client on Windows and macOS. The add-in must be added as
a one-time operation via either the web or desktop Outlook app. Once it is added, it will be available
in both apps (web and desktop).

Requirements:

- The Foldr server must be available externally

- A valid signed SSL certificate must be installed on the Foldr server.

- Sharing features must be enabled on the server to allow users to insert public or secure links
- The File Picker is enabled in Foldr Settings > Integration > File Picker (enter the server’s public
URL/external hostname)

Enabling the Outlook Add-In on the Foldr Server

1. Ensure the Foldr server’s public/external address is configured within Foldr Settings > Appliance >
Network > Configuration > External Hostname. (https://files.foldr.io is to be used as an example in this
KB article)

DNS

foldr.internal

files.foldr.io

2. Enable the Outlook Add-In, by browsing to Foldr Settings > Integrations > Microsoft Outlook Add-in

» Microsoft Outlook Add-In

Enable ®)

3. Enable the toggle and click Save Changes
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Integrations » Microsoft Outlook Add-In

Access

Metadata []
https://files.foldr.io/services/msoutlook/manifest.xml

4. Copy the metadata address shown in the format:
https://address-of-foldr/services/msoutlook/manifest.xml
Adding the Foldr Add-In to a single Outlook account (Web app)

Open the browser and sign into Outlook at https://outlook.office.com/mail

To add the Foldr Add-In, click New message to compose a new email

Click the Ellipsis [...] button highlighted below.

265

& Foldr



https://outlook.office.com/mail

Cc

Add a subject

& catibri vz [V B I U Z2v Av ®

= o 15 o[]

Click Get Add-Ins
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B
Editor

Save draft

Insert signature

Show From

Set importance >
Switch to plain text

Check for accessibility issues
Set Permissions )
Show message options...

& Poll

& Viva Insights

G My Templates

I U & .
HY Get Add-ins

= © 4

The Add-ins for Outlook dialog will display. Click My add-ins on the left panel.

Add-Ins for Outlook

Add-ins may access personal information.

All

My add-ins

Admin-managed

Additions

Under My add-ins, scroll down to the Custom Add-Ins section.

267

& Foldr



Custom Addins

You can install add-ins from a file or frem a URLY -+ Add a custom add-in

Mo add-ins found.

In the pop-up menu, select Add from URL

Add from URL..

Add from File...

Paste in the metadata address copied earlier in Foldr Settings > Integrations > Microsoft Outlook Add-In

Add private add-in from a URL

Enter the URL of the add-in's manifest file: *

https://files.foldrio/services/msoutlock/manifest.xml

Click OK

Click Install on the following prompt.

Warning

This custom add-in may access your personal

data and zend it 10 2 third-oarty service.

[T has not een verfied by Microsoft. Maks
sure you trust the source of the add-in.
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Foldr will now be shown as a custom add-in.

Custom Addins

You can install add-ins from a file or frem a URL. -+ Add a custom add-in -

- Foldr

Attach files and insert links from Foldr

Close the Add-Ins for Outlook dialog.

The add-in is now ready to use and will be available in both web and desktop versions of Microsoft
Outlook.

User Experience - Using the Outlook Add-In (web)

When composing an email, the Foldr add-in can be opened using the ellipsis [...] > Foldr
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Editor
Save draft

Cc Insert signature
Show From

Add a subject

Set importance
Switch to plain text
Check for accessibility issues
Set Permissions >
Show message options..

& Foldr

& Poll

& Viva Insights

G My Templates

& |calibri vz v B I U &

H Get Add-ins

EEEE o ¢ s e 5[]

The Foldr panel will appear on the right of the interface. Where the user can select to Attach a file,
create a link to a file or folder (public link) or a secure link. A secure link allows the user to specify
recipients allowed to use the link by email address.
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B> send w Attach El Discard =
& rolar X
To Bec
- |~ ]
Add a subject
& ATTACH FILE
& INSERT LINK
&) INSERT SECURE LINK
< [catibr |v[2 v B I U ¢+ Av ® = = .=
® 5 o

Selecting one of the buttons in the Foldr add-in will open the Foldr web sign-in Ul where the user can
sign in and view the storage available to them through the Foldr file picket. The user can browse to
individual files to attach to emails or files and folders to create basic or secure links.

When creating secure links, providing the user has already populated the TO: field in the email, these
will be automatically added to the External users field in the sharing UI.

Adding the Foldr Add-In to a single Outlook account (Windows desktop app)

To enable the Foldr add-in in the Outlook desktop, the process is the same as above for the web app,
but the user must first click File

,C' Search

View Help

Home Send / Receive

[ NewEmail ~ | B Newmeeting | il ~ & B~ | &

Then, click Manage Add-ins (bottom option)

@ Manage Add-ins

Rer Manage and acquire Web Add-ins for Outlook.

Manage Add-
ins

The system default web browser will launch and the user will be prompted to sign into Office 365 if
not already signed in. After sign in, the Outlook Add-ins page will be displayed and the process is the
same as the Outlook web app.
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Click My add-ins

Add-Ins for Outlook

Add-ins may access personal information.

All

My add-ins

Admin-managed

Additions

Under My add-ins, scroll down to the Custom Add-Ins section

Custom Addins

You can install add-ins from a file or from a URLY -+ Add a custom add-in -

Mo add-ins found,

In the pop-up menu, select Add from URL

Add from URL...

Add from File...

Paste in the metadata address (https://address-of-foldr/services/msoutlook/manifest.xml) copied
earlier in Foldr Settings > Integrations > Microsoft Outlook Add-In

Add private add-in from a URL

Enter the URL of the add-in's manifest file: *

https://files.foldrio/services/msoutlook/manifest.xml

Click OK
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Click Install on the following prompt

Warning

This custom add-in may access your personal
data and send T 10 2 third-party service,

[t has not been verified by Microsoft Make
sure you trust the source of the add-in.

Foldr will now be shown as a custom add-in

Custom Addins

You can install add-ins from a file or from a URL. ~|—< Add a custom add-in -

- Foldr

Attach files and insert links from Foldr

Customn add-in

0 Added

Close the Add-Ins for Outlook dialog.

The add-in is now ready to use and will be available in both web and desktop versions of Microsoft
Outlook.

Adding the Foldr Add-In to Outlook (macOS desktop app)

The steps to add the Outlook Add-in on macOS is the same as for Windows (above), but the Get Add-
Ins menu is available on the Outlook home screen using the Ellipsis menu below. Click Get Add-ins
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X Flag & Mark as Unread () Sync .
| |

Viva Insights
B Send to OneNote

@ Share to Teams

| B Get Add-ins |

Customise Toolbar...

Add-Ins for Outlook

Add-ins may access personal information.

All

My add-ins

Admin-managed

Additions

The ‘Add-Ins for Outlooks’ web dialog will be displayed, and the steps are then identical to Windows.

Using the Outlook Add-in (desktop)

Now the add-in is available in the desktop client, the Foldr button will be visible when composing new
email messages

~ Untitled - Message (HTWL) p Search

File Message Insert Options Format Text Review Help

ﬁxﬁ@@ﬁgg@- [

Paste Da Basic Names | Include Tags Dictate Editor Immersive Faldr Viva View
- ; Text ~ - - " Reader Button Insights | Templates

Clipboard n Voice Editor Immersive QFoldr Group § Add-in | My Templates

E To

Cc

Beco

Subject
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Clicking the button will open the Foldr add-in panel on the right of the Outlook interface.

Untitled - Message (HTML) £ Search
File Message Insert Options Format Text Review Help
Eﬂ A | (CalibiBody)  ~ 11~ AT A | g 0 fo [_'] é— T @ D -
|:| = 1= = = k‘IJ <|J) ;
@| B I U|izvi=~|= 3= : . : : .
Paste o Names | Include Tags Dictate Editor Immersive Viva Wiew Foldr
- g 2 ~ & > = = ﬁ& ¥ - > Reader Insights | Templates Button
Clipboard = Easic Text ] Voice Editor Immersive Add-in | My Templates | Foldr Group ~
Foldr X
B’ Te
Send Ce
Boc
Subject @ ATTACH FILE

¢® INSERT LINK

& INSERT SECURE LINK

Selecting one of the buttons in the Foldr add-in will open the web sign-in Ul where the user can sign in
and view the storage available to them through Foldr. The user can browse to individual files to attach
to emails or files and folders to create basic or secure links.

When creating secure links, providing the user has already populated the TO: field in the email, these
will be automatically added to the External users field in the sharing Ul.

Adding the Outlook app for all users (Office 365 Admin)

It is possible to add the Outlook add-in for all or selected users/groups in Office 365 so it will be
available immediately without the user having to manually add it themselves.

To do this, browse to https://admin.microsoft.com and sign in with the administrative account.

Click Show All > Settings > Integrated Apps
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Microsoft 365 admin center

it Home

,Q., Users e
Pef  Teams & groups b g v
p@, Roles N
12 Resources e
B Biling v
£ Support -
st Settings ~

Domains

Search & intelligence
Org settings

Integrated apps

Directory sync errors

Partner relationships

Click Upload Custom Apps
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Home > Integrated apps

Integrated apps

Discover, purchase, acquire, manage, and deploy Microsoft 365 Apps developed by Microsoft
For advanced management of these apps go to the respective admin center or page : Azure A

Popular apps to be deployed

.E Adobe Acrobat Sign f... ./(@ Office2SharePoint for

; @ word @ PowerPoint ¢:] & Outlock

@ Do business faster with Adcbe Acrobat Sign Office2SharePoint - working with SharePoi
for Word and PowerPoint. and Teamns the easy way

View more apps

B Get apps I T Upload custom apps IO Refresh

MName

Select ‘Provide a link to manifest file‘ and enter the URL shown in Foldr Settings > Integrations >
Microsoft Outlook Add-in
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Upload Apps to deploy

Host Product

@®
Choose how to upload app
O Upload manifest file (xml) from device
@ Provide link to manifest file
| https://files.foldrio/services/msoutlook/mani... Validate

Click Validate and a success message should be shown

@ Manifest file validated

On the next screen, choose which users/groups the app should be made available to, or select the
‘Entire organization’
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Add users

- Foldr

Is this a test deployment? ® @ Na

Assign users

O Just me

@ Entire organization

O Specific users/groups

A permission request summary will be shown

Accept permissions requests

- Foldr

Read the app permissions and capabilities carefully before proceeding

App Permissions and Capabilities

Foldr
ﬁ Qutlook

App Permissions and Capabilities:

This add-in can access and modify persenal informatien in the active message, such as the body, subject, sender, recipients, and attachment information. It may send this data to a third-party
service. Other items in your mailbox can't be read or modified.
Can send data over the Internet

Click Next
MNext

A Review and finish deployment summary will be shown.
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Review and finish deployment

- Foldr

Review your selected settings and deploy.

Apps to deploy

Foldr
E Cutlook

Assigned users

Entire organization

Click Finish deployment

Finish deployment

A message will be shown informing the admin that it may take up to six hours for the Foldr app to be
available in the selected users Outlook application. Note that it may take some time to appear in
Outlook.

‘ © Deployed. It can take up to six hours for the app to appear in Outlook.

Foldr will now be visible under the Outlook Add-in screen, under Managed apps and should appear
automatically for users. Users can initiate and use the Outlook Add-in as shown in the sections above
titled ‘Using the Outlook Add-in for desktop | web’

280

& Foldr



Other Cloud Platforms (S3, Dropbox, Box etc)

Dedicated knowledge base articles for integrating other cloud platforms are available on the Foldr
online knowledgebase at https//kb.foldr.io
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19. Single Sign-On (SSO)
Identity Provider (IdP)

The Foldr server can act as a SAML v2.0 compliant SSO Identity Provider (IdP) or Service Provider (SP).
When operating as the IdP, the server can sign Foldr users into other SAML compatible web services,
such as Office 365 and Google. If Kerberos SSO is also enabled, domain users can automatically sign
into these third-party web services as they are automatically signed into Foldr by default.

Templates are available for commonly used SPs or new SPs can be configured from scratch.

Once the IdP role has been enabled and configured, the Foldr administrator can enable each
configured service to appear in the new ‘My Apps’ panel in the web interface to provide convenient
links to pre-configured SSO services as shown below. If the user clicks the Service Provider (i.e.
ClickView) they will be signed in automatically to that web-based service.

My Apps panel

{2t My Files

Q) search

[1 My Bookmarks

E3 My Apps

@ Shared By Me

&2 Shared With Me

%8R My Groups

8 Me
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Service Providers in the Web Interface

Foldr

R PINNEDFILES 3 ACTIVITY  Mike Turner

at My Files My AppS

Q, Search ede

®

G &

Parents Evening System Office 365 Google G Suite Adobe Creative Cloud

My Apps
@ Shared By Me 0

Freshdesk Clickview Online Canvas LIS

[] My Bookmarks

v

of Shared With Me

& My Groups

& Me

You can enable the IdP service from within Foldr Settings > Single Sign-On > Identity Provider

To add a Service Provider (SP), firstly ensure you are browsing Foldr Settings via the URL that the
service provider will be connecting to, this is typically the external URI (i.e. do not browse using the
internal IP address or internal DNS hostname) and click + Add New Service Provider
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Single Sign-On IdP Configuration Screen
Single Sign On

Identity Provider Service Provider Kerberos

Services
+ Add Mew
Parents Evening System
Office 365
Google G Suite
Adobe Creative Cloud
Freshdesk
ClickView Online

Canvas Lh5

Select the appropriate SP template as required or select NONE if you wish to configure a different
third-party SP that is not listed.

Once you have configured your new Service Provider, the administrator can present it to users by
using the ‘Show in users’ My Apps’ toggle within Foldr Settings > Single Sign-On > Add a Service >
Permissions tab
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single Sign On » Adobe Creative Cloud

Details 550 Certificates Attributes Permissions Tools

Show in My Apps

+ Add User or Group

L]
]
e Foldr Users

Instructions for Office 365 & G Suite are available under the Tools tab when you are configuring either
service.

Single Sign On » Office 365

Details S50 Certificates Attributes Permissions Tools

« Office 365 Instructions

+ G5 Suite Instructions

Any other SAML compatible service can be added to the Foldr IdP, please consult the service
providers documentation regarding the required configuration and attributes required to integrate
with an IdP such as Foldr.

285

& Foldr



Service Provider (SP)

When acting as the Service Provider, Foldr provides the ability for users to log in automatically to the
Foldr web app without being prompted for their network credentials. In this scenario, the user is
signed into another compatible IdP service such as Active Directory Federation Services.

Security Considerations - Service Accounts and Users’ Passwords

Active Directory and traditional Windows file services have no concept of SAML or SSO

access tokens. As such, when users are signing into the Foldr appliance without directly providing
their password to the system, it is not possible for Foldr to provide the usual granular ACL / security
permission access to the shares for that user. The administrator has two different options to this
problem:

1. Use pre-defined service accounts in the Foldr Settings backend and connect to each configured
share with a master service account, ensuring they select ‘Use service account for all access’ on the
share configuration screen. This approach does not allow Foldr to respect a users’ actual security
permissions and will respect the permissions that apply to the service account user. The administrator
can still control read or write access to each share for the service account using the share permissions
in Foldr Settings > Files & Storage.

2. (Recommended) - Prompt users for their password the first time they access the system by
SSO. Once the Foldr appliance has the user’s password, it is encrypted and stored within the
configuration database and can then be used for future sessions.

A benefit of this approach is that service accounts are not required for access to SMB shares and Foldr
can operate in the normal manner of respecting all existing security ACLs on the file servers providing
access to the shares / data. You can enable the prompt for network credentials feature when enabling
the SSO service within Foldr Settings > Single Sign-On > Service Provider.

Single Sign On

|dentity Provider Service Provider Kerberos

Prompt LDAP users for network credentials

Use external ldentity Provider ﬂ

Automatically redirect all users? O

Show Sign-In with 550 button? ﬂ
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SSO Configuration (Azure/Microsoft Online)

A dedicated KB article for integrating Foldr as a service provider against Azure’s IdP is available here.

SSO Configuration (Google)

A dedicated KB article for integrating Foldr as a service provider against Google’s IdP is available here.

SSO Configuration (AD FS)

The Foldr appliance must have a signed SSL certificate installed before attempting to integrate Foldr as
a service provider with AD FS. If the appliance is using the default self-signed certificate, the
integration will fail. Should you need to obtain a signed SSL certificate for your Foldr appliance,
consider using the free Let’s Encrypt SSL option available under Foldr Settings > Certificates. More
information is available here

1. Export the Token-Signing Certificate

The public certificate used for token-signing in AD FS needs to be installed on the Foldr appliance. To
extract a copy of the certificate, open the AD FS management console and navigate to Service >
Certificates.

Right click on the Token-signing certificate > View Certificate

A ADFS
& File  Action  View Sindow Help

= x5 B E
o

4 SENICE . Subject lssuer
|| Endpoints
|| Certificates

Service communications

= . . CM="minnaw.it, OU=Damain Contral ¥ alidated CH=Gao Daddy Secure Certificate Autharity - G2,
|| Clairn Descriptions
a [ Trust Relationships Token-decrypting
] Clairns Provider Trusts CH=ADFS Encryption - adfs. minnoe. it CH=ADFS Enemption - adfz. minnoe.it
[ Relying Party Trusts Token-signing

] Attribute Stores
4 || Authentication Policies
[ | PerRelying Party Trust

B CN=ADFS Signing - adfs.rinnow. it

o iqning - adfz.minnaw. it
Wiew Certificate..

Set as Prirnary

Help

Click Next > Details tab > Copy to File and proceed through the export wizard.
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Welcome to the Certificate Export Wizard

This wazard helps you capy certificates, cestificate brust bsts and certficate revocation
lists From & certificate stare ko your disk,

A cerbficate, which is ssued by a cerbfication authorky, is a confirmation of wour ideniaty
and carkains nformation wsed bo protect dats or to estabish sacure retwork
cornections. A certficate thare i the system area where cerlificates are kepl.

Ta continue, chidk Mest.

Select Base-64 encoded X.509 (.CER) and click Next

Export File Format
Certficabes can be exported inoa variety of fle Formats,

Salect the Farmat vou wark to use:
) DER encadsd binary ¥.509 {.CER)
() Base-64 encoded X509 (CER)

O Cryptegraphic Message Synbax Standard - PKCS #7 Certificates (F78)
[irclude sl certifizates in the certification path F passitle

) Personal Information Exchangs - PECS #12 (PEX
|| irclude: 2l cestficates in the certification path Fpossible

|| cekate the private kay if the export s successful
|_|Expart al extendsd proparties
() Microsoft Sarialzed Cestficate Skone (,55T)

Select an export destination and file name > click Save to save the certificate
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2. Enable SSO on the Foldr appliance and import the token-signing certificate

Enable Foldr as a Service Provider within Foldr Settings > Single Sign-On > Service Provider (Example

settings for AD FS are shown below)

Issuer = http://your-adfs-server/adfs/services/trust

Sign-In URL = https://your-adfs-server/adfs/Is

Validation Certificate

The token-signing certificate used by AD FS that was extracted above must be opened in a text editor

and entered here.

Foldr Settings SSO Service Provider Configuration Screen

Single Sign On

Identity Provider Service Provider

Use external Identity Provider

Automatically redirect all users?

=g

https:/fyour-adfs-server/adfs/Is

Sign-Out Url

Validation Certificate

w

EREZT

http:/fyour-adfs-server/adfs/services/trust

Kerberos

Prompt LDAP users for network credentials

g 08

MIICSCCAcEgAWIBAGIQRYZIYErRbKVFREKN2t5 +dzANBgkghki GwW0BACQSFAD Av
MSOwWKwYDVOODEYREREZTIFMNpZ25pbmegLSBtbncteG1zLTAWMSStaWsub3cuaxa

HheNMjiwhTEOMTAYMIE2WhcNMMwMTEOMTAYMIE2WjAWMS OwkKwYDVQQDEYR

IFNpZ2spbmogLSBtbnctcG1zLTAWNMSStavSub3 cuaXQwg gEIMADGCSqGSIb3DQEB

AQUAALIBDwAWGQEKADIBAQCrGTTkORXp38wemuBkiZreT/MiaD OaWsfxfbyyTDsb
e
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http://your-adfs-server/adfs/services/trust
https://your-adfs-server/adfs/ls

3. Add the Relying Party Trust to AD FS

Within the AD FS management console, go to Trust Relationships > Relying Party Trusts > Right click >
Add Relying Party Trust

W File  Action  View ‘Window Help

= zE HE

[ ADFS Relying Party Trusts
<O S_e'r\.;ced . Dizplay Name Enabled Type
[ Endpoints Device Regiztration Service Tes WS-Tugt / SabL /WS -Federat...

[ Certificates
[7] Claim Descriptions

4 [ Trust Relationships
[ Clairns Pravider Trusts
|::J el Pl T3 | Add Relying Party Trust..
] Atribute Stores

4 [ Authentication Policie
[7] PerRelying Party T Views »

Mew Window fram Here

Add Non-Clairns-2ware Relying Party Trust.,,

Refresh
Help

Select ‘Import data about the relying party published online or on a local network’ and enter the
Federation metadata address as below and click Next - (replace address-of-foldr with the URL to
your installation)

https://address-of-foldr/sso/sp/metadata

Note 1 - A signed SSL certificate must be installed on the Foldr appliance otherwise this step will fail.
Note 2 - Foldr uses TLS 1.2 exclusively and the Microsoft AD FS Wizard attempts to connect using
TLS 1.0 to retrieve metadata. There are various ways of resolving this on the AD FS end, so it
connects using TLS 1.2 however these are outside the scope of this guide. A workaround is to simply
re-enable the legacy TLS protocols in Foldr, import the metadata and then disable them again.

To re-enable TLS 1.0, 1.1 (1.2 will remain enabled) run the appliance console command:
set-ciphers legacy

To disable TLS 1.0 and 1.1 and put Foldr back into its default SSL configuration run the command:

set-ciphers modern
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https://address-of-foldr/sso/sp/metadata

Select Data Source

Steps
@ “welcome

Select Data Source

@
@ Specify Display Mame
@

Configure Multi-factar
Avthentication Mow?

Choose lssuance
Authorization Rules

Feady toAdd Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

®) |mport data about the reling party published onling or on a local network

Use this option ta import the necessary data and certificates fram a relying party organization that publishes
itz federation metadata online or on a local network.

Federation metadata address (host name or URL):

|https:.-".-"address-of-foldr.v‘sso.-"sp.-"metadata

Example: fs.contoso.com or hitps:/fwwe. contoso.comdapp

() Import data about the reing party from a file
Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata ta a file. Ensure that this fle is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
| | Browse. .

) Enter data about the relying party manualy

Use thiz option to manually input the necessary data about this relying party organization

< Previous | | | ‘ Cancel

Enter a Display name and click Next.

Specify Display Name

Steps

@ Welcome

@ Select Data Source
Specify Display Mame

Configure Multi-factor
Authentication Mow?

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Enter the display name and any optional nates for this relying party.

Dizplay name:

[Foldr 550

Motes:

< Previous || Mext » || Cancel

Configure Multi-Factor Authentication options if used, otherwise leave as default (shown below) and

click Next.
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Steps
Wwielcome
Select Data Source
Specify Dizplay Mame

Configure Multi-factor
Authentication Mow?

Choose |szuance
Authorization FRules

Feady to Add Trust
Firish

Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if
there iz a match for any of the specified requirements.

Multi-factor Authentication Global Settings

Fequirements

Users/Groups

Mot configured
Device Mot configured

Lacation Mat configured

® | do not want to configure multi-factor authentication settings for this relying party trust at this time.

(O Configure multi-factor authentication settings for this relying party trust,

Y'ou can alzo configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

< Previous | | Mest » | | Cancel

Configure Issuance Authorization Rules as required. Generally, this would be left as ‘Permit all users to
access this relying party’ > Click Next

Choose Issuance Authorization Rules

Steps

@ ‘welcome

@ Select Data Source
@ Specify Display Mame
@

Configure Mulbi-factor
Authertication Mow?

Choose lssuance
Authorization Rules

Feady to Add Trust
Finish

|zzuance authorization rules determine whether a uzer iz permitted to receive claims for the relying party.
Choose one of the follawing options for the initial behavior of this relying party's izsuance autharization rules.
(®) Pemit all users to access this reling party
The izzuance authorization rules will be configured to permit all ugers to access thiz relying party. The relying
party service or application may stil deny the user access.
() Deny all users access to this relying party

The izzuance authorization rules will be configured to deny all users access to this relying party. v'ou must
later add izsuance authorization miles to enable any uzers to access this relying party.

“Y'ou can change the izsuance autharization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Fules in the Actions pane.

£ Previous || Mext > || Cancel

You can confirm the configuration that has been obtained from the metadata URL by using the tabs in
the Ready to Add Trust dialog. When you are ready to proceed, click Next
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Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings, and then click Mext to add the

@ Welcame relying party trust to the ADFS configuration database.

@ Select Data Source Moaritaring | Identifiers | Encryption | Signature | Accepted Claims I Organization | Endpoints I Not|| 3 | 4
@ Specify Dizplay Mame

S pecify the monitaring settings for this reluing party trust.

@ Configure Mulki-factor . . . .
thentioation Nom? Relying party's federation metadata URL:

| https: /#zp.minnow. it/sso/spdmetadata

@ Chooze lzsuance
Authorization Rules

@ Feady toAdd Trust
@ Finizh

I aritar relying party
Automatically update relying party

Thiz relying party's federation metadata data was last checked on;
1101217

This relving party was last updated from federation metadata on:

1A0/2m7

< Previous | | Mext > | | Cancel

Leave ‘Open the Edit Claim Rules’ checkbox ticked and click Close.

Finish
Steps The relving party tust was successfully added to the 4D FS configuration database.

@ “wWelcome - . . L . .
“You can madify this relying party trust by using the Properties dialog bax in the AD F5 Management snap-in.

@ Select Data Source
@ Specify Display Mame
° [+#] Open the Edit Claim Rules dialog far this relying party trust when the wizard closes

Configure Multi-factor
Authentication Mow?

Choose |ssuance
Authorization Rules

Feady to Add Trust
Finish

4. Configure the Claim Rules for Foldr
Click ‘Add Rule’ on the Issuance Transform Rules tab
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Issuance Transform Rules | |szuance Autharization Fules I Drelegation Autharization Fules

The fallowing transfarm rules specify the claims that will be sent ta the relving party.

Order  Rule Mame lzsued Claims

AddRule.. | | EditRue.. | | Remove Rue..

|| Cancel || Lipply

Select ‘Send LDAP Attributes as Claims’ from the template drop-down menu

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides

@ Choose Rule Type detailz about each claim rule template:

@ Configure Claim Rule Claim rule template:

Send LDAP Sttibutes as Claims

Claim rule template description:

Using the Send LDAP Attibute as Claims rule template you can select attributes fram an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims fram a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated uzers from the displayM ame and telephoneMumber
Active Directory attributes and then send those values as bwo different outgoing claims. This rule may alzo
be used to send all of the user’s group memberships. IF you want ta only send individual group
memberships, uze the Send Group kMembership az a Claim rule template

< Previous | ‘ Next > ‘ | Cancel

e Enter a suitable Claim rule name
e Select ‘Active Directory’ from the Attribute store
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Finally, from the drop-down menu map the LDAP Attribute ‘User-Principle-Name’ to Outgoing Claim
Type of ‘Name ID’ > Click Finish.

Configure Rule

Steps You can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store from

@ Chaose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

@ Configure Claim Rule
Claim rule name:

Faldr

Fiule template: Send LDAP Attributes az Claims

Attribube stare:

Active Directory Y]

Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute (Select or twpe ta
add more]

Outgoing Claim Type [Select or type to add more)

M ame 10

» Uszer-Principal-Mame

€ €

| < Previous || Finish || Cancel ‘

Single sign-on configuration should now be complete. If a user visits the Foldr appliance URL and they
are not signed into AD FS they will be redirected to the AD FS sign-in page. If the user is already
signed into AD FS, they should automatically log into Foldr and be presented with their shares.

If the administrator has enabled ‘Prompt users for network credentials’ in the Foldr Single Sign-On >
Service Provider configuration screen, the user will see the following prompt the first time that they
sign in automatically by SSO. It is important that the user supply their password at this time if any
SMB shares are being presented to users (where service accounts and ‘use for all access’ isn't being
used). Failure to supply the password will result in SMB shares being missing from the My Files
storage list.

Confirm password dialog for SMB share access:

Confirm password

Foldr requires that you enter your password to access
certain network resources. Would you like to do this now?

When the user clicks Yes, Continue an update password prompt will be displayed.
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Update password

Password

Cancel

Should the user cancel the dialog and not provide the password, they will be prompted to provide it
the next time they sign in. A user can change or update their Active Directory password at any time

using the ME menu in the Foldr web app.
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Kerberos SSO

Foldr can be configured to authenticate users using Kerberos authentication. This provides a
convenient way to automatically sign users into Foldr if they are using a PC or Mac that is bound to
Active Directory. With Kerberos SSO, a user can sign in automatically to either the Foldr web app or
Windows / macOS drive mapping clients. Kerberos SSO is not supported in the iOS or Android apps.

To use Kerberos authentication, the Foldr appliance must have accurate system time - i.e. it must be in
sync with the Active Directory domain. You can check the appliance time from within Foldr Settings
(show top right of the Ul) or by running the date command from the console when signed in as fadmin.
Should you need to correct the appliance time, this can either be done by correcting the host clock
(VMware ESXi etc) or if using NTP in Foldr Settings > Appliance > Date & Time and obtain time from a
local domain controller.

You can force the appliance’s clock to be synchronised with an NTP time source using the console
command:

time-sync x.x.x.x

SSL Certificate Requirements

A signed SSL certificate must be installed on the Foldr server for Kerberos authentication to work
successfully. You can install a purchased signed certificate from a recognised provider or make use of
the free SSL service offered via the Let’s Encrypt CA. The default, self-signed or other ‘untrusted’
certificate cannot be used.

Internal DNS changes should be made to allow clients using Kerberos to connect to the Foldr server
using the URI protected by the SSL certificate. This is covered later in this section.

Enabling Kerberos authentication and binding the appliance to the domain.
1. Log onto the Foldr appliance console and issue the command:

krb5-enable <Active Directory FQDN> <Domain Controller FQDN> <Foldr
Appliance FQDN> <Foldr Appliance Hostname> <AD Account to join Foldr
to domain>

Example:

krb5-enable minnow.it dc-01.minnow.it foldr-v4.minnow.it foldr-vi4
administrator

2. Enter the Active Directory account password
3. The Foldr appliance will bind to the domain and a computer account object will be created in
the default Computers container in Active Directory.

Security Considerations - Service Accounts and User Passwords

When a user signs into Foldr using Kerberos, the appliance still needs user credentials to connect to
the backend SMB storage such as those hosted on Windows file servers. The administrator has two
different options to this problem:

1. Use pre-defined service accounts in the Foldr Settings backend and connect to each
configured share with a master service account. To use this option this administrator must
select a suitable service account in Foldr Settings > Files & Storage and then enable ‘Use service
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account for all access’ on the advanced tab in the share configuration screen

Use service account for all access

If the administrator also enables ‘Full ACL support’ on the advanced tab, the appliance will
connect to the storage using the service account credentials, but then parse the Windows
AClLs to provide the correct permissions for the user signed into Foldr.

Enable full ACL support (when using a service account for access)

If full ACL support is not enabled, Foldr will not respect the users’ actual security permissions
but instead provide the level of permission that applies to the service account user. The
administrator can still control read or write access to each share for the service account using
the permissions section in Foldr Settings > Files & Storage.

2. Prompt users for their password the first time they access the system by Kerberos SSO. Once
the Foldr appliance has the user’s password, it is encrypted and stored within the
configuration database and can then be used for future sessions. A benefit of this approach is
that service accounts are not required for access to SMB shares and Foldr can operate in the
normal manner of respecting all existing security ACLs on the file servers providing access to
the shares / data. You can enable the prompt for network credentials feature when enabling
the SSO service within Foldr Settings > Single Sign-On > Kerberos.

Single Sign On
Identity Provider  Service Provider Kerberas

Kerberos

« Enabled

Prompt LDAP users for network credentials

Specify the subnets to be used for Kerberos SSO
IMPORTANT - The IP addresses or subnets configured here applies to the web app and desktop apps
using web sign-in.
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Within Foldr Settings > Single Sign-on > Kerberos you should now configure the subnets (or even
individual IP addresses) that clients will be connecting that should use Kerberos SSO. Configure one
subnet / IP address per line.

Kerberos

" Enabled

Prompt LDAP users for network credentials

Settings

Use Kerberos Authentication for the web app and clients using web sign-in on these |Ps
and subnets - One per-ling

172.16.1.0/24

Click Save.
Windows Client Configuration (Applies to web app and apps using ‘web sign-in’)

The Foldr appliance URI must be added to the workstations LOCAL INTRANET zone before they are
able to use Kerberos SSO in the web browser interface.

Control Panel > Network and Internet > Internet Options > Security tab > Local Intranet > Sites >
Advanced
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&' Local intranet >

i You can add and remove websites from this zone. All websites in
L,:] this zone will use the zone's security settings.

Add this website to the zone:

| Add

Websites:
https: f{foldr-v4. minnow.it Remove

[ ]require server verification (https:) for all sites in this zone

Close

Once this change has been made Internet Explorer, Edge, Google Chrome and Firefox and their
variants should sign into the Foldr web app automatically. Other browsers may not be compatible.

These settings can be controlled in a domain environment through Group Policy.
macOS Client Configuration

No client configuration is required on a domain bound macOS computer when using SSO in the Safari
browser.

To use Google Chrome browser with Kerberos based SSO, you must run the following commands from
the macOS terminal, replacing “foldr-server.fgdn” with the URL of the Foldr appliance.

defaults write com.google.Chrome AuthServerWhitelist “foldr-server.fqgdn”
defaults write com.google.Chrome AuthNegotiateDelegateWhitelist “foldr-server.fqdn”
Authentication Fallback

Should you attempt to connect to web app from within a Kerberos SSO specified subnet, but the
machine is not domain bound, you will be presented with a standard authentication prompt. If valid
credentials are entered into the prompt, the web app will sign in as usual.

SSL Certificates and Domains

It is common to use different domain names inside an organisation (Active Directory) and externally
(for the public website, email etc). Due to the way Kerberos works, accessing Foldr via the internal

FQDN will work by default, however it will also present the user with unwanted SSL trust warnings in
the browser that must be accepted before signing in.
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In order to do this, assuming that one does not already exist, you must create a forward lookup zone
on the internal DNS service (typically a Windows domain controller) for the EXTERNAL / PUBLIC
domain and create a CNAME record pointing at the internal FQDN of the Foldr system. A CNAME in
DNS is an alias and as such does not break Kerberos authentication in the same way that a simple A
record would.

Creating the CNAME record
In the example below, the domains are as follows:

minnow.it = The internal Active Directory domain with a Foldr appliance accessible at foldr.minnow.it.
An A record already exists in this zone for ‘foldr’ pointing at the virtual appliance.

Foldr.io = The organisation’s public domain.

After creating a new lookup zone for foldr.io, right click in the zone and select ‘New Alias (CNAME)

E DMS Manager

File  Action ‘Miew Help

&= | 7mE = HBHmld 86

5, DNS Mame -~ [ Type
= & MNW-'-;'DC-EIEII ‘—| (same as parent Folder) Start of Authority (3040
= [ | Forward Lookup Zones | (same as parent Folder) Mame Server (NS
= _msdcs.minnow.it
= minnow, it
- | Foldr.ic ;
3 Reverse Lookup Zones Ipdate Server Data File
| Conditional Forwarders izl
Global Logs Mew Hosk (6 or AASAT. ..

Mew Alias (CMAMED. .,
Mew Mail Exchanger (Mx). ..
Mews Cornain. . .

Mew Delegation. . .
Cther Mew Recards, ..

&l Tasks 3

Refresh
Expart Lisk. ..

View b

Arrange Icons g
Lime up Icons
Properties

Help

Enter the public FQDN of the appliance (i.e. that is covered by the SSL certificate installed on the
appliance) and point this at the internal FQDN (foldr.minnow.it)
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Mew Resource Record |

Blias (CHAME) |

flias name (Uses parent domain iF left Blank):

I demn

Fully qualified domain name {FQDM):

I dema.Faldr.io.

Fully qualified domain name (FODM) For targek hosk;

I Faldr . rminmow. it| Browse... |

[ allow any authenticated user ko update all DS records with the same
name. This setting applies only to DMS records for a new name,

Ik I Zancel

IMPORTANT - When creating the new lookup zone on the internal DNS service for the organisation’s
public domain, you must also consider any other records that need to be created. Typical examples are
the public website, webmail servers and so on. Create records for each as required and point them at
the relevant public IP address.

If you now browse to the Foldr server at https://demo.foldr.io on a domain bound workstation, the
SSL certificate will validate, and it will sign in automatically with Kerberos authentication.

@ Secure | https://demo.foldr.io/home/files

Windows App Configuration (Drive Mapping Client)

The Windows app will automatically detect if Kerberos SSO is available (i.e. is it enabled on the server
and does the client have a valid Kerberos ticket) and prompt the user:

&8 rFoldr X

9 Do you wish to try signing in using Single Sign-
On?
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If the user selects No, they can still authenticate by manually entering their credentials.

If Web Sign-In is disabled on the server, the app will display the legacy / alternative login dialog and
the user can enable the checkbox as shown to attempt SSO sign-in.

il Foldr Sign In X

grace.hopper

sessesReN

Use Single Sign-On

Kerberos SSO can set as the default authentication method through an MSI option when deploying the
client (SSO_LOGIN_BY_DEFAULT=1) - More information on deploying the Windows application and
the available MSI options can be found in the following KB article

macOS App Configuration (Drive Mapping Client)

The macOS app will automatically detect if Kerberos SSO is available and prompt the user (i.e. is it
enabled on the server and the client has a valid Kerberos ticket by being signed into the domain)

Foldr
- Do you wish to try signing in using Single Sign-On?

No . Yes '

If the user selects No, they can still authenticate by manually entering their credentials. If Web Sign-In
is disabled on the server, the app will display the legacy / alternative login dialog and the user can
enable the checkbox as shown to attempt SSO sign-in.
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[ ] Foldr

Foldr Address
beta.minnow.it
Use Single Sign-On

Username

Passwaord

Troubleshooting Kerberos using macOS

Mac clients provide some useful command line utilities to help troubleshoot Kerberos issues. If you are
having issues with the app signing in, please follow these steps and raise a support ticket through the
support email address.

Firstly, double check that the user in question has no issues with their account in Active Directory. A
blank UPN attribute (User Principle Name / username@domain) from a misconfigured bulk user import
script can be the root cause of some Kerberos issues that only become apparent on non-Windows
clients.

Check DNS, and if required in your environment, create a CNAME record as described above. Ensure
the client is connecting to Foldr so the (signed) SSL certificate is valid on the client.

1. Open Terminal
2. Check for the existence of a Kerberos ticket using the command:

klist

Note - if you need to request a new ticket, or are testing on a standalone Mac, issue the command:

kinit username@DOMAIN.COM

Note - the DOMAIN section must be uppercase

curl -v -negotiate -u : https://FOLDR/sso/krb5
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Replacing FOLDR with the FQDN of the Foldr appliance

4. If Kerberos authentication is working as expected, towards the end of the output you should see a
HTTP 302 redirect pointing to /home
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20. Custom Branding

Within Foldr Settings > Customise, the administrator can change numerous visual aspects of the web
app interface.

On the log in screen, the administrator can change the full-page background wallpaper, welcome text,
title text and upload a custom icon image file that will replace the default Foldr icon. Once a user has
signed in the top banner and text within the banner can use specific custom colours. Custom colours
and logos will also be reflected in the iOS app (Android custom branding support coming late 2019)
The administrator can alter the wording of sharing types/modes in Foldr between education and

business focused use cases and finally you can provide custom headers for appliance for allowing
interoperability with other systems.

Display Sharing Labels

This option will change the text labels used in the Sharing features in Foldr.

Text Colours Images Web App HTTP Headers

Display sharing labels for

Education =

Education

Hand Out = Read Only

Hand In = Read source files and write files into dedicated subfolders
Manage = Read / Write

Business

Duplicate = Read Only

Submit = Read source files and write files into dedicated subfolders
Manage = Read / Write

Custom Text (Sign-in Screen)
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Text

Sign In

Title

Sign-in Message (replaces organisation name)

Sign In

Text entered into this field will replace the default ‘Welcome to Foldr' message on the web app sign in
dialog

Title

Text entered into this field will affect both the
browser tab title and also the default ‘Foldr’ text when a user is signed into the web app (shown below)

My Files

(at My Files
Mame

[N My Bookmarks l-",\ SMB Home Folder
& COnelDrive

Q, search

B Teams

Sign-In Message
Text entered into the Sign-In Message will replace the organisation name, which is taken from the
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licence key. The text will be displayed on the web app and mobile/desktop app sign on dialogs (web
sign in required).

Title

Sign-im Message (replaces organisation name)

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore magna aligua. Ut
enim ad minim veniam, quis nostrud exeratation ullamao laboris
nisi ut aliquip ex ea commeodo consequat. Duis aute irure dolor in
reprehenderit in voluptate velit esse cllum dolore eu fugiat nulla
pariatur. Excepteur sint occaecat cupidatat non proident, sunt in

culpa qui offida deserunt mollit anim id est Iaburuml

Y

Web app showing a custom Sign-in Message - note this is scrollable.

Welcome to Foldr

Lorem ipsum dolor sit amet, consectetur adipiscing elit, *
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud

exercitation ullamco laboris nisi ut aliquip ex ea

Username

NEXT

Forgot password?
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Custom Colours

The web app may be customised using custom colours for highlighted elements, buttons, text and

l 16E856

FFFFFF

text

FFFF

Default banner colour

An example of changing the menu bar and menu bar text colour

menu bars
Menu bar Menu bar text Limk
. 2C3ES0 FFFEFE l 0eA4DE
Reset Reset Reset
Button Button text Highlight
. DesdDe FEFFFE EQFETE
Reset Reset Reset
Selected Selected text Active taby text

A0CAFD FFFFFF l 000000

Reset Reset Reset

Using the Colour Picker
Menu bar Menu bar text

Custom banner example
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N ACTIVITY Demo User

= Refresh My Files

L Me

& Uploads

& Password Control

& Appearance

Disable Thumbnails

® Sign Out

Configuring a custom logo

N ACTIVITY  Demo User

<~ Refresh My Files

& Me

&, Uploads

& Password Control

@ Appearance »

@ Disable Thumbnails

® Sign Out

To replace the default Foldr logo shown on the sign in screen, turn ‘Use default’ off and drag / drop a
new logo into the space provided.

Logo

Title and logo

Use default

Drop a file or click here to install
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The image will be scaled automatically and should be supplied in JPG, PNG or GIF format.

Configuring a custom background image

Background

Use default ®)

To replace the default Foldr wallpaper shown on the sign in screen, turn ‘Use default’ toggle off and
drag / drop a new image into the space provided.

The image will be sized to fill the user’s web browser window, so an appropriately sized image should
be provided. Please note that the file must be provided in PNG, JPEG or GIF format and should be
1.5MB size or less. For reference the sample background provided with the appliance is 2400x1600

Custom HTTP Headers

The Custom Headers field is an advanced option and should only be configured if you require this
functionality. One of the main use cases for custom headers would be to enable Cross-Origin
Resource Sharing (CORS), this allows the administrator to allow another system to make requests to
the Foldr appliance. This could be used to allow a third-party service to make calls to the sharing
features in the appliance, such as public links, to display shared files on other platforms.

Example shown below:
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Cne per-line HEADER: VALUE

Access-Control-Allow-Origin: https://foldr.io
Wary: Origin
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21. Miscellaneous System Settings

HSTS (HTTP Strict Transport Security)

HSTS is a security feature and is automatically enabled on the Foldr appliance, it cannot be disabled.
More information on HSTS can be found here.

It is important to understand the implications of HSTS when installing a signed SSL certificate. Once
installed, a user’s web browser will expect all future HTTPS connection from the Foldr URL to use a
valid, signed certificate. In the event of the certificate expiring or being revoked user access will be
unavailable (from that client browser) until the SSL configuration is restored, or they switch to an

alternative web browser.

In this scenario Foldr will always be available as a last resort via the (public or private) IP address.

The Appliance Console - Command List

The following commands are available from the console.

Command Function

dig DNS information & diagnostics

netconfig Presents a simple to use console menu where you can configure
the virtual appliance’s network settings.

netstat Displays network connections and statistics

nslookup DNS troubleshooting

passwd To change password for the fadmin account use ‘passwd fadmin’

ping Network connectivity & troubleshooting

traceroute Determines the route taken by packets to reach a destination

tenant-enable

Enables multi-tenancy mode

tenant-disable

Disables multi-tenancy mode

tenant-add “tenant-name”
subdomain

Adds a tenant, specify a friendly tenant name first in quotes
followed by the required subdomain that will be used

tenant-1list

Shows all tenants and the status of the encryption keys for each

tenant-sync ip-1 ip-2 -p
password

Synchronises tenants across multiple appliances. Optionally
specify the fadmin password for all appliances with the -p
option.

Tenant-reset-password
subdomain

Reset the tenant admin (tadmin) account for the given
subdomain. The password will be reset to ‘password’ without
quotes.

Install-xen-guest-utils

Installs the Citrix XenTools guest drivers for improved system
performance. Requires the xs-tools ISO to be mounted in
XenCenter.

support-enable

Enables fsupport mode. This can be used a technical support
representative to log in for troubleshooting purposes or
performing a password reset for the fadmin account.

iptables

Moadifies the built-in firewall. All rules should be commented -m
comment —comment “foldr-admin” to enable the rules to persist
after a system update

iptables-save

Commits all firewall rules so they are permanently saved.

add-interface ethx

Creates an additional network interface. This must be used
before you can configure these NICs with the netconfig menu.
The appliance supports a maximum of 4 virtual NICs (ethO -
eth3)
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remove-interface ethx

Removes additional network interface.

set-routes ethx

Set static routes for additional network interfaces

ethtool -P ethx

Displays the MAC address for interface ethx in the example.
Useful if you have attached multiple interfaces to the appliance
for identification purposes

certificate-reset

Resets the SSL certificate installation back to the self-signed
(default) certificate

time-sync ntp-server

Forces the appliance system clock to sync with an NTP server.
NTP must be selected within Foldr Settings > Appliance > Time
Settings for this command to work successfully.

ocsp-enable | disable

Enables or disables OCSP stapling (default = disabled)

flush-cache

Flushes cached database entries on the server

set-ciphers modern |
default

Configures the appliance web server SSL
configuration. ‘Modern’ disables TLS 1.0, 1.1 and also disables
the weaker (3DES) cipher suites.

smb-mode
legacy|default |modern|edge

Configures SMB protocol on the appliance. The different modes
are explained below:

legacy = sets max client protocol to SMB1

default = sets max client protocol to SMB2

modern = sets min client protocol to SMB2 & max client
protocol to SMB3

edge = set max client protocol to SMB3

http-test <URL>

Performs HTTP(S) connectivity tests using cURL. Example
command to show verbose output:
http-test -v https://letsencrypt.org

ldap-test <filter>

Performs LDAP(S) tests using Idapsearch

install-datto-agent

Downloads and installs the Datto Linux backup agent

search-reserve-mem x

Reserves xGB of RAM for non-search related functions
(recommended minimum of 2)

remove-tc-log

Removes the transaction co-ordinator log file to aid with
database recovery/start

db-bootstrap

Marks the local database as ‘safe to bootstrap’ - Useful to
recover a cluster that has not shut down gracefully

list-checkouts

Lists all checkouts currently made by users, either manually or
via an Edit in Office session in the web app

remove-checkouts <days>

Removes all checkouts older than the <days> specified

remove-devices <days>

Removes all user devices (including browsers) that were last
seen older than the number of <days> specified

set-inbox-allow-from
‘<addreses>’

Configures the Foldr server to only receive email from the hosts
specified.

install-nutanix-guest-
tools

Installs the Nutanix AHV hypervisor tools
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22. Connecting Users to Foldr

Users can connect to Foldr server via its web app or from one of the mobile (Android/iOS) or desktop
(Windows/macOS) client apps. Note that the web app provides access to all Foldr features, some

features (such as sharing) may not be available in specific apps.

Users connect to the appliance from any app / browser using the same address.

https://foldr.yourdomain.com

Desktop apps (drive mapping)

Windows app is available here - The macOS app is available here

Mobile apps:

Foldr for iOS and Android is available in the App Store and Google Play

Web app

Eoldr v4 R ACTIVITY

My Files » My Home Folder

A

=
]
=1

=

m

Modified
Client Proposal Feb &6, 2018 5:03 PM
Documents MNov 9, 2017 10:55 AM

Movies Mar 10,
Music Mar 10,
Pictures Mar 13,
Scanned Documents Mar 10,
Latest Updates.docx Mar 10,
Monthly Reports xlsx Mar 10,
My Whiteboard foldr pdf Mar 15,
Paris.jpg Mar 10,

The History Of Computing.ibiMar 10,

2017 10:49 AM

2017 10:49 AM

2017 11:46 AM

2017 10:54 AM

2017 10:51 AM

2017 10:51 AM

2017 10:55 AM

2017 10:53 AM

2017 10:52 AM

Mobile app (iPhone/iOS shown):
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https://play.google.com/store/apps/details?id=it.minnow.foldr&hl=en_GB

Pin to Quick  Copy
BLCERS

Clipboard

« v

o Quick access
4 Onelirive
8 This PC

o Foldr (R}
Bookmarks

My Files

b Network

Paste - Maove  Copy
Pacts shactelt
#) Paste shortcut o= o

Organise

¥ Foldr (A7) » My Files » My Home Folder

D Mame

Client Propesal
Documents
Movies

e

Music
Pictures
Seanned Documents
& 27-11-2018 123528
@ Latest Updates
g Monthly Reports
%] My Whiteboard.faldr
& Paris
| Sereenshot 20181127-123432
&/ Screenshot 20181127-123438
|| The History Of Computing.ibooks

Delete Rename Mew
-

felder

Date modified

06/02/2018 1703
09/11/2007 10:55
10/03/2017 10:49
10,/03/2017 10:42
13/03/2007 11:46
1040372007 10:54
271172018 12:35
10/03/2007 10:51
10/03/2017 10:51
15,/03/2017 10:55
10/03/2007 10:53
2712018 1237
271208 12:37
10/0372007 10:52

atl 02-UK & 12:06 [CE 3 11 02-UK T 12:35 @za )
€9 My Files oo €9 My Home Folder eee
% My Home Folder > Q Filter
E Partner Resources > CLLEET
B ciient Proposal
- Marketing Department Shared >
" 5 L/ Documents
@ i
'. Google Drive
Ej Movies
&@, OneDrive >
n/ Music
W Marketing Sharepoint >
L/ Pictures
- Scanned Documents
5 files
Latest Updates.docx
7 KB, medified last year
Monthly Reports.xlsx
6 KB, modified last year
W My Whiteboard.foldr.pdf
16 KB, modified last year
Paris,jpg o
263 KB, modified last year
B N AR R A ke
9 9
& Q “ = Q “
Foldr Search My Device Me Foldr Scarch My Device Me
Foldr for Windows
* L D & cut R x -I ) Mew item ™
- M= Copy path D Easy access =
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Foldr for macOS

(=] Foldr

5= Do) EE 4
Favorites Name i
@) Airbrop » M Bookmarks
@ Recents Y 8 My Files
» @ All Cloud Services
7 iCloud Drive > box Box
#2 Applications > 2 :;;p:""
2 est
[ Desktop » {. Google Drive
M) Documents » W8 Minnow Shared
© Downloads » WL OCR Scans
— b fda OneDrive
&5 Foldr = » W8 Read Only
Devices » W Shared Projects
. » W& SharePoint - Marketing
RemotelRisc » W@ SharePoint Teamsite
Shared » W SMB Home Falder
2019fs » W@ Student Home Folders + Cloud Drives
iy » W@ Team Drives
WebDAV clients:

The native Foldr apps do not use WebDAYV, however the server does provide WebDAV support for
users connecting with a third-party client, such as Cyberduck.

https://foldr.yourdomain.com/drive (note /drive)

Third party WebDAV app (Cyberduck shown)

File Edit View Go Bookmark Window Help
=t 5 6 = O
@ Quick Connect - {é} - - - @ =] —
Open Connection Action GetInfo Refresh | Edit Upload Transfers Disconnect
I | LR < » | |/drive 'lm Search...
Filename : Size Modified
> . Public Files -- Unknown
» L. Partner Resources -- Unknown
> 4. OneDrive -- Unknown
> & My Home Folder -- Unknown
> 4. Minnow Shared -- Unknown
> 1. Marketing SharePoint -- Unknown
» 1. Marketing Department Shared -- Unknown
» 1. Google Drive -- Unknown
317

& Foldr




23. Controlling Client App Access

By default, Foldr will allow users to sign in from any location and from any client (web, desktop or
mobile apps)

You can disable client access from each client type individually, specify version requirements or apply
granular permissions and IP subnet rules for each. IP access rules can apply to individual users or

groups as required. This could be used for example to allow specific users to connect from the iOS
app, but only on the internal / organisation wireless network.

Device Configuration

Devices and applications can be configured within Foldr Settings > Devices & Clients.

iOS app configuration screen is shown below.

Devices & Clients

Connected Devices Approval Rules Mobile Windows macO5 Web & Other

< >

o5 Android
i0s

Enable

Fequire device approval O

kinimum versian - Leave blank for no restriction

Use web sign-in

Use granular access permissions ®
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Separate configuration tabs are available for iOS, Android, Windows, macOS, Non-Foldr clients (curl
for example) and the web app.

To enable granular access permissions on a specific app type, enable the toggle shown at the bottom
of the dialog and configure as required. You can search for individual users or security groups and
create separate rules for each.

Use granular access permissions

The example below shows the iOS app configured for the Marketing security group. Users that are in
this group will only be allowed to sign in using the iOS app if their client device is within either the
192.168.10.0/24 or 192.168.20.0/24 subnets. Foldr access from the iOS app will be denied
automatically to Marketing users from any other location.

Applying granular access permissions to an app (iOS shown)

Foldr for 105 Permissions

@ Marketing

Use Foldr for 05 Allow -

COnly apply to these IP addresses/networks

152.168.10.0/24
192.168.20.0/24
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24. Managing & configuring the Foldr for Windows & macOS apps

Desktop apps are available for both Windows and macQOS. These apps will present all storage
locations available via the Foldr server under a single mounted drive Web in Explorer or Finder. The
apps support search (via a web-based Ul), and security features such 2FA, WebAuthn and SSO.

Foldr for Windows

The Foldr for Windows drive mapping client provides access to all storage locations presented through
Foldr directly from Windows Explorer using a single mapped drive.

Limitations:

The app currently does not provide sharing features (sharing with others or public links etc). Users
should use the Foldr web app if they need to use the sharing features.

System Requirements

Windows 8 - 11 (32bit or 64bit)
Visual C++ 2015 runtime - 14.0.24215 is required or higher

The Foldr for Windows app can be downloaded from the website:

https://foldr.io/products/foldr-for-files/microsoft-windows

The Foldr-setup.exe download for x86 and x64 systems will attempt to install the pre-requisite Visual
C++ runtime if it isn’t already installed. The app may be deployed using Group Policy, SCCM, Intune,
scripts or open-source deployment tools such as WPKG using the .MSI version, which is available here:

x64 MSI - https://foldr.io/downloads/clients/win/x64/latest.zip

x86 MSI - https://foldr.io/downloads/clients/win/x86/latest.zip

It is recommended to install the latest C++ runtime bundle. This must be installed before attempting
to deploy the .MSl version. The latest Microsoft C++ runtime package can be downloaded here:

x86 and x64 - https://docs.microsoft.com/en-us/cpp/windows/latest-supported-vc-
redist?view=msvc-170

When deploying Foldr using the MSI, it is recommended that the MSI remains accessible to the client,
whether over a local or network connection, if deployed centrally.

The administrator can optionally pass various options to the installer to configure the application as
required.

Antivirus Recommendations

Antivirus software can interfere with the running of the application and severely impact the
performance / user experience when using the Foldr drive. It is recommended that antivirus software
is modified so that both the mounted Foldr drive, and the local cache location is excluded for both
real-time and on-demand scanning. If antivirus software is not modified, it may scan the drive and
crawl through the shares/directories available resulting in many files to be downloaded to the local
cache which is undesirable.

The application cache is stored at within the users local AppData directory which by default is
available at:
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https://foldr.io/products/foldr-for-files/microsoft-windows
https://foldr.io/downloads/clients/win/x64/latest.zip
https://foldr.io/downloads/clients/win/x86/latest.zip
https://docs.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170%20
https://docs.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170%20

%localappdata%\foldr\cache
This is in turn points to C:\Users\<username>\AppData\Local\Foldr\cache
App configuration and Registry Settings

By using any of the following msiexec installer options, registry keys are created automatically for each
under:

HKEY_LOCAL_MACHINE\SOFTWARE\Foldr\Default
These registry keys apply to all users of the system and as such an administrator can configure the

Foldr app by pushing these registry values to workstations, instead of using the msiexec options. This
is typically done via Group Policy Preferences or via a script.

MSIEXEC Option Value Registry Key
FOLDR_SERVER foldr.server.fqdn FoldrServer
REQUIRES ANTIVIRUS lor0 RequiresAntivirus
AV_UPDATE_GRACE_MINUTES Any numeric value AVUpdateGraceMinutes
AV_GRACE_MINUTES Any numeric value AVGraceMinutes
DETECT RENAME_THREAT lor0 DetectRenameThreat
DETECT EXTENSIONS THREAT lor0 DetectExtensionsThreat
FOLDR_DRIVE e.g."z2" FoldrDrive
DRIVE TYPE REMOVABLE lor0 DriveTypeRemovable
USER_CAN CHANGE DRIVE_TYPE lor0O UserCanChangeDriveType
USER_CAN_CHANGE_DRIVE_LETTER lor0 UserCanChangeDriveLetter
SHARES e.g."1,2,10" EnabledShares
UPDATES ENABLED lor0 UpdatesEnabled
SIGN_OUT_ON_EXIT lor0 SignOutOnEXxit
SSO LOGIN BY DEFAULT lor0O SSOLoginByDefault
SERVER _OS USING DRIVE e.g."Z" See details below
CACHE EXPIRY DAYS 1,5,7,14 or 28 CacheExpiryDays
CERTIFICATE_PROMPTS lorQ CertificatePrompts
UPLOAD_NOTIFICATIONS lorQ UploadNotifications
SHOW_ WINDOWS SHORTCUTS lorQ ShowWindowsShortcuts
USE_MY_FILES lor0 UseMyFiles
OPEN_DRIVE_AT _STARTUP lor0O OpenDriveAtStartup
CLEAR _CACHE_ON_EXIT lorQ ClearCacheOnExit
SSO_AUTO_SIGN_IN lor0 SSOAutoSignin
PROMPT AT STARTUP lor0 PromptAtStartup
MAX_UPLOADS 1,2,3,40r5 MaxUploads
NO CACHE MSI lorQ Not stored in registry
EXCESSIVE_DOWNLOAD_ALERTS lor0O ExcessiveDownloadAlerts
OFFICE_AUTO CHECKOUTS lorQ OfficeAutoCheckouts
OFFICE_ASSIST lor0 OfficeAssist
OFFICE_ASSIST_ALLOW_OPEN lor0O OfficeAssistAllowOpen
PRESERVE_WFR_ON_SIGN_OUT lorO PreserveWFRONSignOut
ADMIN_UPDATES lor0O AdminUpdates
PROXY http://proxy-address:port | Proxy
USER_CAN_CHANGE_PROXY lorO UserCanChangeProxy

This option must be set

to O for the ‘Proxy’

option to be used
USE_OFFLINE_FILES lor0 UseOfflineFiles
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Example MSIEXEC installation command

msiexec /i FoldrSetup.msi /quiet /log install.log FOLDR_SERVER=https://demo.foldr.io
REQUIRES_ANTIVIRUS=1 DETECT_RENAME_THREAT=1 DETECT_EXTENSIONS_THREAT=1
FOLDR_DRIVE="R:" SHARES="1,3"

Installation Option Details

FOLDR_SERVER=<SERVER ADDRESS>
Sets the default Foldr server address and will pre-populate the server address in the sign-in dialog.

Registry Setting

Name = FoldrServer

Type = REG_SZ (String)

Value = https://foldr.yourdomain.com

REQUIRES_ANTIVIRUS=1|0

Determines whether Antivirus is required to be enabled and up to date on the client machine. If set to
=0 during installation, users will be able to change this option under Settings > Advanced tab; NOTE
that on the client this setting will enabled by default.

Note: This can be overridden by the Foldr appliance.

Registry Setting

Name = RequiresAntivirus
Type = REG_SZ (String)
Value = 1|0

AV_UPDATE_GRACE_MINUTES=1|0

When Foldr detects that the client’s antivirus is out-of-date, this option will allow the client machine
the configured amount of time to update its AV definitions. If the AV is not updated before the timer
expires, the drive will be disconnected.

A value of O disables any grace period whatsoever, regardless of the value of AV_GRACE_MINUTES,
below.

Note that the client itself must still be within AV_GRACE_MINUTES for this setting to apply.

Note: This can be controlled / overridden by the Foldr appliance within Foldr Settings > Devices &
Clients > Windows

Registry Setting

Name = AVGraceMinutes
Type = REG_SZ (String)
Value = 1|0

AV_GRACE_MINUTES=1|0

The number of minutes allowed to elapse before an out-of-date Antivirus product causes the Foldr
drive to go offline.

Note: This can be controlled / overridden by the Foldr appliance within Foldr Settings > Devices &
Clients > Windows
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Registry Setting

Name = AVGraceMinutes
Type = REG_SZ (String)
Value = 1|0

DETECT_RENAME_THREAT=1|0

Configures a value in the Windows Registry that determines whether we detect ransomware rename
threats on the client machine.

Note: This can be overridden by the Foldr appliance.

Registry Setting

Name = DetectRenameThreat
Type = REG_SZ (String)
Value=1or0

DETECT_EXTENSIONS_THREAT=1|0

Configures a value in the Windows Registry that determines whether we detect ransomware
extension threats on the client machine.

Note: This can be overridden by the Foldr appliance.

Registry Setting

Name = DetectExtensionsThreat
Type = REG_SZ (String)
Value=1or0

FOLDR_DRIVE=<DRIVE LETTER>
Configures the drive letter to be used when mounting the Foldr drive.

Registry Setting

Name = FoldrDrive

Type = REG_SZ (String)
Value = R: (as an example)

DRIVE_TYPE_REMOVABLE=1|0

Configures the drive type to be used when mounting the Foldr drive (1 configures a Removable Drive,
0 configures a Network Drive).

Removable Drive is the default drive type and is recommended in typical installations. This mode
provides improved support for Office files and saving back to the Foldr drive when the document is
still open.

For compatibility reasons, the drive should be configured in Network mode in remote desktop
sessions.

Registry Setting

Name = DriveTypeRemovable
Type = REG_SZ (String)

Value = 1|0

USER_CAN_CHANGE_DRIVE_TYPE=1|0
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Configures whether the user can override the drive type used when mounting the Foldr drive.

Registry Setting

Name = UserCanChangeDriveType
Type = REG_SZ (String)

Value = 1|0

USER_CAN_CHANGE_DRIVE_LETTER=1|0

Configures whether the user can change the drive letter assigned to the Foldr drive. Note that this
setting only takes affect if FOLDR_DRIVE=<DRIVE LETTER> has been set.

Registry Setting

Name = UserCanChangeDriveletter
Type = REG_SZ (String)

Value = 1|0

SHARES=<LIST OF ENABLED SHARES>

Determines which shares are available to the user through the Windows application. If the option is
not configured or an empty value is set, all shares will be available.

Otherwise, use a comma separated list of share |Ds to specify which shares should be available, all
others will be hidden from the drive. The share ID can be found in the Foldr Settings > Files & Storage
area (shown in the browser address bar)

Registry Setting

Name = EnabledShares

Type = REG_SZ (String)

Value = 1,2,3,4 (example comma separated values for the share ID)

UPDATES_ENABLED=1|0
Determines whether the update mechanism is enabled.

If disabled, then no checking for updates will be made and the option to check for an update in the
system tray context menu will be hidden.

Registry Setting

Name = UpdatesEnabled
Type = REG_SZ (String)
Value = 1|0

SIGN_OUT_ON_EXIT=1|0

Determines whether the user is signed-out when they exit the app. This would be useful in an
environment where more than one user will need to sign into Foldr using the same Windows desktop
session. If this option is enabled, the user is prompted to enter their credentials when the app is next
launched. If enabled, the upload queue is wiped when the app is closed. As such, users must ensure
all uploads have completed before exiting the app or logging out of Windows.

Registry Setting

Name = SignOutOnExit
Type = REG_SZ (String)
Value = 1|0

SSO_LOGIN_BY_DEFAULT=1|0
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Determines if the ‘Use Single Sign-On’ checkbox is always checked. The user may still uncheck the
control and sign-on with a username and password if they wish.

If disabled, then when the login dialog is shown, the ‘Use Single Sign-On’ is only checked when the
user has previously enabled SSO.

Registry Setting

Name = SSOLoginByDefault
Type = REG_SZ (String)
Value = 1|0

SERVER_OS_USING_DRIVE=<DRIVE LETTER>

A convenience option (recommended for deployments to a Windows Server O/S) which overrides the
following options with:

FOLDR_DRIVE=<DRIVE LETTER>

DRIVE_TYPE_REMOVABLE=0

USER_CAN_CHANGE_DRIVE_LETTER=0
USER_CAN_CHANGE_DRIVE_TYPE=0

CACHE_EXPIRY_DAYS=1|0

Sets the number of days that files are cached on the user’s local filesystem.

When a value is assigned to this setting, the user will be unable to override the configured value.

Registry Setting

Name = CacheExpiryDays
Type = REG_SZ (String)
Value=1,5,7,14 or 28

CERTIFICATE_PROMPTS=1|0

Determines whether the user is prompted if the server they are connecting has an untrusted / expired
SSL certificate.

When a value is assigned to this setting, the user will be unable to override the configured value.
Registry Setting

Name = CertificatePrompts

Type = REG_SZ (String)

Value = 1|0

UPLOAD_NOTIFICATIONS=1|0

Determines whether a pop-up notification is displayed when a file is queued for upload.

When a value is assigned to this setting, the user will be unable to override the configured value.
Registry Setting

Name = UploadNotifications

Type = REG_SZ (String)

Value = 1|0

SHOW_WINDOWS_SHORTCUTS=1|0

Determines whether the Windows Shortcuts are shown on the Foldr drive.
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When a value is assigned to this setting, the user will be unable to override the configured value.

Registry Setting

Name = ShowWindowsShortcuts
Type = REG_SZ (String)

Value = 1|0

USE_MY_FILES=1|0

Determines whether ‘my files’ and ‘bookmarks’ are shown in the root of the Foldr drive. When
enabled, the shares available to the user will be contained within the ‘my files’ directory. When
disabled, the shares will be shown in the root of the Foldr drive.

When a value is assigned to this setting, the user will be unable to override the configured value.
Registry Setting

Name = UseMyFiles

Type = REG_SZ (String)

Value = 1|0

OPEN_DRIVE_AT_STARTUP=1|0

Determines whether the Foldr drive is opened in an Explorer window when mounted at start up.
Note:

When a value is assigned to this setting, then the user will be unable to override the configured value.
Registry Setting

Name = OpenDriveAtStartup

Type = REG_SZ (String)

Value = 1|0

CLEAR_CACHE_ON_EXIT=1|0

Determines whether the cache is cleared when Foldr exits.

When a value is assigned to this setting, the user will be unable to override the configured value.
Registry Setting

Name = ClearCacheOnExit

Type = REG_SZ (String)

Value = 1|0

SSO_AUTO_SIGN_IN=1|0

When Foldr is started up, and single-sign-on is available, Foldr will attempt to sign in automatically
using SSO.

When a value is assigned to this setting, the user will be unable to override the configured value.

Registry Setting

Name = SSOAutoSignin
Type = REG_SZ (String)
Value = 1|0

PROMPT_AT_STARTUP=1|0
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This setting configures whether Foldr prompts the user to sign-in (when no account is setup, or when
the user is signed-out) when Foldr starts.

There is no user configuration for this option. When no value is assigned to this setting, Foldr will
prompt the user to sign-in.

Registry Setting

Name = PromptAtStartup
Type = REG_SZ (String)

Value = 1|0
MAX_UPLOADS=1,2,3,40r 5

This setting determines the number of uploads Foldr uses when uploading a batch of files to the
Appliance.

When no value is assigned to this setting, Foldr will prompt the user to sign-in.

Registry Setting

Name = MaxUploads

Type = REG_SZ (String)

Value = 1|0

NO_CACHE_MSI=1|0

Use to inform the installer whether to preserve a cached copy of the FoldrSetup.msi installer. This
means that when Windows needs the installer (after a major Windows update for example) there will

be a copy available, and Windows will not prompt the user for its location.

If the argument is not supplied, or is set to ‘O’, then the installer caches the MSl in a directory named
‘%COMMONPROGRAMFILES%/Foldr’

If the argument is set to ‘1’, then installer does not cache the MSI.
This argument to the installer is not stored in the Windows Registry.
EXCESSIVE_DOWNLOAD_ALERTS=1]0

This setting configures whether Foldr notifies a user when it detects excessive download activity for a
particular process (for example, an Antivirus product scanning files on the Foldr drive).

If the argument is set to 1, then Foldr will issue alerts. The user will be unable to configure the setting.

If the argument is set to O, then Foldr will not issue alerts. The user will be unable to configure the
setting.

When unset, the user will be able to configure the setting, The default value is 1.
Registry Setting

Name = ExcessiveDownloadAlerts

Type = REG_SZ (String)

Value = 1|0

ADMIN_UPDATES=1|0
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This setting configures whether users are allowed to install app updates without administrative
privileges.

If the argument is set to 1, AdminUpdates are enabled. The user will be unable to configure the setting
in the App Settings Ul (Advanced tab).

If the argument is set to 0, AdminUpdates is disabled. The user will be unable to configure the setting.

When unset, the user will be able to configure the setting in the App Settings Ul (Advanced tab). They
will need to satisfy a UAC prompt in order to do so.

Registry Setting

Name = AdminUpdates
Type = REG_SZ (String)
Value = 1|0

OFFICE_AUTO_CHECKOUTS=1|0

Determines whether the Microsoft Office files are automatically checked-out when they are opened.
This feature requires that the drive is mounted as a Network Drive.

When a value is assigned to this setting, the user will be unable to override the configured value

Registry Setting

Name = OfficeAutoCheckouts
Type = REG_SZ (String)

Value = 1|0

OFFICE_ASSIST=1|0

This setting configures whether Office documents are associated with the Foldr app (when the app is
running).

When Office Assist is enabled, double-clicking Word, Excel or PowerPoint files that are hosted in
Office 365 locations will open documents directly via the files online URL and use the Office apps
native/built-in saving mechanism to save back to OneDrive, SharePoint and Teams. Saving files with
Office Assist enabled, bypass the Foldr server, local upload queue, results in no temporary files being
created (~$ prefix Office owner files), enables the autosave feature in the Office apps and allows for
native collaborative editing.

The local file association is modified on the Windows client when the Foldr is running for .docx, .xIsx
and .pptx files.

&« Settings

@ Choose default apps by file type

docx Foldr
ft Word (Foldr)
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When the app is quit, the file associa

If the argument is set to 1, then OfficeAssist is enabled. The user will be unable to configure the

setting in the app.

If the argument is set to 0, OfficeAss
the app.

When unset, the user will be able to configure the setting, The user is prompted, at start up, for its

initial value.

If the user is allowed to enable Office Assist manually in the app, this can be done in the app settings >

Advanced tab as shown below:

tion will automatically revert to default, as shown below.

Word

W

ist is disabled. The user will be unable to configure the setting in

&8 Settings

Options

'  Automatically check out
&  Use Foldr to open Office

&  Upload on change

pod

E Foldr web app

& Account @ Drive @ Security 8 Advanced

&'  Check for updates automatically

Office documents

365 documents

"  Show upload notifications

& Simultanecus uploads (3)

The functionality to edit ‘online’ can be used without ‘OfficeAssist’ being enabled by using the context
menu in Explorer > Foldr > Edit in Microsoft Office. As with OfficeAssist, the context menu will open
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the file directly using its online URL, autosave is enabled automatically and native collaborative editing
is supported.

W} Mew Document.doe S 2 Microsoft Word (F... 19 KB
xH Sample Open Mi ft Excel (F... 1,312 KB
1| Sample Share with Skype 0 312 K
FoF Square Booklet] Foldr > Add Bookmark

sl PMNG 7-Zip 2 Delete Bookmark

test.mpd CRC SHA A Duplicate

Po¢ test.pdf ( Edit with Notepad-++ Duplicate in...
B testpng * Share Edit with Microsoft Office

B Testaip Open with > Edit with Microsoft Office 265
B Test2.png

Registry Setting

Name = OfficeAssist
Type = REG_SZ (String)
Value = 1|0

NOTE 1 - When Office Assist is enabled, users will be able to open Office documents from Explorer
that are stored outside of Foldr providing the path has a drive letter. For example, local disks, external
storage and mapped network drives will open documents as expected when a user double clicks a file
in Explorer. Users will be unable to open files using UNC paths in Explorer.

NOTE 2 - It is recommended that users open Office files hosted in Office 365 locations by double-
clicking the files to open in their File browser (Windows Explorer). This ensures the online version is
opened rather than using File > Open inside the Office app - see below.

When Office Assist is enabled, the app will block the File > Open route of opening Office files hosted
in Office 365 locations from the Foldr drive. This is to prevent a local / offline version of the file being
opened. If a user tries to use File > Open with Office Assist open, they will see the following error:

Microsoft Word >

| Waord cannot open the document: user does not have access privileges
[ZMly FilesyOneDrive'Mew Document, doox)

A Windows notification will appear (bottom right) and if the user clicks this, the online document will
be opened in the local Office app.

The user can then continue working on the file ‘live’ using the online version - autosave, collaborative
editing and any other native Office 365 features available in Office will function as usual.
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OFFICE_ASSIST_ALLOW_OPEN

When Office Assist is enabled, the feature, by design (as of app release 1.5.23) will prevent users from
directly opening Office documents from inside an Office app hosted in any Office 365 location using
FILE > OPEN > Z: (i.e. the Foldr Drive letter) - Office Assist users should instead browse through
Explorer, via the Foldr drive and double click files to open.

The Foldr app blocks File > Open as a route to open Office 365 files as it is unable to open the ‘online’
document version at Office365 using this route. If the user attempts this they will receive an error that
the Office app was unable to open the file (as the app is blocking the action) and a Windows
notification will appear to allow the user to open the cloud version by clicking upon the notification.

1 - OfficeAssistAllowOpen is enabled. The user will be unable to configure the setting.
0 - OfficeAssistAllowOpen is disabled. The user will be unable to configure the setting.

When unset, the user will be able to configure the setting.

Registry Setting

Name = OfficeAssistAllowOpen
Type = REG_SZ (String)

Value = 1|0

PRESERVE_WFR_ON_SIGN_OUT

Working File Recovery (WFR) is a feature that provides an in-app recycle bin for files that have been
worked on from the Foldr drive. The app and it will keep a copy of each document/file in the WFR
location for every save action.

By default files in the WFR location (%localappdata%\Foldr\cache\restore) will remain if the app is
quit (or machine is shutdown). However, if the user signs out of the app, the default behaviour is for
files in the WFR store to be deleted. Foldr will automatically manage files in the WFR store in-line
with the setting to manage the cache (Clear cached files after x days). Manually clearing the cache will
not affect files in the WFR store.

The admin option PRESERVE_WFR_ON_SIGN_OUT allows the administrator to change the app
behaviour so files in the WFR store are not deleted if the user signs out of the app.

If the argument is set to 1 - Working files in the filesystem cache\restore folder are preserved on sign-
out. The user will be unable to configure the setting.

If the argument is set to O - Working files in the filesystem cache\restore folder are removed on sign-
out. The user will be unable to configure the setting.

When unset, the user will be able to configure the related user-setting in the app settings > Advanced
tab > Working File Recovery > Preserve files on sign-out button. Shown below:

Woarking file recovery

X Preserve files on sign-out

Registry Setting
Name = Preserve WFRONSignOut
Type = REG_SZ (String)
Value = 1|0
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PROXY

By default Foldr will use the device configured proxy. This option allows the administrator to
configure the Foldr app to use an alternative proxy for app communications.

The proxy should be specified using the proxy address appended by the port. For following examples
are valid:

10.1.1.1:8080
myproxy.com:8080
http://myproxy:8080

Note: This setting ONLY applies when USER_CAN_CHANGE_PROXY / UserCanChangeProxy is also
setto 0

Registry Setting

Name = Proxy

Type = REG_SZ (String)
Value = address:port

USER_CAN_CHANGE_PROXY
This configures whether the user may configure a manual HTTP proxy in the app settings.

1 - the user may configure a proxy the setting.
0 - The user will be unable to configure a proxy, the option is greyed out and the admin configured
proxy (set using the Proxy registry key above will be used)

When unset, the user will be able to configure a proxy

Registry Setting

Name = UserCanChangeProxy
Type = REG_SZ (String)

Value = 1|0

USE_OFFLINE_FILES

Used in conjunction with USE_MY_FILES to determine whether the ‘Offline Files’ directory is shown in
the root of the Foldr drive.

Note:
When a value is assigned to this setting, then the user will be unable to override the configured value.

Registry Setting

Name = UseOfflineFiles
Type = REG_SZ (String)
Value = 1|0
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User Default Settings:

Option Default Value
FOLDR_SERVER Empty
REQUIRES ANTIVIRUS 1

AV_UPDATE_GRACE_MINUTES

0 (Disabled) - Can no longer be modified by the
user

AV_GRACE_MINUTES

0 (Unlimited) - Can no longer be modified by the
user

DETECT_RENAME_THREAT

1

DETECT_EXTENSIONS_THREAT

1

FOLDR_DRIVE

The first available drive letter working in reverse
from Z:

DRIVE_TYPE_REMOVABLE 1
USER CAN CHANGE DRIVE TYPE 1
USER CAN CHANGE DRIVE LETTER 1
SHARES Empty (all shares available)
UPDATES ENABLED 1
SIGN OUT ON EXIT 0
SSO LOGIN BY DEFAULT 0

SERVER_OS _USING_DRIVE

Not applicable (see individual settings)

CACHE_EXPIRY_DAYS

CERTIFICATE_PROMPTS

UPLOAD_NOTIFICATIONS

SHOW_WINDOWS_SHORTCUTS

USE_MY_FILES

OPEN_DRIVE_AT_STARTUP

CLEAR_CACHE_ON_EXIT

SSO_AUTO_SIGN_IN

PROMPT_AT_STARTUP

ot applicable (enabled by default)

MAX_UPLOADS

EXCESSIVE_DOWNLOAD_ALERTS

OFFICE_AUTO_CHECKOUTS

olr|u|z|o|o|r|rkr|o|k|k|N

OFFICE_ASSIST

m

3
B
<

OFFICE_ASSIST_ALLOW_OPEN

Empty

PRESERVE_WFR_ON_SIGN_OUT

PROXY

Empty

USER_CAN_CHANGE_PROXY

USE_OFFLINE_FILES

Using Group Policy to deploy the Foldr app

The recommended method of deploying the app with Group Policy is given below:

1. Download the latest Foldr setup .MSI using the .zip links below:

x86 - https://foldr.io/downloads/clients/win/x86/latest.zip

x64 - https://foldr.io/downloads/clients/win/x64/latest.zip

2. Extract the zip file. If you are attempting to install app version 1.2.0 rename the FoldrSetup.msi to
'setup.1.2.0.msi' and place it into a suitable SMB share on the network.

333

& Foldr



https://foldr.io/downloads/clients/win/x86/latest.zip
https://foldr.io/downloads/clients/win/x64/latest.zip

3. Open the Group Policy Management Console (GPMC). Create and link a new GPO on the
Organisational Unit that contains the Windows clients that are to receive the Foldr app; or edit an
existing policy if one for software installs. Edit the policy.

4. Browse to Computer Configuration > Policies > Software settings > Software
installation. Add a new item by right clicking on the main pane > New > Package.

l' Group Policy Management Editor

File  Action  Yiew Help

i Jsl ol IERERERN 7 Nos

=] Install Foldr [MMw-YDC-001 MINNG | Mame | version | Deplc
B i Computer Configuration
B [ Policies
Bl [ | Software Settings
ﬁ Software installakic Paste
| Windows Settings Refresh
| Adrministrative Templat Vigw »
| Preferences
= 4%, User Configuration Arrange Icons  #
| Palicies Line up Icans
| Preferences Propetties
Help

5. Browse to the location of the .MSl file using the network UNC path (for example
\\server\share\setup.1.2.0.msi) and select the .MSI to be installed on the clients.

6. Use the default 'Assigned' deployment type and click OK to confirm.

Deploy Software |

Select deployment method:

" Fublished
¥ Azzigned
i Advanced

Select thiz option ta Azzigh the application without modifications.

] I Cancel

7. The app will appear in the main panel showing the application name, version and path.
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_.' Group Policy Management Editor

File  Action Wiew Help

IS[=] B3

&= | Am0 o= HE

_: Install Foldr [MMs-YDC-001, MIRR
[ sl Computer Configuration

S

| Policies
= [ Software Settings
ﬁ Software installatic

| windows Settings

| Administrative Templat

Marne =

Wersion | Deplovment state | Source

[ Foldr

1.2

=

| Preferences
User Configuration
| Policies

| Preferences

Assigned

Y1001 1 43 msilsetup, 1.2.8.0.msi

The basic deployment steps are now complete. When the Windows clients next reboot and they are

connected to the network the Foldr app will be installed automatically.

Updating the Foldr app with Group Policy

To upgrade the Foldr for Windows app on the Windows clients - In this example we will upgrade from

1.2.8t0 1.3.0:

1. Download the latest Foldr for Windows .MSiI file using the download links below:

x86 - https://foldr.io/downloads/clients/win/x86/latest.zip

X64 - https://foldr.io/downloads/clients/win/x64/latest.zip

2. Extract the zip file. If you are intending to upgrade to app version 1.3.0 rename the FoldrSetup.msi

to 'setup.1.3.0.msi' and place it into a suitable share on the network.

3. Edit the relevant software installation GPO in Group Policy Management and navigate
to Computer Configuration > Policies > Software settings > Software installation

4. Remove the existing v1.2.8 Foldr app listed in the main panel by right clicking > All Tasks > Remove
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5. Select 'Allow users to continue to use the software, but prevent new installations' (bottom option)
so that the existing Foldr application is not uninstalled from the clients. Click OK.

Remove Software E |

Select removal method:

" Immediately uninztall the software from uzers and
computers

' Allow users to continue to uze the software, but prevent
new installations

] I Cancel |

6. The app will be removed from view in the Group Policy Management Console. Add a new
application by using the context menu > New > Package.

l' Group Policy Management Editor
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7. Browse to the location of the .MSI file using its UNC path (\\server\share\setup.1.3.0.msi) and
select the upgrade .MSI to be installed on the clients.
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The upgrade steps are now complete. When the Windows clients next reboot, and they are
connected to the network, the Foldr app will upgraded automatically retaining the installation settings
/ configuration options that are already in place.

Migrating manually installed clients to centrally managed with Group Policy

If the administrator has manually installed the Foldr client on Windows clients, you can simply
migrate/upgrade to a managed installation by following the same installation steps as given
above. The installation will overwrite the manually installed version, however any existing app
configuration / settings will be retained.

Configuring the Foldr app with Group Policy Preferences

There are various aspects on the Foldr app that can be configured by the administrator such as the
Foldr server address, drive mode, cache settings, security options and so on. All registry keys

On a manual installation, to configure the app at the time of installation the administrator would
typically run the MSI using the msiexec utility and append various options. These options would in turn
write registry keys in HKEY_LOCAL_MACHINE > Software > Foldr > Default to provide global
settings for any user that uses the Foldr app / drive.

The app can be configured in a managed installation easily using Group Policy Preferences (GPP) to
write the registry keys and apply these onto client machines. Note - the app doesn't even need to be
installed via Group Policy, an administrator could use GPP to modify the configuration of the Foldr app
on machines that had the software installed manually.

1. Create a new GPO or edit an existing policy that would apply to the Windows clients in Group
Policy Management Console.

2. Navigate to Computer Configuration > Preferences > Windows > Registry

3. Create a new Registry Item from the context menu.

E Group Policy Management Editor
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4. Configure the item as shown (Example)

Action = Update

Hive = HKEY_LOCAL_MACHINE

Key Path = SOFTWARE\Foldr\Default

Value name = Registry Key (see table above)
Value type = REG_SZ

Value data = (1|0 / string etc - see table above)

1 New Registry Properties
General ICUmmDn I
Wy
Action: IUpdate j
Hive: IHKE\"_LOCAL_MACHINE -
Key Path: I SOFTWARE\FoldriDef ault |
Yalue namme
’V I Default IFDIdrServer
Walue bype: IREG_SZ j
Walue data: I https: | Foldr, comparry,com|
QK I Cancel | Apply I Help |

Click OK and create as many registry items as required to configure the app to your requirements.

Upgrading the Windows App

The app can be upgraded either using the built-in update mechanism

Foldr for macOS

The macOS drive mapping client provides access to any storage presented through Foldr directly from
Finder using a single drive. On-premise storage (SMB shares) can be presented alongside Cloud
Storage inside the drive.

Limitations:

The app currently does not provide sharing features (share with others or public links etc). Users
should use the Foldr web app if they need to use these features.

System Requirements
macOS 10.9 or higher

Antivirus Software
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Some antivirus applications can adversely interfere with the Foldr app and mounted drive affecting its
usability and performance. Depending on the antivirus client and configuration, the client may also
‘trawl’ through the mounted drive to scan files and as a result put the server under unnecessary load
and at the same time-wasting local storage as the files are downloaded into the local cache. If
antivirus software must be used, it is recommended to exclude the local cache location
(~/Library/Foldr) and all subfolders.

Installing/Deploying the app

The drive mapping client is provided in standard disk image (DMG) format can be installed manually or
deployed en-masse by enterprise deployment tools, such as JAMF Casper Suite or a compatible MDM
solution. Note that we do not provide a .PKG version of the app and Foldr for macOS is not available
from the Mac App Store.

The administrator can optionally set various options / preferences to configure the application as
required.

Installation Options

- FOLDR_SERVER

- UPDATES_ENABLED

- SIGN_OUT_ON_EXIT

- VOLUME_NAME

- SHARES

- OPEN_DRIVE_DEFAULT

- DETECT_RENAME_THREAT

- DETECT_EXTENSIONS_THREAT
- GATEKEEPER_REQUIRED

- FILEVAULT_REQUIRED

- USE_MY_FILES

- PRESERVE_WRF_ON_SIGN_OUT
- USE_OFFICE_ASSIST

App Options

To set app preferences, you are required to use sudo in the Terminal. This could be automated using a
script or using MDM or macOS management solution that supports that functionality:

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin OPTION VALUE

Examples:
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sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin FOLDR_SERVER
"my.foldr-server.address"

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin
UPDATES ENABLED O

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin
SIGN OUT ON EXIT 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
VOLUME NAME "newname"

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist SHARES
"1,3,5"

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
OPEN DRIVE DEFAULT 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
DETECT RENAME THREAT 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
DETECT EXTENSIONS THREAT 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
GATEKEEPER REQUIRED 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
FILEVAULT_REQUIRED 1

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
USE_MY FILES 1 or 0

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
PRESERVE _WRF _ON SIGN OUT 1 or 0

sudo defaults write /Library/Preferences/it.minnow.FoldrAdmin.plist
USE_OFFICE ASSIST 1 or 0

Installation Option Details
FOLDR_SERVER

If the option is absent, then the server address on the sign-in form will be empty until the user
configures an account.

If FOLDR_SERVER="address", then the specified address will be used on the sign-in form when the
user hasn't yet configured their account.

UPDATES_ENABLED
If the option is absent, then the user can configure whether Foldr checks for updates.

If UPDATES_ENABLED=0, then Foldr will not check for updates. The user will not be able to change
the setting.

If UPDATES_ENABLED=1, then Foldr will check for updates, by default. The user will be able to
change the setting and may also choose to skip updates.
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SIGN_OUT_ON_EXIT
If the option is absent, then the user can configure whether Foldr signs-in automatically.

If SIGN_OUT_ON_EXIT=0, the user does not need to provide login credentials when the app is run.
The user will sign-in automatically and will be unable to change the setting.

If SIGN_OUT_ON_EXIT=1, then the user will need to sign-in manually each time the Foldr app starts.
They will NOT be able to change the setting.

VOLUME_NAME

Determines the name of the Foldr drive as shown in Finder. If the volume name has not been set by
admin, then we allow the user to change the name in the Drive Preferences.

Volume Naming Limitations:

e Length is greater than zero and less than 30 characters.
e Volume name must not contain a colon.

If the VOLUME_NAME contains an error, it will be ignored and the default name “Foldr” will be shown.

SHARES

Determines which shares are available to the user through Finder. If the option is not configured or an
empty value is set, all shares will be available.

Otherwise, use a comma separated list of share IDs to specify which shares should be available, all
others will be hidden from the drive. The share ID can be found in the Foldr Settings > Files & Storage
area (shown at the end of the URL when editing a share)

OPEN_DRIVE_DEFAULT

Determines whether the drive should be displayed to the user automatically when it is mounted, i.e.
after the user signs in.

DETECT_RENAME_THREAT

Determines whether the app detects rename threats and disconnect the drive immediately if detected.
This can include multiple rename attempts in quick succession. If enabled, then the user will not be
able to override the setting.

DETECT_EXTENSIONS_THREAT

Determines whether the app detects filename/extension threats. This is a pre-defined list of known
malicious file extensions. If enabled, then the user will not be able to override the setting.

GATEKEEPER_REQUIRED

Determines whether the app requires macOS Gatekeeper protection to be enabled / running. If
enabled, then the user will not be able to override the setting.

FILEVAULT_REQUIRED

Determines whether macOS File Vault full-disk encryption is required on the client to allow the drive
to mount. If enabled, then the user will not be able to override the setting.

USE_MY_FILES
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Determines whether ‘My Files’ and ‘Bookmarks’ are shown in the root of the Foldr drive. When
enabled, the storage locations available to the user will be contained within the ‘My Files’ directory.
When disabled, the storage locations will be shown in the root of the Foldr drive.

PRESERVE_WRF_ON_SIGN_OUT

Working File Recovery (WFR) is a feature that provides an in-app recycle bin for files that have been
worked on from the Foldr drive. The app and it will keep a copy of each document/file in the WFR
location for every save action.

By default files in the WFR location will remain if the app is quit (or machine is shutdown). However, if
the user signs out of the app, the default behaviour is for files in the WFR store to be deleted. Foldr
will automatically manage files in the WFR store in-line with the setting to manage the cache (Clear
cached files after x days). Manually clearing the cache will not affect files in the WFR store.

The admin option PRESERVE_WFR_ON_SIGN_OUT allows the administrator to change the app
behaviour so files in the WFR store are not deleted if the user signs out of the app.

If the argument is set to 1 - Working files in the filesystem WEFR folder are preserved on sign-out. The
user will be unable to configure the setting.

If the argument is set to O - Working files in the filesystem WFR folder are removed on sign-out. The
user will be unable to configure the setting.

USE_OFFICE_ASSIST

Determines whether locally installed Office apps will open Office documents hosted in Office 365
locations directly via their Online URL. This removes the Foldr server and default save/upload
mechanism from the workflow and allows the Office apps to behave natively with 365 documents
(from OneDrive, Teams or SharePoint Online). Autosave and will automatically enabled in the Office
apps and collaborative editing will function as normal with other Office 365 users.

Reading Configured Options

How to read any options that are currently set:

sudo defaults read /Library/Preferences/it.minnow.FoldrAdmin

Deleting Options

To unset an option, use the following command:

sudo defaults delete /Library/Preferences/it.minnow.FoldrAdmin OPTION
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Configuring Foldr Desktop Apps from the Server using App Profiles

The Foldr server can apply specific client settings to client apps on a per user/group basis using App
Profiles. App Profiles are available for both Windows and macQOS Foldr apps.

When using App Profiles, it is important to consider that the server always takes precedence over local
client settings.

App Profiles could be useful if you needed to apply a specific change to the app for an individual or a
group of users, without having to redeploy the client app or push out other client settings to the
registry via Group Policy or script.

An online article for server-based App Profiles and how to configure them is available on the
knowledge base.
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25. Managing & configuring the Foldr iOS app (MDM)

As well as being available on the App Store, the Foldr iOS app can be ‘purchased’ via the Apple VPP
store and delivered to your iOS devices using a compatible Mobile Device Management (Solution using
Managed Distribution. As well as deploying the app en-masse, an administrator is also able to
preconfigure the app mode, set various app settings and enforce security settings as appropriate.

The following MDM solutions are a selection of vendors that support Managed App Configuration
which is required to configure third party apps, such as Foldr.

AirWatch - instructions
Lightspeed Systems Mobile Manager - instructions
The Casper Suite - instructions

Apple devices use specially formatted XML files, known as Property Lists or 'plists', to store their
settings. You can find more information on Property Lists here. Example plist files for configuring the
Foldr iOS app are shown below and can be configured / modified as required and imported into your
MDM solution.

Example App Config - Shared mode

The example below configures the app in shared mode, sets the Foldr server address and enforces it,
shows the shares list automatically when logged in, disables untrusted certificate prompts and finally
sets an automatic log out / idle timeout of 5 minutes.

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">

<plist version="1.0">

<dict>

<key>appMode</key>
<integer>0</integer>

<key>serverURL</key>
<string>foldr.yourdomain.com</string>

<key>serverFixed</key>
<true />

<key>homeShowShares</key>
<true />

<key>disableCertificatePrompts</key>
<true />

<key>sharedTimeout</key>
<integer>5</integer>
</dict>

</plist>

Example App Config - Personal Mode

The example below configures the app in personal mode, sets the Foldr server address, does not
present the shares list automatically when logged in (shows My Files & Bookmarks instead), requires
the user to set a security PIN, use the PIN each time the app is launched or brought into focus after
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being backgrounded and finally sets the app to use a maximum cache value of 500MB.

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">

<plist version="1.0">

<dict>

<key>appMode</key>
<integer>1</integer>

<key>serverURL</key>
<string>foldr.yourdomain.com</string>

<key>homeShowShares</key>
<false />

<key>requirePIN</key>
<true />

<key>requireSecurityonWake</key>
<true />

<key> maxCacheSize</key>
<integer>500</integer>
</dict>

</plist>
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The plist file consists of a list of settings, each followed by a value. Some settings also specify a type
for their value. All available settings are shown below:

Setting

Value

Effect

appMode

integer set to either O
orl

Specifies whether the app runs in
shared or personal mode.

0 = Shared

1 = Personal

Not specifying this key allows the
user to choose a mode to run in.

serverURL

string

The address of your Foldr server i.e.
foldr.yourdomain.com

disableCertificatePrompts

boolean set to either
true or false

Specifies whether the app should
suppress invalid / untrusted SSL
certificate prompts. By default, the
app will present the user with a
pop-up warning that the server is
unverified when using a self-signed
or expired certificate.

requirePIN

boolean set to either
true or false

Specifies that the user MUST set a
pin code on their Foldr app.

requirePassword

boolean set to either
true or false

Specifies that a user MUST set a
complex password on their Foldr
app. Note that this overrides
requirePIN.

requireSecurityOnWake

boolean set to either
true or false

Requires that the user enter their
pin/password whenever the app is
brought to the foreground having
been backgrounded. (Lock on
Wake)

maxCacheSize

integer

Specifies the amount on local
storage on the iOS device that the
app consume for caching purposes.

Accepted values are:

-1 = no limit

0 = no caching

Any other value higher than zero
indicates the size in MB to be used
for caching. i.e. 123 = 123MB

serverFixed

boolean set to either
false or true

Specifies if the Foldr server address
is enforced and cannot be changed
by the user.

sharedTimeout

integer set to number
of minutes required

Automatically logs the app out if
there is no activity for a set number
of minutes. This option can only be
used in Shared mode and the Foldr
app must be backgrounded for this
to function.

Accepted values are:
0=no idle timeout (enforced)
Any other value in minutes

homeShowShares

boolean set to either
true or false

Automatically shows the shares list
when logged in rather than My Files
condensed & Bookmarks
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webClient string Determines how the Foldr app
should deal with web shortcuts
(.url, .website etc)

Accepted values:

foldr = Default behaviour. The
Foldr app will present the website
using the built-in web client and
display it in the standard file
preview pane.

safari = Safari will be used to
display the web resource

off = Disable loading web
shortcuts

Any other value will be treated as

off
disableOfflineFiles boolean set to either Removes the ability for a user to
true or false use the sync offline / make

available offline feature in the
app. If set to false, a user will still
be able to use the feature.

quickAddLocked boolean set to either If enabled, removes the ability for
true or false the user to configure or change the
options that are offered through
the Quick Add button.

Note that all fields are optional and may be removed from the plist as necessary.
Bundle ID

If the MDM solution being used requires the app’s bundle ID, this is as follows:

it.minnow.foldr
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26. External Access (Remote access or BYOD)

Foldr requires only TCP port 443 (HTTPS) to be open inbound from the Internet to allow users to use
any of the client apps. However, it is also recommended to open TCP port 80 (HTTP) for user’s
convenience (otherwise they are forced to type ‘https://’ into their browser to initiate a connection).
Opening port 80 also allows you to benefit from using free signed SSL certificates from the Let's
Encrypt service. Any user connection that is initiated on port 80 (HTTP) is automatically redirected to
port 443 (HTTPS)

It is possible to use a port other than TCP 443 for user sessions. See KB article for more information.

Should you wish to fully administer the system from outside of the network, the following ports should
also be opened.

TCP port 5481 (SSL - Custom Update Settings)
TCP port 30537 (SSL - Foldr Settings web Ul)
TCP port 2082 (SSH)

1:1 static NAT / MIP using a dedicated public IP address (or standard port forwarding) is the
recommended method of providing external access to Foldr.

Alternatively, for customers that are not able to dedicate a public IP address to Foldr, you can publish
Foldr as a standard web resource through another reverse proxy service such as Nginx or Windows IIS
/ ARR.

Please consult your Firewall documentation, IT Support Department, or Internet Service Provider for
assistance.

A dedicated KB article to assist with external access is available here:

https://kb.foldr.io/foldr-support/accessing-foldr-remotely-outside-your-organisations-network/
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27. Foldr System Updates

Software updates for the Foldr appliance (product and operating system) are delivered over the
Internet and can be managed within Foldr Settings > Appliance > Updates or alternatively
https://address_of_Foldr:5481 > Updates.

A typical update takes several minutes to download and install, this may take longer depending on the
speed of your Internet connection. Occasionally. larger feature updates are made available which will
take longer to install, but it is important to allow the update process to complete gracefully. Under no
circumstances should you reboot / reset the appliance mid-update. Please note, the appliance will
always automatically restart when the update process completes.

If your network environment uses a proxy server to access the Internet this must be configured within
Appliance > Network > HTTP Proxy.

It is recommended that you configure the appliance to automatically download and install updates,
however if preferred you can manually update during a routine maintenance window. As we
constantly push both OS security updates and product features / fixes, you should always endeavour
to keep the system up to date.

NOTE - Foldr will not be able to update over the internet if a HTTPS inspection (web filter / firewall)
analyses the update traffic. This will cause the updates to fail a built-in digital signature validation
check. Foldr should be excluded from any HTTPS inspection policy and the URL
https://updates.minnow.it should also be whitelisted.

If the appliance cannot be excluded from HTTPS inspection, updates can be installed via an I1SO file.
Contact support@foldr.io for more information.

Updating a Cluster

In a multi-appliance cluster installation, the administrator needs to update all appliances in the cluster,
including any client access systems so they are running the same release version. It is recommended
that you upgrade the infrastructure systems first, followed by the client access appliances. You can
confirm that the database cluster is operational but checking wsrep_cluster_size returns the expected
value within Foldr Settings > Infrastructure > Cluster) - Note - client access VMs are not part of the
database cluster itself.

Infrastructure appliances should be updated in a staged manner to allow each cluster node to fully
restart and re-join the cluster before moving onto the next cluster member. As such it is
recommended that you avoid using automatic updates to update all cluster members simultaneously.
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28. Backup & Restore

Within Foldr Settings > Backup & Restore, the Foldr administrator can save the appliance configuration
settings, user activity logs and search index data to an encrypted file. All configuration settings, licence
keys, LDAP Settings, shares, permissions and so on will be included in the backup. Note that SSL
certificates and appliance network configuration are not included by design. The backup files may be
stored on the appliance itself and optionally copied to a remote SMB share by an automated process.
Appliance backups may be scheduled if required.

This feature could be useful to restore a working configuration either to the existing system or another
Foldr appliance. They may be used to speed up the recovery in the event of a failure or when
migrating the Foldr appliance from one hypervisor platform to another.

Backup & Restore

Backup Now Backups Schedule Remote Storage

Your backup will be encrypted using a sixteen-character key. Please provide or generate one
below. Keep this key safe, you will need it to restore these settings.

Encryption Key - Regenerate

m3FReAZktAmZHS

Include search data O

BACKUP NOW

It is always recommended to include Foldr in your regular backup routine using the third-party solution
of your choice (Veeam B&R, Nakivo B&R, Acronis, Backup Exec etc) - Foldr's own settings backup
routine should be considered complimentary to a whole system backup.

Protecting the appliance during updates (Snapshots)
Where Foldr is deployed as a virtual machine, Hypervisor level snapshots should be employed before

the system is updated from the online update server and snapshots should always be removed once
the update has completed.

Creating a Backup

To create a standalone backup, simply enter a 16-character key (password) and click CREATE
BACKUP. Note that the password must be exactly 16 characters in length as this is the encryption key
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that will be used to decrypt and restore the backup later. The appliance can create a random 16-
character key for you by clicking the text link provided in the dialog.

The backup file will be created and stored upon the appliance itself. The backup size and creation date
will be shown as below:

Backup Mow Backups Schedule Remote Storage
Drag additional backup files here to upload

2023012901 0005.fbk 7 MB 29 Jan 2023 13:00

20230128010004 fbk 7 MB 28 Jan 2023 13:00

Scheduled / Automatic Backups

The appliance can schedule backups to be taken automatically at a time of your choosing. Within the
Schedule tab, you can select the number of backups to store locally on the appliance and the time that
the backup should be run, either daily, weekly, or monthly.

Weekly backups are run every Sunday at the time specified.

Monthly backups are run on the 1st of the month at the time specified.

Backup Now Backups Schedule Remote Storage

Enable

Include search data @]

Mumber of backup files to keep

7 -

Schedule

Draily r
Time

21:00 =
Encryption Key (Sixteen characters) - Regener

m3FRbAZ ktamIH3
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To create a scheduled backup, select the configuration required and enter a 16-character key /
password and finally click Save Changes. Alternatively, the appliance can create a random 16-
character key by clicking the text link shown in the dialog.

Important - Make a note of the encryption key.

It is vital to make a note of the encryption key that is used for both standalone and scheduled backups

as it will be required in the event that you need to restore the backup (even to the same system). Note
that the key will not be displayed again later.

(© Make a note of this key and store it safely. It will not be displayed again.

If you fail to make a note of the key, the backups will not be usable.

Copying backups to other storage (SMB)

When standalone or scheduled backups are run, the backup file is always firstly created and saved
locally on the Foldr appliance, however it can also be copied automatically to a remote SMB share
(NAS or Windows file server etc.)

To enable this functionality, navigate to the Remote Storage tab and enter the SMB path to the share

and select a suitable service account that has write permission to the share. Note that all domain-
based service accounts should be configured using the UPN / username@domain.fqgdn format.

Backup Mow Backups Schedule Remote Storage

Enable

srmbe/f192.168.1.10/dataffoldr backups

Service Account

MAS Access - admin -

Mumber of backup files to keep

5 -

Importing a Backup

To import a backup file, navigate to Foldr Settings > Backup & Restore > Backups tab, drag/drop the
backup file (.fbk) into the window. When the area goes green you can release the file to upload it to
the appliance.
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Backup Now Backups Schedule Remote Storage

Drag additional backup files here ad
" 20230130010004.fbk | 8 MB 30 Jan 2023 13:00
Y 20230130125519.4bk 8 MB 30 Jan 2023 12:55

Important - If a large amount of data has been indexed the backup files can be many hundred MBs in
size (or more). The administrator should consider limiting the number of backups stored locally on the
appliance if using scheduled backups to limit the possibility of filling the virtual disk.

Backing up Search Data

If the server being backed up is running the search index service (indexing SMB shares) this data can
be optionally backed up by enabling the ‘Include search data’ toggle on the Backup Now or Schedule
tabs as required.

Backup Now Backups Schedule Remote Storage

Enable

Include search data m

Restoring a Backup
To Restore a backup, mouse over the selected backup file from the list available and select the far left

in-line button.

Backup Mow Backups Schedule Remote Storage

Drag additional backup files here to upload

f 20230129010005.fbk T mB 29 Jan 2023 12:00 m

20230128010004.fok 7 MB 28 Jan 2023 13:00
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Agree to the prompt - click YES, RESTORE

Restore Backup .

Are you sure that you want to restore from this backup? All
shared items, users and groups created after this backup

will be lost.
Cance YES, PROCEED

Provide the backup encryption key and click OK

Backup Key
Backup Key

L LL LA L L L L L L L Ll .|

= o

The backup will be restored, and the appliance configuration will be updated immediately. Where
Search data has been restored, the Search index service will need to be manually started within Foldr
Settings > Appliance > Services - restarting the Solr service.

Note that where backups are being restored into a new / unconfigured appliance, it is recommended
that the server version is the same as that of the appliance where the backup was originally created.
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29. Troubleshooting
Key points to check if Foldr is not authenticating Active Directory users or displaying shares:

1) Ensure the LDAP Server is prefixed Idap:// or Idaps:// as appropriate and that a suitable SERVICE
ACCOUNT has been configured and is selected under the Integrations > Active Directory(LDAP).

All Active Directory service accounts must be configured using the account UPN
(username@domain.fgdn)- Any other format such as a short username (samaccountname) or
domain\username is considered invalid.

Foldr will be unable to authenticate users if a service account is not configured correctly.

2) The appliance hostname is FULLY QUALIFIED and is configured for the INTERNAL Active
Directory domain.

This is important for internal short / unqualified DNS lookups. The hostname suffix is used
automatically for the appliance Search Domain.

For example, if the Active Directory domain is domain.internal a suitable hostname for the appliance
would be foldr.domain.internal

Please note that the appliance hostname is not linked to the external FQDN that may be used to
access Foldr, or any SSL certificates that are installed.

You may find that the mobile Foldr apps are unable to authenticate users if the device has a HTTP
proxy configured and you may need to consider implementing a Proxy Auto Configuration file to
deliver proxy settings (and exceptions) to these devices so a connection to the Foldr server can be
made.

3) Check if the Foldr appliance can resolve server hostnames correctly from the console.

Log into the appliance console using the fadmin account and test DNS resolution using the ping and
nslookup utilities.

4) The Search DN is configured correctly.

i.e. if the LDAP domain is domain.internal then the Search DN to encompass the entire domain would
be:

DC=domain,DC=internal

5) Check the output of ‘Test Settings’

Test Settings is available within Foldr Settings > Top Right Menu > Test Settings and will indicate if Foldr
is unable to authenticate the domain user & connect to the user’'s home folder, if configured within
Active Directory > Profile tab

In this example the LDAP Server is configured as:

Idap://server
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Results
Started 09:30:51

Metwork

Started 09:30:52
) Hostname foldrlocal
/% Hostname foldrlocal - Mot within LDAP domain
/% Failed to resolve hostname foldrlocal - This can result in very slow SMEB
performance

The warning is highlighting that the appliance hostname is ‘foldr.local (default) and does not fall within
the same domain as the configured LDAP (Active Directory) domain. As such any DNS lookup for a
short / unqualified hostname will not resolve successfully, i.e. the system will be unable to resolve
‘server’ and authentication will fail.

After correcting the hostname to foldr-hostname.internal-domain.fqdn (files.foldr.internal in this case)
the appliance can successfully resolve the unqualified LDAP server hostname and authentication is
successful.

Results
Started 0%:36:08
MNetwork

Started 0% 36:08

) Hostname files.foldr.internal
) Success
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Further Troubleshooting & FAQ
What network ports are used by Foldr?

TCP port 25 (SMTP - Inbox feature to receive email if enabled and built-in firewall is modified)
TCP port 80 (HTTP - redirects to HTTPS for user sessions and required by Let’s Encrypt as part of the
SSL certificate installation process)

TCP port 389 (LDAP)

TCP port 443 (SSL - User sessions)

TCP port 445 (SMB)

TCP port 636 (LDAPS)

TCP port 5481 (SSL - Custom Update settings)

TCP port 30537 (SSL - Foldr Settings)

TCP port 2082 (SSH)

TCP port 22 (SSH - During initial setup only for Headless configuration in Azure / AWS etc)
TCP port 8983 (SSL - Foldr Search - This port is required inbound on the Search appliance)

Can | configure the network settings from the appliance console?
Log onto the console as fadmin (default password = password) and run the ‘netconfig’ command.

DNS does not seem to be functioning correctly. The Foldr appliance can only resolve fully qualified
hostnames.

By default, the Foldr system automatically uses the hostname suffix as the DNS Search Domain . As
such it is vital that the hostname is configured fully qualified and relevant to the internal domain.
Alternatively, configure the Search Domain itself within Foldr Settings > Appliance > Network.

How can I troubleshoot network connectivity issues?

Ping, traceroute, dig, nslookup and netconfig are available for troubleshooting when logged into the
virtual appliance console.

Is it possible to access on-premise and cloud storage via Foldr as a regular drive in Windows Explorer and
macOS?

Using the Foldr Windows and macOS apps you can connect to Foldr and

access all storage locations within a single mapped drive. This is available for Windows 7-10 for both
32-bit and 64-bit systems. The Foldr Windows client supports two factor authentication, WebAuthn
password change control, Google G Suite file support, Kerberos SSO or web sign in for SAML sign in
and more.

More information and download links are available here:

https://foldr.io/products/foldr-for-files/microsoft-windows

Is it possible to access Foldr as a regular drive in Mac OS Finder?
A dedicated drive mapping client for macOS is available here:

https://foldr.io/products/foldr-for-files/macos

The macOS client offers the same features as the Windows client.
Is it possible to access Foldr via a WebDAV client?

You can connect to Foldr from a WebDAV client by connecting to https://address-of-foldr/drive (note
/drive). Using a dedicated standalone WebDAV client, such as Cyberduck is recommended.
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While macOS and Windows have built-in WebDAV support, WebDAV performance can vary
massively between different versions of Windows and macOS. For the best user experience, it is
recommended to avoid using WebDAYV and instead use the dedicated Foldr desktop apps for access
on these platforms.

Users are unable to connect to Foldr via WebDAYV (Foldr Drive)

Ensure you are connecting to the usual Foldr address appending /drive. For example:
https://address-of-foldr/drive

If using a dedicated WebDAYV client, please enter /drive into the ‘path’ box.
Ensure the user’s Active Directory account (or security group) has allow permission set for Connect
via WebDAYV within Foldr Settings > Security. Note - The default built-in group ‘Foldr Users’ applies to

all users.

Some standalone WebDAV clients will fail to connect unless the external hostname has been correctly
configured within Foldr Settings > Appliance.

On Windows computers, ensure the ‘Web Client’ service is running under services.msc

It is recommended to use the dedicated Foldr clients for Windows or macOS instead of WebDAV if a
mapped drive is required.

Forgotten fadmin account password?

If you have forgotten the administrative account password, contact Foldr support via support@foldr.io
for assistance.

No Shares/Storage is available under MY FILES once the user is logged in.

This is most likely caused by either the shares having no permissions listed within Foldr Settings >
Shares& Storage or simply that no additional shares have been configured and users home folders are
not configured in Active Directory. This error may also be caused DNS resolution issues or incorrectly
configured LDAP settings.

Use the ‘Test Settings’ tab found in Foldr Settings > General to troubleshoot where the log in or share
mapping process is failing.

SMB file access appears to be slow.

This can be caused due to DNS lookups failing on the file server trying to resolve the Foldr appliance.
As such please ensure that an A (host) record has been created on the organisation’s INTERNAL DNS
system (typically a Windows domain controller), matching the appliance hostname exactly as
configured within Foldr Settings > Appliance > Network > Internal Hostname. This host record must
point at the IP address of the Foldr appliance.

The Foldr appliance is not performing as expected when running on Hyper-V

Please ensure that Virtual Machine Queues are disabled on your physical network adapters on the
host server. VMQs can be the cause of network / performance issues on older Microsoft Hyper-V
systems, especially where Broadcom NICs are being used.

How can I present Active Directory home folders to users?

Create a new share within Foldr Settings > Files & Storage using the storage address of %homefolder% -
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This will automatically connect a user’'s home folder if one is configured within the Profile tab in Active
Directory Users & Computers.

Home folders are not configured in Active Directory and login scripts or Group Policy Preferences are being
used instead. How can these home folders be mapped to users automatically?

Foldr supports the standard environment variable %username% when creating share paths. You can
add as many shares are required to support your user's home folder paths.

A user has logged into Foldr and can see all configured shares, including those that they shouldn’t have
access to.

It is important to remember that Foldr will always respect the underlying permissions already in place
on the file server. If, for example, a user A logs into Foldr and can access a share that is intended for
user B, then the NTFS security permissions / ACLs on the file server are incorrectly configured.

The recommended action in this case would be to correctly configure the backend permissions on the
file server itself. However, if for any reason you're unable to amend the configuration on the file
server you can use the Permissions feature within Foldr Settings > Files & Storage to control visibility of
shares as required. This can be achieved by removing ‘Foldr Users’ and replacing with the appropriate
users/groups. Deny rules may also be used here if required.

iOS devices are not streaming video content.

Ensure you have a valid, signed certificate installed on the appliance. This is a requirement of iOS to
allow streaming over HTTPS.

Windows clients are successfully validating your signed certificate, but other platforms (iOS / Android) are
displaying certificate trust warnings.

The Foldr appliance is missing the CA Root and/or Intermediate Chain files for your chosen certificate
authority. Please reinstall all 4 files (signed certificate, private key, CA root & intermediate chain).

If your provider issues a bundle certificate instead of individual root and chain certificates, install the
entire bundle within the ‘Certificate Chain’ field, leaving the CA Root field blank.

Providing the Foldr appliance is available externally, you can use one of the many SSL validation tools
available such as the following to verify your installation and check the chain is complete:

https://www.sslshopper.com/ssl-checker.html

What are the minimum security permissions required for Foldr to successfully present an SMB share to
users?

LIST FOLDER / READ DATA

READ ATTRIBUTES

READ EXTENDED ATTRIBUTES

READ PERMISSIONS

What Service Account permissions are required for ‘Hand-Out’ / ‘Distribute’ shared folders & Public Links?
As above.

What Service Account permissions are required for ‘Hand-In’ shared folders?

LIST FOLDER / READ DATA
READ ATTRIBUTES
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READ EXTENDED ATTRIBUTES
READ PERMISSIONS

CREATE FILES / WRITE DATA
CREATE FOLDERS / APPEND DATA

Besides Hand-In permissions, what additional (recommended) Service Account permissions are required
when using the shared ‘Manage’ functionality?

DELETE SUBFOLDERS AND FILES
DELETE

Let’s Encrypt SSL certificate installation is failing with an error

Let's Encrypt will not successfully issue the SSL certificate when Foldr is behind a HTTPS inspection /
MITM web filtering or firewall product intercepts and re-signs the network traffic between Foldr and
the Certificate Authority. If a product of this type is deployed at the site, the Foldr appliance should be
excluded from the https filtering policy. The external domain of ‘letsencrypt.org’ should also be marked
for exclusion from the HTTPS web filtering policy.

The Foldr appliance must be accessible externally over both TCP port 80 (HTTP) and TCP port 443
(HTTPS) for Let's Encrypt to successfully complete the certificate request, challenge handshake and
installation.

More information on the Let’s Encrypt project is available here and on their official website

What URLs should be white-listed and excluded from HTTPS inspection in a web filtering product to allow
OneDirive / SharePoint integration to work correctly?

graph.microsoft.com
api.office.com
login.microsoftonline.com
{tenant}-my.sharepoint.com

i.e. foldr-my.sharepoint.com

What URLs should be white-listed and excluded from HTTPS inspection in a web filtering product to allow
Google G Suite integration to work correctly?

googleapis.com
accounts.google.com
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